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ABSTRACT

Solar panels, thanks to the photovoltaic cells they contain, absorb and
convert sunlight into energy. Solar panels prevent environmental pollution
and produce energy very efficiently. Kira Mountain is located between
Batman Province and Besiri District. This situation also brings with it
transportation problems. Due to snowfall, icing and similar reasons cause
disruptions in transportation on Kira Mountain. Due to the altitude of 885
meters, vehicles skid on the icy roads during ascent and descent of Kira
Mountain. This causes traffic flow to stop and reduces travel time. The
increase in travel time is one of the factors that negatively affect the national
economy. By applying a similar study in South Korea to the Kira Mountain
pass, the transportation problem of the region, which is negatively affected
by adverse weather conditions, will be solved. Therefore, road traffic flow
on the Kira Mountain road, which is prone to icing and heavy snowfall, will
be safer and accidents will be minimized. In addition, the energy obtained
from solar energy will be converted into electricity, contributing to the
economy of Batman Province and the country. The use of solar panels on the
highway, a highly significant example of making transportation sustainable,
will also have sufficient capacity to charge electric vehicles and power the
highway lighting system. The study proposes placing the solar panels on the
median of the 4-lane D370 state road, approximately 5 km long, to be
constructed at the Kira Mountain road. The energy generated from these
solar panels is intended to power the lighting of the highway and the Kira
Mountain recreational areas.

Keywords—Solar panel, Solar energy, Transportation, Highway, Road Icing

INTRODUCTION

Electricity can be generated from solar energy. Solar panels, thanks to
the photovoltaic cells they contain, absorb and convert sunlight into energy.
Solar panels prevent environmental pollution and produce energy very
efficiently. Solar panels come in different types. Not all types may be
equally efficient. However, solar panels are quite efficient when installed on
the ground. These panels contain regulators, batteries, and inverters.
Inverters enable the electricity obtained from solar photons to become
usable. Solar panels obtain direct current from the rays hitting the
photovoltaic cells. When the incoming rays hit the panels, a voltage is
generated, and this voltage is released as direct current. However, since it is
not possible to transmit direct current to the grid and use it directly, inverters
must be present in solar panels. Alternating current is 220 Volts in our
country. The direct current (DC) in the panels is converted to alternating
current (AC) with the help of inverters. Inverters enable the conversion of



the direct current obtained from sunlight into alternating current, thus
allowing us to use electricity. There are three types of inverters. Off-grid
inverters, also known as stand-alone inverters, are not connected to the grid.
They are used to provide the stored electricity we use in our homes, which
operates regularly thanks to batteries; they regulate not only the voltage but
also the current. On-grid inverters, also known as grid-tie inverters, are a
grid-connected system. The electricity to be used comes only from
photovoltaic cells and is stored for later use. Solar inverters use the energy of
photovoltaic cells to provide more power to the batteries when we have
enough energy. When there is no sun, the inverter uses the energy in the
battery or the energy from the grid.

Solar panels contain many systems within them. Additionally, devices
working in conjunction with the panels increase their efficiency. These
include components such as regulators, batteries, and inverters. Regulators
balance the voltage obtained from the solar panels, thus preventing
overcharging of the battery, which is one of the most important components.
The DC voltage obtained from solar panels is not sufficient for us to use
electricity. Therefore, inverters convert the direct current to 220V alternating
current. Directly sending this voltage to the batteries would damage them.
For this reason, regulators are essential in a solar panel system.

Inverters provide speed adjustment from 0.5 Hz to 2000 Hz. They can
also convert direct current between 12 V, 24 V, and 48 V to 220V
alternating current. They are not only used to generate alternating current.
Electric current is generated by the movement of electrons and can lead to
certain interruptions. The resulting voltage needs to be maintained at a
specific frequency. If this is not done, various leakages or interruptions can
occur. Rectifiers are needed to obtain electricity at a specific frequency.
Inverters rectify and maintain the current obtained from solar panels. In
addition to performing all these functions, inverters also have storage
capabilities. Thanks to their off-grid operation, they enable the storage and
conversion of energy in areas without a grid connection, instead of incurring
costs. On-grid, they can be used in place of batteries when necessary. Thanks
to inverters, electricity is both regulated and stored. Many studies have been
conducted on electricity generation from solar energy (Simsek and Uncu,
2025:42; Demirel, 2025:19; Polat, 2025:19; Ozay vd., 2026:12).

Solar panels are highly efficient energy sources in themselves. Energy
can be produced with much less carbon emissions thanks to solar panels. The
use of solar panels has become quite widespread in recent years. In our
country, larger power plants are being built day by day, and thanks to this,
the heating and electricity needs of many building areas can be met (Tureco
Enerji, 2026).



MATERIALS AND METHODS

Kira Mountain is located within the borders of Besiri District in
Batman Province. It is bordered by Kurtalan to the east, Hasankeyf and
Gerciis to the south, Kozluk District to the north, and Batman city center to
the west. Kira Mountain lies between Batman Province and Besiri District.
The climate is characterized by rainy, harsh, and cold winters, short springs,
and dry, very hot summers. The Kira Mountain Recreation Area, established
by the Provincial Administration with agency support, is the most popular
resting and picnic area in the province. With an altitude of 885 meters, Kira
Mountain experiences heavy snowfall during the winter months. This
situation also brings about transportation problems. Due to snowfall, icing
and similar reasons cause disruptions in transportation on Kira Mountain.
Because of its altitude of 885 meters, vehicles skid on the icy roads during
ascents and descents. This leads to traffic stoppages and reduced travel
times. The lengthening of the travel time is one of the factors that negatively
affect the country's economy. The view of the Kira Mountain route is shown
in Figure 1 (Besiri-Der, 2026).

Figure 1. Batman Kira Mountain Road

Satellite view of Batman Kira Mountain is given in Figure 2 (Google
maps, 2026).
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Figure 2. Satellite view of Mount Kira in Batman.

The distance between Batman and the beginning of Kira Mountain is
approximately 12 km. The Kira Mountain road is approximately 5 km long.

Figure 3 shows the starting (A) and ending points (B) of Kira Mountain
(Google maps, 2026).
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Figure 3. Route for Installing Solar Panels at Kira Mountain Road

Considering previous studies, an application related to the study was
carried out in South Korea as shown in Figure 4 (Salehi, 2015).
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Figure 4. Application of Solar Panel Bicycle Path in South Korea

Figure 5. Solar Panels Proposed for Implementation at the Kira Mountain Road
(South Korea Example)

The aerial view of the bicycle path between Daejeon and Sejong cities
is shown in Figure 5 (Salehi, 2015). Both cities are located 2-3 hours south
of Seoul. The solar panels installed on the road not only generate electricity
but also the road under the panels is used as a bicycle path.
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By applying a similar study in South Korea to the Kira Mountain road,
the transportation problem of the region, which is negatively affected by
adverse weather conditions, will be solved.

The energy obtained from solar panels on the road's top layer should
be converted into electricity and laid beneath the road surface at 5-meter
intervals. This will improve road traffic flow and minimize accidents on the
Kira Mountain road, which experiences icing and heavy snowfall.
Furthermore, converting solar energy into electricity will contribute to the
economy of Batman province and the country as a whole.

The use of solar panels on highways, a remarkable example of making
transportation more sustainable, will also have sufficient capacity to charge
electric vehicles and power the highway lighting system.

Perovskite solar cells are attracting significant interest in the
renewable energy sector due to their high efficiency and low production
costs. However, concerns exist regarding the recycling and environmental
impact of these cells. A recent study has developed an environmentally
friendly and low-cost method that enables the complete recycling of
perovskite solar cells. In this new method, environmentally harmless
solvents such as isopropyl alcohol and ethyl acetate are used to dissolve the
perovskite layer. This allows the components of the device—glass,
electrodes, and perovskite material—to be effectively separated and reused.
Researchers state that this approach is both economically and
environmentally sustainable. A study conducted at the Julich Research
Center revealed that perovskites can be recovered efficiently and cost-
effectively. The study suggests that if this method proves to be effective and
economically applicable to complete modules, it will contribute to making
perovskite solar energy technology truly sustainable and effective. In
previous studies on solar cells, researchers at the Institute of Chemical
Technologies achieved an efficiency level of approximately 18 percent in
solar panels thanks to perovskite material, which is cheap and abundant. This
means that approximately 18 percent of the reflected sunlight can be
converted into energy. A team from various universities and institutes in the
Netherlands increased the energy conversion efficiency of silicon-based
cells, which have approximately 22 percent, to 30 percent using perovskite.
Obtaining heat and electrical energy from sunlight has been a system used
for many years and is considered the most important alternative energy
source. However, despite its great importance, not all of the reflected
sunlight can be converted into energy (Temiz Enerji, 2026). Researchers are
still continuing their work to increase efficiency using new materials.

RESULTS AND DISCUSSION

In the study, it is planned to place solar panels on the median of the 4-
lane D370 state road, which will be constructed for approximately 5 km in
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the Kira Mountain road. The energy obtained from the solar panels will
provide lighting energy for the highway and the Kira Mountain picnic areas
as seen in Figures 6 and 7 (Batman Ozel Idare, 2026).

Figure 7. Batman Kira Mountain Recreation Area-2

In addition, the lower sections of the solar panels (median area) will
serve entirely as a bicycle path, as in the South Korean example (Figure 8).
This will alleviate traffic congestion in the area and minimize carbon
emissions. Since the bicycle path is covered with solar panels, cyclists will
also be protected from rain and snow.
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Figure 8. Proposed Solar Panel Installation on the Median Strip and Bicycle Path
Below the Panels.

Another benefit of solar panels built on the road is to prevent the road
from icing up in winter months, as shown in Figure 9 (ilke Haber Ajanst,
2026). With the energy obtained from solar panels, the systems that will be
laid under the road surface will prevent the road from icing up and closing.

Figure 9. Kira Mountain Road Starting Point (Batman Organized Industrial Zone
Junction)
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Cost Calculation

The study proposes placing solar panels on the median of the 4-lane
D370 state road, which will be constructed for approximately 5 km at the
Kira Mountain road. Cost calculations (for the year 2026) are as follows:

5 km of median strip area = 8750 m?

Solar Panel Dimensions = 1646 x 992 x 35 mm (250 Watt)

Number of solar panels within a 5 km radius = 5000 units.

Total Energy = 1250 kW

Solar Panel Cost = 5000 x $106 = $530.000 = 23.007.300

(28.01.2026 as of that date - 1 $ =43.41 TL)

Solar Inverter Cost = 1.250.000 watts $ 0.14=$175.000=7.596.750 TL

Solar Construction Cost = 1,250,000 watts = $ 0.14 $ 175,000 =
7.596.750 TL

Cable Trays for Solar Panels = 5000 meters x 164 TL = 820.000 TL

Solar Cable (Photovoltaic Cable) Cost = 10,000 meters x 25 TL =
250.000 TL

Lightning Rod ( Lightning Protection) Cost = 31 x 82.000 TL =
2.542.000 TL

Cost of Power Transmission Line and Transformer Station =
3.809.994 TL

Security Camera System Cost = 200 Cameras x 4200 TL= 840.000 TL

Road Heating System Cost=70.000 m? x 175 TL=12.250.000 TL (4
lanes)
Total Cost = 58.712.794 TL
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INTRODUCTION

Flame-retardant (FR) systems are typically formulated to achieve a
defined level of resistance against ignition or flame propagation, as
determined through standard small- or large-scale testing methods. Their
primary purpose is to prevent or at least delay the transition of minor ignition
events into fully developed fires. Because any fire can pose a serious toxic
threat to occupants, FR systems generally contribute to lowering toxic risk
within the range of ignition conditions they are designed to address. Even
when combustion occurs, these systems can still help mitigate the
development of toxic hazards by slowing down flame spread and overall fire
growth, a behavior commonly observed in practice (Horrocks et al., 2001).
FRs are typically incorporated into commodity thermoplastics during
processing to improve fire safety and, secondarily, to meet regulatory
requirements or customer demands. Early FRs were mostly halogen-based and
operated in the gas phase by replacing the high-energy free radicals that drive
flame propagation with more stable species like Cl(—) and Br(-), thereby
inhibiting combustion. These additives were chosen based on their suitability
for the host polymer and their appropriate decomposition temperature ranges.
The selection of FRs are straightforward and typically based on increasing
thermal stability to match the polymer’s thermal degradation range. Due to
their interaction with flames through chemical reactions, combustion often
remains incomplete. While carbon oxidizes easily to carbon monoxide (CO),
the full conversion to carbon dioxide (COz) is frequently inhibited, leading to
the release of smoke and highly toxic fire effluents containing partially
combusted products. For instance, during the combustion of plasticized PVC,
approximately 20% of its mass is lost, generating various chlorine-containing
compounds. More than 70 different compounds have been identified in the
emissions. Many of these substances pose significant toxicological risks, with
hydrogen chloride (HCI) being particularly hazardous, surpassing even CO in
criticality. Additionally, the leaching of halogenated FRs from polymers is a
major concern, as some have been confirmed as endocrine disruptors. Due to
these safety and environmental challenges, extensive research has focused on
developing halogen-free alternatives. These include metal hydroxides,
carbonate fillers, phosphorus-based compounds, low-melting-point glasses,
and advanced materials. Recent studies primarily explore novel halogen-free
FR systems that, when combined with traditional FR additives, demonstrate
enhanced efficiency through synergistic effects. However, stricter regulations
and evolving safety standards are leading to the gradual phase-out of many
widely used halogenated additives. For decades, there has been a strong trend
toward halogen-free FR solutions, particularly in response to regulatory
directives and consumer demand for environmentally friendly materials.
Brominated FRs remain widely used due to their balance of performance, cost-
effectiveness, properties, and ease of processing (Olabisi et al., 2016)(Hull et
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al., 2011). An examination of three residential fire incidents involving
television housings that contained brominated FRs revealed surface residues
of brominated dioxins at concentrations reaching up to 14.9 ppm. It has been
further suggested that, even under normal operating temperatures, televisions
may emit small amounts of these compounds. More recent studies conducted
in Sweden reported that the concentration of polybrominated ethers in human
breast milk has risen more than fiftyfold over the past twenty-five years,
having doubled since 1992. In addition, workers exposed to brominated FRs
were found to have blood concentrations approximately fifty times higher than
those of the general population. These findings have raised concerns regarding
the potential neurotoxic effects of brominated FRs, and Sweden has reportedly
considered implementing a ban on their use (Horrocks et al., 2001).

However, the additive industry is actively researching alternatives for
electrical and electronic applications, aiming to replace brominated and
chlorinated additives. Halogen-free FRs are highly polymer-specific, with
some, like volatile phosphorus compounds, acting in the gas phase to inhibit
combustion similarly to halogens. However, most halogen-free FRs function
in the condensed phase, forming protective barriers such as charring, inorganic
residues, or intumescent layers that insulate the material. Despite their
advantages, halogen-free FRs are generally less efficient than their
halogenated counterparts, often requiring higher loadings—sometimes up to
70% by weight—to meet flammability standards. This presents challenges in
commercial adoption, as their effective incorporation into polymers requires
compatibilizers for uniform dispersion and specialized processing equipment,
to handle the increased melt viscosity associated with higher filler
concentrations (Olabisi et al., 2016)(Hull et al., 2011).

Halogen-Free Flame Retardant Additives (HFFR) and Their Properties in
Thermoplastics

HFFR additives encompass a variety of chemicals commonly
classified as inorganic FRs, phosphorus-based FRs, and nitrogen-based FRs
(Yilmaz, 2011). Inorganic FRs provide multiple benefits compared to their
organic counterparts, such as enhanced thermal stability, long-lasting
performance, non-toxicity, lower smoke production, and cost-effectiveness
(Gupta et al., 2024). Various inorganic compounds are employed as FRs,
interfering with the combustion process through different physical
mechanisms: the emission of water or non-combustible gases that dilute
flammable vapors, the absorption of heat energy during gas release reactions
to lower the fire temperature, and the creation of a fire-resistant protective
layer on the material's surface. However, the efficiency of these mechanisms
in inorganic compounds is relatively low, necessitating their use at high
concentrations or in combination with other types of FRs. Specific application
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methods, such as incorporating them into organic coatings, allow high
concentrations of these additives to be used in plastics without altering their
performance characteristics. Among the commonly used inorganic FRs are
aluminum trihydrate, magnesium hydroxide, boron compounds, phosphorus-
containing compounds, and nitrogen-containing compounds (Rothon et al.,
2014). It can be seen that some flame retardant materials in Table 1 cover a
wide decomposition temperature range and include the release of carbon
dioxide and water (Atay, 2019).

Table 1: Principle candidate flame-retardant fillers

Content of volatile
Onset of Enthalpy of substances (%
Material decompositi | decompositi W/W)
o(™Ma -1
on (°C) on(kJ.kg™) | H. | CO Total
o 2
Nesquehonite
(MgCO:3H,0) 70-100 1750 39 32 71
Calcium sulfate Not
dihydrate, gypsum 60-130 available 21 0 21
(CaS042H,0)
Magnesium phosphate Not
octahydrate, 140-150 available 3551 0 35.5
(Mg3(PO4)28H20)
Alumina trihydrate,
aluminum hydroxide, 180-200 1,300 34.5 0 34.5
(AI(OH)3)
Basic magnesium
carbonate,
hydromagnesite 180-200 1,300 19 38 57
(4MgCOsMg(OH),4H,
0)
Dawsonite (sodium Not
form) (NaAI(OH),COy) | 240260 | auaitaple | 129305 43
Magnesium hydroxide
’ 300-320 1,450 31 0 31
(Mg(OH),)
Magnesium carbonate
sub-hydrate, Not
(MgOCO,(0.96)H,0(0. | 40339 | avaitable | 2 | 47| 36
30))
Boehmite, (AIO(OH)) 340-350 560 15 0 15
Calcium hydroxide
’ 430450 1,150 24 0 24
(Ca(OH),) ’

*The reported decomposition temperatures are approximate values since they are
typically measured under dynamic conditions and can vary with factors such as
heating rate and sample characteristics.

Source: Atay, 2019
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Aluminum Trihydrate (ATH)

This simple inorganic additive functions through all three of the
mechanisms outlined above. At approximately 200°C, ATH decomposes into
aluminum oxide and water. The water vapor forms a barrier of non-
combustible gas near the material's surface, suppressing flames. ATH serves
as an effective FR and smoke suppressant when incorporated at high
concentrations, typically ranging from 40% to 60% by weight. To achieve
adequate flame retardancy, filler levels often need to exceed 60% by weight.
The reaction is endothermic, absorbing heat and reducing the material's
temperature, which slows combustion. Since its initial commercial
introduction, ATH has dominated the market and continues to do so today due
to its comparable flame retardancy and smoke suppression performance to
other candidates (primarily magnesium hydroxide) and its significantly lower
production cost in a usable form (Rothon et al., 2014)(Zakut, 2012).

Xu et al. (2016) investigated the combined FR effects of ATH and
HFFR in HDPE composites. The results indicated significant cooperative FR
effects of ATH and halogen-free substances. FRs such as expandable graphite
(EG) and RP. Tirri et al. (2019) explored the synergistic potential of
sulfenamides with conventional HFFRs. Five distinct sulfenamides were
individually mixed with phosphorus-based FRs or ATH, and their effect on
the flammability of polypropylene (PP) was evaluated. Compared to the
sulfenamide-free reference, the modified PP exhibited improved char
stability, along with reductions in peak heat release rate (HRR), CO and CO:
emissions, and total smoke production. Liang et al. (2014) investigated the
flame-retardant performance and mechanical behavior of PP composites
formulated with microencapsulated red phosphorus (MRP) and MH/ATH
fillers. As the proportion of MRP increased, both the limiting oxygen index
(LOI) and smoke density ratings rose in a non-linear manner, whereas the
horizontal burning rate declined non-linearly. Young's modulus and
elongation at break increased, as the MRP weight ratio increased, there was a
slight decrease in both tensile yield strength and tensile breaking strength.
Shah et al. (2014) examined the impact of ATH concentration on the strength
of PP/ATH composites. The tensile strength, flexural strength (Figure 1), and
fracture toughness of the composites decreased with increasing ATH content.
Conversely, a slight increase in elastic modulus was observed with higher
ATH content.
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Figure 1: Variation in a) tensile strength, elastic modulus and b) flexural strength
among different blends of PP/ATH (Shah et al., 2014)

Magnesium Hydroxide (MH)

MH exhibits all the essential properties required for a FR filler. It can
be synthetically produced with high purity in various advantageous
morphologies, responds well to surface modifiers, and undergoes endothermic
decomposition at elevated temperatures, releasing water in alignment with
polymer decomposition. As the second most commonly used FR filler, MH is
costlier than ATH but provides a higher decomposition temperature (~300°C),
making it especially suitable for thermoplastics that undergo processing at
elevated temperatures. Unlike ATH, MH is compatible with polymers such as
PP and engineering plastics, which require elevated processing conditions.
Research has shown that when incorporated at appropriate levels, MH

24



effectively enhances fire resistance in materials, while also significantly
reducing smoke emissions during combustion. Furthermore, the negative
impact on mechanical properties, particularly impact strength, observed at
high filler loadings can be minimized or even eliminated through proper filler
modification techniques (Zakut, 2012)(Xu et al., 2006)(Hornsby et al.,
1990).

Sener and Demirhan (2008) investigated the use of MH as a FR in
cable insulation materials containing cross-linked low-density polyethylene
(PE) prepared via silane grafting. Their test results analyzed the optimal MH
content for cable insulation materials, showing that appropriate levels of MH
provided good material properties that met insulation standards. Wang et al.
(2003) produced HFFR and silane-cross-linkable PE composites by melt
processing with MH as the FR. Their investigation showed that increasing the
MH content led to lower heat release and smoke emission rates, while the LOI,
ignition time, and char residue after combustion increased accordingly. In
another study, Liu and Zhang (2011) prepared HFFR blends of linear low-
density polyethylene (LLDPE) and ethylene—acrylic acid copolymer (EAA)
using MH as a FR through melt processing. They examined how EAA affected
the flame resistance and overall performance of LLDPE/EAA/MH
composites. The addition of EAA raised the LOI value from 28% to 39% and
decreased both the HRR and smoke production rate (SPR), as verified by cone
calorimeter tests. These improvements were attributed to the uniform
distribution of MH within the matrix, promoted by hydrogen bonding and
acid-base interactions between MH and EAA. Shen et al. (2011) investigated
two types of MH as fillers in PP. The inclusion of MH enhanced the flame
retardancy of PP but led to a decline in mechanical strength due to poor
interfacial adhesion between the filler and the polymer matrix, as revealed by
scanning electron microscopy (SEM). Similarly, Shen et al. (2012)
incorporated lanthanum oxide (La20s) as a catalytic synergist to improve the
FR performance of MH in PP composites. The study demonstrated that an
optimal amount of La.Os significantly enhanced the flame retardancy of MH-
filled PP. Hao et al. (2011) also reported that combining MH and HMOS in
PP improved its FR behavior, although the mechanical properties decreased
because of weak bonding at the filler—matrix interface, consistent with SEM
observations. Liang examined how incorporating varying amounts (5-60%)
of the high-performance flame retardant magnesium hydroxide (FMX)
influences the tensile and flexural behavior of PP composites. The results
indicated that both Young’s modulus and flexural modulus increased in an
almost linear manner, whereas the tensile yield and tensile breaking strengths
showed slight reductions with higher FMX loading. Hornsby et al. (1996)
studied four different types of MH. At high addition levels (around 60% by
weight), it was shown that MH acted effectively as a FR in polyamide (PA6)
and to a lesser extent in PA6,6. Nevertheless, the UL 94 ratings fluctuated
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based on the viscosity of the formulations. Balakrishnan et al. (2012) prepared
MH-containing FR PA6/PP composites with various MH contents (20-50%
by weight). Figure 2 shows the UL-94 tests also demonstrated increased flame
retardancy with higher MH content.

Figure 2: The appearance of the burned UL-94 samples (Balakrishnan et al., 2012)
Huntite/Hydromagnesite (H/HM)

The H/HM mineral is incorporated into polymer applications because
of its FR capabilities, enhancing fire resistance in the material.
Hydromagnesite, also referred to as basic magnesium carbonate, and huntite,
a compound of calcium and magnesium carbonate. Currently, commercial
deposits are located in Greece and Turkey. These deposits typically consist of
physical mixtures of the two minerals, with proportions ranging between 40%-
30% huntite and 60%-70% hydromagnesite. The impurity content is minimal,
with the primary ones being other white carbonate minerals. The density of
huntite (Mg3Ca(CO3)4) is 2.70 g/cm?,  while hydromagnesite
(Mg4(OH)2(C03)3-3H20) has a density of 2.24 g/cm*. The advantages of
this mineral include non-abrasiveness to processing equipment, low smoke
formation, absence of acid gas emissions, halogen-free composition,
environmental safety, recyclability, absence of combustion gas corrosion,
unlimited coloring options, and low combustion rates. Additionally, H/HM
offers a good cost/performance ratio in FR applications (Zakut, 2012)(
Hollingbery et al., 2010)(Shah et al., 2014).

Yurddaskal and Celik (2018) produced PP composite materials
reinforced with H/HM, antimony trioxide, bentonite, and ZB for HFFR
applications using extrusion and injection molding techniques. Figure 3 shows
that SEM analysis confirmed uniform distribution of additives within the PP
matrix. H/HM-reinforced composites demonstrated superior FR performance
compared to other composites with the same additive ratio.
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(c)

Figure 3: SEM micrographs of (a) PP/30A(Antimony trioxide), (b)
PP/30B(Bentonite), (¢) PP/30Z(Zinc borate) and (d) PP/30H(H/HM) composites
(Yurddaskal et al., 2018)

Boron Compounds

Boron, a Group IIIA element with an atomic number of 10, naturally
occurs only in the form of oxo compounds. While approximately 230 boron
compounds exist in nature, only a few hold commercial significance. The most
notable among these are kernite, tincal, ulexite, colemanite, szaibelyite, and
probertite. Beyond naturally occurring compounds, a variety of boron-
containing compounds can be created through different chemical techniques.
Boron compounds are commonly utilized as versatile FR additives in various
polymers, displaying distinct FR mechanisms. These mechanisms vary based
on the specific boron compound, the type of polymer, and any additional FR
additives (Dogan et al., 2021). Boron-based FRs work by releasing water in
an endothermic reaction and creating a glass-like protective layer on the
material. Boric acid, in particular, promotes dehydration and charring effects
in oxygen-containing substrates (Shah et al., 2014). Among the earliest known
FRs, boric acid and sodium borate are primarily utilized for cellulosic
materials. While they are cost-effective and highly efficient, their application
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is restricted to products where non-durable flame retardancy is acceptable due
to their water solubility (Zakut, 2012).

Shen and Sprague (1982) have shown that zinc borate (ZB) is an
effective FR in rigid PVC by oxygen index tests. In flexible polyvinyl chloride
(PVC) formulations, ZB significantly increases char formation, while
antimony oxide, a vapor phase FR, has minimal effect on char production. Pi
et al. (2003) explored how zinc borate (ZB) and ZB—-ATH hybrid fillers
influence the flame-retardant behavior and mechanical performance of PVC.
The interfacial interaction between PVC and ZB or ZB-ATH was
strengthened through high-energy mechanical milling of PVC/ZB and
PVC/ZB-ATH blends by forming chemical bonds, resulting in significant
increases in LOI, impact strength, yield strength, and elongation at break. The
polymer industry is experiencing a rising demand for FR and smoke-
suppressed PVC compositions because of the emission of smoke and toxic
gases, like HCI, during the dehydrochlorination of PVC when exposed to
temperatures above 140°C (Erdogdu et al., 2009). Erdogdu et al. (2009)
investigated how the combined use of zinc borate (ZB) and zinc phosphate
(ZP) influences the thermal stability of PVC, employing various thermal
analysis methods. Induction and stability time measurements were conducted
at 140°C and 160°C for PVC plastisols. The findings indicated that plastisols
containing either ZP or ZB effectively delayed dehydrochlorination compared
to unstabilized PVC. In addition, when ZB and ZP were used together, a clear
synergistic effect was observed, particularly in promoting char formation
within PVC. Ning and Guo (2000) examined how ZB, ATH, and their
combinations influenced the FR and smoke-suppressing behavior of PVC.
Their results showed that even low loadings of ZB, ATH, or their mixtures
noticeably increased the LOI of PVC and reduced smoke density during
burning. Thermogravimetric (TGA) and gas chromatography—mass
spectrometry (GC-MS) analyses further revealed that these additives
facilitated char generation and suppressed the emission of toxic gases
throughout the combustion process. In another study, Dogan et al. (2021)
explored the synergistic influence of four different boron-containing
compounds on the FR performance of a PP-based intumescent system. They
reported that the boron compounds improved the efficiency of the intumescent
formulation by reinforcing the char structure and enhancing its barrier
stability. Likewise, Zhou et al. (2024) designed a FR composite with improved
thermal conductivity by incorporating boron nitride (BN) and
hexaphenoxycyclotriphosphazene (HPCP) into a polycarbonate matrix. Their
work demonstrated the simultaneous enhancement of both flame retardancy
and thermal conductivity in the resulting material.
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Phosphorus-Containing FRs

Phosphorus-containing FRs primarily function in the condensed phase
by forming a non-flammable surface char that shields the underlying material.
Their versatility in applications arises from the ability of elemental
phosphorus to adopt various oxidation states. Phosphorus-based FRs
commonly exist in oxidation states of 0, +3, and +5, available in both organic
and inorganic forms, including phosphines, phosphonium compounds,
phosphine oxides, phosphonates, elemental red phosphorus (RP), phosphites,
and phosphates. Most inorganic phosphorus-based FRs predominantly contain
phosphates. Notably, elemental RP has a unique structure and is widely
employed as an FR additive in polymers. When stabilized as coated RP, it is
particularly effective in oxygen-rich polymers. Similarly, nitrogen-containing
FRs play a significant role in HFFR systems and are widely used in the
production of FR polymers. Organic nitrogen-based compounds are
commonly integrated into various polymer formulations to improve fire
resistance. Melamine, a nitrogen-rich heterocyclic compound, exhibits high
thermal stability and crystallinity, with a melting point of 345°C. It readily
forms stable salts with strong acids, and its derivatives are widely applied in
different FR applications. The FR mechanism of melamine salts differs from
that of pure melamine. Melamine phosphates, which incorporate phosphorus
in their structure, provide specific benefits. At elevated temperatures,
melamine decomposes endothermically, serving as a heat sink during
combustion while releasing non-flammable ammonia gas. Moreover, it
produces heat-resistant condensed-phase species that aid in developing a
strong and stable char layer. As a result, most nitrogen-based polymer
derivatives demonstrate FR properties by absorbing heat and releasing non-
flammable gases into the flame zone, thereby cooling it and reducing the
oxygen concentration (Zakut, 2012)(Knights et al., 2022)(Ray et al., 2025). In
cable sheathing applications, they emit less corrosive gases during
combustion, minimizing damage to electrical installations. Nitrogen-based
FRs are environmentally friendly, as they do not introduce new elements into
polymers like PU, nylons, and ABS where nitrogen is already present.
Compared to metallic hydroxides, they are more effective and have a less
adverse impact on the mechanical properties of plastic materials (Horacek et
al., 1996). They are commonly combined with phosphorus-based FRs
(Yilmaz, 2011).

Yang et al. (2013) combined liquid polysiloxane and ZB for flame
retardancy of PC. As a result, the Si and B elements together significantly
improved flame retardancy compared to FR systems using only polysiloxane
or only ZB, contributing to the integrity of the charred residue layer with better
quality. Wu and Lang (2016) produced a flame-retarded PC/ABS composite
by melt-extrusion blending, employing aluminum hypophosphite (AHP) as
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the flame-retardant additive. The incorporation of 15 wt% AHP significantly
improved the flame retardancy. Levchik et al. (1996) examined the effects of
HFFRs, such as APP, ammonium pentaborate, RP, potassium nitrate, or
melamine and salts, on PA6. It was shown that APP interacted with PAG6 to
produce alkyl polyphosphoric esters, which act as precursors for swelling char
formation. APB forms an inorganic glass layer on the surface of the burning
polymer, which acts to protect the char from oxidation and hinder the diffusion
of flammable gases. RP interacts with PA6, likely via radical mechanisms that
generate phosphorus ester compounds, demonstrating a condensed-phase FR
effect. Polyamine nitrate, a potent oxidizer, reacts with the polymer in the
condensed phase, enhancing the efficiency of char formation. Meanwhile,
melamine and its salts typically induce the flow of PA6, leading to flame
suppression. These compounds also promote the cleavage of H.C—C(=0)
bonds in PA6, which encourages crosslinking reactions and increases char
formation within the polymer matrix. Braun et al. (2007) investigated how
aluminum diethylphosphinate functions as a flame retardant when used
together with melamine polyphosphate (MPP) and zinc borate (ZB) in glass-
fiber-reinforced PA66. MPP acts mainly through fuel dilution and by
providing an effective barrier layer. The cooperative interaction between
aluminum phosphinate and MPP enhances char formation and strengthens the
protective barrier. The inclusion of ZB further intensifies these effects by
facilitating the generation of boron—aluminum phosphates instead of simple
aluminum phosphates. In another study, Dogan et al. (2011) explored how ZB,
boron phosphate (BPO.), and boron-silicon-containing oligomers (BSi)
influence the flame retardancy of melamine cyanurate (MC) in a PA6 matrix.
The incorporation of ZB and BSi led to the development of a glassy surface
film and a compact char layer, which reduced melt dripping and melamine
sublimation, thereby lowering the LOI. However, thermogravimetric (TGA)
analysis indicated that these boron-based additives reduced the decomposition
temperatures of both MC and PAG6, resulting in early MC degradation and a
subsequent decline in FR performance. Liu and Wang (2009) also examined
the FR behavior of MC in PA6 and concluded, based on analyses of the melt-
dripping, condensed, and gas phases, that MC strongly influences the thermal
degradation pathway of PA6. Zhang et al. (2008) examined the flame
retardancy of MC and layered silicates in PA6. Their findings indicated that
incorporating 13 wt% MC significantly enhanced the flame retardancy of
PA6. However, adding more than 0.2 wt% of organically modified layered
silicates had a detrimental effect, reducing the overall FR performance.
Broadbent and Hirschler (1984) investigated the FR and smoke-suppressing
effects of RP on ABS terpolymer in combination with a nitrogenous
compound (melamine). While no positive FR interaction was observed
between melamine and either DBB or red phosphorus, the systems containing
all three components exhibited the lowest flammability values. Wu and Li
(2014) prepared AHP-based FR ABS composites via melt mixing. ABS
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composites containing 25 wt% AHP exhibited a LOI of 25.0%, and the FR
ABS composite passed the UL-94 V-0 test. TGA measurements showed that
as the AHP content increased, the char residue yield also increased. Hou et al.
(2021) noted that phosphonium sulfonates (PhS), carrying different
substituents, exhibited various synergistic FR effects with triphenyl phosphate
(TPP) and bisphenol A bis(diphenyl phosphate) (BDP) in PC/ABS blends.
Cone calorimeter test results for these composites showed significant
reductions in HRR and total heat release (THR). Pawlowski et al. (2010)
investigated bisphenol A PC/ABS with bisphenol A bis(diphenyl phosphate)
(BDP) and 5 wt% ZB, both with and without BDP. While ZB is generally used
as a smoke suppressant, its effect in PC/ABS with BDP was not very
pronounced, and 5 wt% ZB in PC/ABS without BDP did not provide any
smoke reduction. Yi et al. (2012) developed a new IFR system combining APP
and poly(tetramethylene terephthalamide) (PA4T) to improve the flame
resistance of ABS. The IFR demonstrated effective flame retardancy,
increasing the LOI of the PA4T/APP/ABS (7.5/22.5/70) system from 18.5%
to 30% and achieving a UL-94 V-1 rating. Zheng et al. (2019) designed a
halogen-free, intumescent flame-retardant system (HECPM) based on
cellulose by chemically modifying the cellulose structure with phosphate and
melamine groups. Thermal degradation tests revealed that HECPM exhibited
significant expansion when exposed to heat and retained a char residue of over
43% at 600°C, demonstrating its excellent char-forming ability. By
incorporating 30 wt% of a 1:3 HECPM/EG blend into PP, a LOI of 31.5% and
a UL-94 V-0 rating were achieved. Lu et al. (2009) evaluated the FR
performance of ABS/PA6/styrene-maleic anhydride (SMA) alloys (80/20/6
ratio) with APP. The findings reveal that PA6 serves as an effective
carbonization agent and enhances the intumescent flame retardancy of
ABS/PA6/SMA alloys. Braun et al. (2010) explored the pyrolysis behavior
and FR performance of glass fiber—reinforced PA6 systems containing
aluminum diethylphosphinate (AlPi), MPP, and their combination (AlPi +
MPP) to better understand the mechanisms governing fire resistance in such
composites. Their findings showed that the materials achieved a V-0
classification and demonstrated an oxygen index (OI) value of 33%. Similarly,
Perret et al. (2009) studied the thermal degradation and combustion
characteristics of polycarbonate (PC) formulations, both with and without
ABS, incorporating or excluding aryl phosphate FRs such as bisphenol A
bis(diphenyl phosphate) (BDP), resorcinol bis(diphenyl phosphate) (RDP),
and triphenyl phosphate (TPP). They emphasized that effective flame
retardancy and enhanced char formation in the condensed phase depend on
the alignment between the decomposition temperature range of the aryl
phosphates and that of the PC matrix. This relationship highlights an
opportunity to fine-tune the FR action of aryl phosphates through controlled
thermal compatibility within PC-based materials.
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CONCLUSION

This study highlights the growing importance of HFFR thermoplastic
materials in meeting the demands for environmental sustainability and safety.
The toxic gas emissions, environmental harm, and adverse effects on human
health associated with traditional halogen-based FRs have necessitated the
development of alternative materials. Inorganic additives, phosphorus-based
compounds, nitrogen-containing agents, and nanotechnology-based materials
have emerged as prominent solutions in providing halogen-free alternatives.
The primary advantages of HFFRs include reduced toxic gas emissions during
combustion, eco-friendly properties, and high thermal stability. Incorporating
these additives into polymer matrices is particularly favored in industries such
as automotive, construction, electronics, and electrical engineering to meet
stringent safety standards. The FR performances of inorganic compounds
(e.g., ATH and MH), phosphorus-containing systems (e.g., RP,
phosphonates), and nitrogen-based additives (e.g., melamine derivatives) have
demonstrated remarkable results, especially when synergistic effects are
observed. However, the potential adverse impact of these additives on the
mechanical properties of polymers remains a significant drawback,
particularly in systems requiring high filler loadings. The analysis of various
polymer matrices reveals that halogen-free additives exhibit effectiveness
through different mechanisms. Although HFFRs offer many advantages,
improving their overall efficiency remains a major challenge. The need for
high filler content often leads to difficulties during processing, including
increased melt viscosity, which limits their broader industrial use. To
overcome these limitations, research has increasingly focused on surface
treatments and the use of compatibilizing agents that enhance the interaction
between the polymer matrix and the additive. Another promising direction is
the design of synergistic formulations that can deliver effective flame
retardancy at lower additive concentrations, providing both environmental and
cost-related benefits. In summary, HFFRs present strong potential as
sustainable and safer alternatives for a wide range of applications. Future
investigations should aim to minimize their negative influence on mechanical
performance, further improve their environmental profile, and refine
manufacturing techniques to ensure economic viability. Moreover, exploring
synergistic additive systems may enable high FR efficiency even with reduced
filler levels. As these advancements continue, the role of HFFR-based
thermoplastics is expected to expand, making them increasingly important in
future-oriented sustainable manufacturing.
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ABSTRACT

Diamonds are exceptionally hard materials that, when polished,
exhibit attractive optical properties, resulting in a brilliant shine and wear-
resistant gemstone. However, their extreme hardness makes them difficult to
shape. Due to their high melting temperature, resistance to conventional
machining tools, and lack of plasticity, subtractive manufacturing methods—
such as fracturing, polishing, or laser machining—are employed in jewelry
production. Fracturing techniques take advantage of weaker crystallographic
planes to shape diamonds. Beyond gemstones, sintered diamonds find
applications in cutting tools, mining and construction, electronics and
semiconductors, medical devices, automotive and aerospace industries, and
research and development. This study examines sintered diamonds from
historical, mechanical, and thermal property perspectives, as well as their
diverse applications. The research reveals that sintered diamond hardness
ranges from 5,000 HV to 13,000 HV, while diamond composites exhibit
hardness values increasing from 0 to 9,000 HV after sintering. The strength
of diamond composites remains stable at approximately 1,500 MPa up to 80
wt% diamond contents but rises sharply to 4,500 MPa at 90 wt%. Pure
diamond has an elastic modulus of 1,050 GPa and a fracture toughness of
around 15 MPa-m°-®. Thermally, diamond-graphite composites demonstrate
a conductivity of about 400 W/m-°C at 1,400°C, peaking at 1,900°C under 6
GPa pressure.

Keywords — Diamond, sintering, applications, mechanical properties, thermal
conductivity

INTRODUCTION

Diamonds are hard, and when polished, the optical properties give
an attractive shine and sparkle in a wear-resistant gemstone. Hard materials
such as diamonds are difficult to shape. The melting temperature is too high
for casting, the hardness resists most machining tools, and the lack of
plasticity does not allow for reshaping. Therefore, subtractive manufacturing
approaches are used to create jewelry. Diamonds are broken, polished, or
laser machined. Fracture exploits the weaker crystallographic planes.

Diamonds are often viewed from a perspective that emphasizes
precious stones. However, diamond consumption is dominated by artificial
diamonds, which are made into industrial tools using powder metallurgy
technologies. These composites are preferred due to their exceptional wear
resistance in harsh working conditions.

The production of diamond tools dates back 2,500 years (Sorb et al,
2016:1). The first findings involved hammering diamond grains into a soft
metal substrate. Later, the use of diamonds in wire drawing began in 1819,
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while diamond glass polishing began in 1824 and stone cutting using
diamond tools dates from 1854. The emergence of sintered bonded diamond
dates back to the 1930s.

Modern industrial applications for diamonds are based on a
composite of diamond grains embedded in a matrix. Usually, the matrix is a
metal such as cobalt, cobalt, iron or nickel alloys. Diamond gemstones are
faceted along their easy fracture planes. Sintering bonds, the diamonds to a
matrix phase or other diamond grains.

Before sintering, the diamond powder is loose and flows like a
viscous liquid. The loose diamond powder flows to conform to the shape of
the container. After sintering, the diamond grains bond together. The
sintered structure is strong and maintains the shape determined by the
forming equipment. Furthermore, the particles can no longer flow; they bond
together to form grains. In most cases, the diamond grain size is proportional
to the initial diamond particle size, but they are held in a rigid three-
dimensional structure.

Conceptual sketches of the different structures, involving increased
diamond content, are shown in Figure 1. The surface bond has diamond
impressed only on one surface. The filled volume has mixed diamond and
matrix, but no diamond-diamond sintering. The sinter bonded case is high in
diamond with considerable diamond-diamond bonding.

surface layer filed volume sinter bonded
Figure 1. Conceptual sketches of three variants for sintered diamond
structures, involving diamond dispersed on the surface (left) mixed diamond
and matrix (center) and highly bonded diamond with interstitial matrix
(right) (German, 2023:1).

The availability of man-made diamonds has facilitated growth in
industrial applications. Early applications were in abrasives, wear
components, and cutters. Later, they were also applied to metalworking tools
and high-strength bearings. Each uses sintering to produce the desired
shapes. Table 1 outlines several examples of diamond dispersion structures.
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Table 1. Overview of different sintered diamond structures (German, 2023:1).

diamond 3to 10 10 to 50 50 to 85 85 to 100

vol %

application | polishing, drilling, machining drawing dies
sharpening sawing

structure diamond on diamond diamond predominantly
substrate dispersed in bonded with diamond-diamond

metal metal bonds

fabrication | electroplating, sintering, high-pressure high-pressure high-
brazing, hot pressing, high- temperature
spray forming, spark sintering | temperature
sintering

matrix copper, copper, glass, cobalt, silicon, cobalt,
silver, ceramic, nickel alloy cemented carbide
nickel cobalt, silicon

Conceptual drawings of different structures containing increased
diamond content are shown in Figure 1. The surface bond has diamonds
printed on only one surface. There is mixed diamond and matrix in the filled
volume, but no diamond-diamond sintering. The sinter bond case contains a
high percentage of diamonds with significant diamond-diamond bonding.

Cutting and machining tools such as wire saws, stone cutters, and
cement saws rely on a three-dimensional distribution of diamonds. Similarly,
heat sinks are predominantly metal in a diamond distribution throughout the
body. Each diamond grain is completely surrounded by matrix. As wear
occurs, new diamonds are exposed. These tools are up to about 50% volume
diamond, which makes them more difficult to manufacture, relying on a
combination of temperature and pressure using hot pressing or similar
pressure-assisted sintering ideas.

The first step for diamond sintering is to pressurize the powder while
simultaneously applying heat. The transition to the stable region of the
diamond occurs during heating. At low temperatures, the kinetics are very
slow, but the kinetics of graphite formation increase with temperature.
Therefore, the processing scheme is drawn in Figure 2.

pressure, GPa

8
e diamond
stable graphite
4 stable
2
pressure-temperature curve

o 400 800 1200 1600 2000
temperature, °C
Figure 2. The process sequence for forming sintered diamond relies on
pressurization to stabilize diamond and heating to increase the transformation
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kinetics. For a selected pressure, an upper limit temperature is set by the diamond
reversion to graphite (indicated by the two models shown as red lines) (German,
2023:1).

The black curved path indicates that pressurization begins early and
that as the temperature increases, the pressure should pass into the stable
region of the diamond. Below about 800 to 1000°C, diamond is metastable
and can withstand short-term heating in the stable region of the graphite. As
the peak temperature is approached, the pressure should exceed the boundary
lines.

During heating, the brittle diamond particles break due to the high
pressure applied, but eventually the diamond softens. The final or peak
temperature and pressure are in the stable region of the diamond with a
holding time sufficient to ensure dissolution of any graphite and
precipitation of diamond in the intergranular bonds. Initially, the structure is
under pressure to cool to prevent graphite formation while hot.

This HPHT process produces polycrystalline diamond (PCD) that
provides significant gains in cutter life, as desired for oil well drilling (Che
et al, 2012:134).

The typical diamond cutter is bonded to cemented carbide. This
combination is called polycrystalline diamond compacts, or PDC. The
structure is layered, with sintered diamond on top and sintered cemented
carbide on the bottom. The diamond layer is called the diamond table
because it is a flat disk on top of the compact, as shown in Figure 3. The
diamond-carbide interface is often corrugated or otherwise wavy to increase
the bond area (Lancaster et al, 2007:1), (Frushour & Torbet, 2001:1).

gi{:md chamfer diamond
cemented
carbide
substrate

re

Figure 3. Sketch and photograph of polycrystalline diamond compacts, consisting of
a sintered diamond layer or table located on a cemented carbide substrate (Lancaster
et al, 2007:1), (Frushour & Torbet, 2001:1).

———

PHASE DIAGRAMS

A significant limit corresponds to the solid-liquid eutectic temperatures
for solvent metals saturated with carbon. The carbon-cobalt phase diagram in
Figure 4 helps you understand the sintering ranges. At one atmospheric
pressure, liquid cobalt forms a eutectic at 1320°C with 2.6 wt% carbon.
Various estimates are available for eutectic systems under pressure, as
follows (Belnap, 2010:389), (Boland et al, 2010:1390), (Li et al, 1990:4150):

- 1320°C at atmospheric pressure
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- 1336°C at 5.6 GPa
- 1375°C at 4 GPa
- 1400 to 1570°C at 7 GPa.

atomic % carbon

0 5 10 15

1800
liquid

1400 L+Co

Co
[FCC

Curie temperature

1000| > B

600

200 e CO (HCP)

(o) 1 2 3 4
weight % carbon
Figure 4. The carbon-cobalt binary phase diagram of temperature (°C) and
composition at one atmosphere pressure, showing eutectic melting at 2.6 wt %
carbon and 1320°C. The high temperature form of cobalt is the face-centered cubic

crystal structure (with some carbon solubility) versus the low temperature hexagonal
close-packed phase is devoid of solubility (Li et al, 1990:4150).

If WC deviates slightly from stoichiometry, a small shift in the initial liquid
formation occurs, dropping to 1298°C. This liquid is cobalt-carbon with
some dissolved tungsten. Pressure stabilizes the denser phases. For carbon
this means diamond, for cobalt it means solid. Therefore, pressure delays
sintering to higher temperatures, estimated at 1512°C at 5.7 GPa (Li et al,
1990:4150), (Sung, 2000:6041).

This seems excessive, since several reports have found liquid
formation and sintering at 1400°C. The disagreement in these studies reflects
the difficulty of obtaining accurate temperature and pressure readings.

Diamond becomes ductile when heated. Initial pressure fractures the
diamond to melt at 1000°C, but plastic flow occurs at higher levels. The
onset of plasticity allows grain change during diamond heating. Thus, three
distinct phases are now evident - diamond softening, matrix fracture, and
diamond stabilization. Figure 5 solidifies the boundaries of these three
transitions to show that the range of diamond sintering can occur. In
practice, some steps can be followed as follows (DeVries, 1975:1193).
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- 5.8 GPa and 1500°C,
- 8.0 GPa and 1600°C,
- 7.5 GPa and 1900°C.

diamond
pressure, GPa sintering
window
8 /
\
\
6 \
\-
\\
\.
4
diamond \ solid [ liquid
graphite
2
0 —
0 400 800 1200 1600 2000 2400

temperature, °C
Figure 5. The concept of a sintering window arises by considering significant
behavior changes (red = diamond-graphite stability, blue = solvent metal catalyst
melting, and green = diamond ductility onset). The upper right corner defines the
conditions for diamond sintering with a solvent metal catalyst (DeVries, 1975:1193).

These are equilibrium events. Normally, supercooling and
overheating are required to nucleate a new phase, so the diamond sintering
window is not sensitive and varies with various processes such as heating or
cooling rate.

To avoid difficulties with higher pressures and temperatures, the
normal diamond sintering conditions are around 5.8 GPa and 1500°C. The
short times in the process, on the order of a few chambers, are sufficient to
minimize the solution-redeposition phenomena responsible for diamond
bonding.

An important aspect of the phase diagram is the splashing of carbon
formations that occur in the liquid initial formations. We then estimate the
sintering events. Initial pressurization allows the diamond elements to
fracture and heat, allowing graphite pockets to grow. The diamond, which is
not in contact with the cemented carbide substrate, pushes the molten cobalt-
rich melt into the diamond spaced assembly. The newly formed liquid
rapidly fluidizes. The transport obtained by carbon dissolution reduces the
solid-liquid surface energy. This leads to rapid liquid phase sintering
(German, 1996:1193).
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After liquid phase sintering and the formation of diamond-diamond
bonds, polycrystalline diamond has high strength, fracture and breakage
resistance. It is also bonded to the cemented carbide substrate. High strength,
impact resistance and wear resistance are significant properties after
sintering. Its characteristic is generally a grain system close to 5 um and the
best overall performance varies according to its size. This allows the
distribution, emergence and fracture of a media typically 10 to 20 pm from
the initial pressurization.

Unlike graphite, diamond has lower temperatures in liquid cobalt.
This provides a driving force for carbon solution from graphite and
redeposition as diamond. The binary phase diagram shows that at 1320°C
eutectic, 1 wt% graphite dissolves in solid cobalt and 2.6 wt% carbon
dissolves in liquid cobalt. In contrast, below the eutectic temperature,
diamond loss is about 0.015 wt%. The reduction of cobalt from graphite and
diamond is applied in Figure 6 relative to temperature at one atmospheric
pressure (Tian et al, 2020:110). Carbon loss increases after the eutectic
liquid has formed. However, below 1320°C, diamond depletion is a small
fraction of the graffiti release (into solid cobalt) (Kanda, 2000:482).

S%Ubi"ty' wt % carbon in\liquid Co
1 graphite in cobalt
0.1 eutectic ™
diamond in
cobalt
0.001
1000 1200 1400

temperature, °C
Figure 6. Contrast of the solubility (log scale) of graphite and diamond in cobalt
versus temperature (Tian et al, 2020:110).

The formation of the liquid allows the carbon from the graphite to
dissolve into the newly formed liquid cobalt. In these suits, the diffusion of
cobalt is nominally 3x10° m?%*s. The measured liquid cobalt rates on
diamond are 10 sensors 200 um. In other words, a 2 mm diamond table is
completely inoculated with cobalt in less than two minutes. The dissolved
carbon from the graphite sources precipitates as diamond. Heterogeneous
nucleation occurs and perfect diamond bonds are formed at surface defects.
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The driving force for the dissolution of graphite and the precipitation of
diamond is the change in its distribution and products. The higher density of
diamond (3.51 g/cm?®) compared to graffiti (2.26 g/cm?®) causes a rapid
reaction initially when formed as liquid solvent metals. Pressure also shows
the effects of diamond and graphite loss. The transition from graphite to
diamond and diamond growth slows down significantly after the initial rush
(Kanda, 2000:482).
APPLICATIONS

Applications for sintered diamonds are generally in the form of
metal-bonded composites fabricated into relatively simple geometric shapes.
In addition to metallic matrix phases, there are several examples of ceramic-
glass and resin bonds in abrasives. Sintered polycrystalline diamonds, where
diamond-diamond bonds are formed, require HPHT conditions to precipitate
diamond at grain contact points. This provides impressive performance, but
at a high cost.

Figure 7 provides a conceptual outline of consolidation options
ranging from dispersed surface layers to sintered polycrystalline diamonds.
Products range from substrates with surface layers to three-dimensional
systems with little matrix content. The difficulty of creating these structures
increases as the diamond content increases, from a few wt% for surface
layers to 100% diamond for sintered diamonds without additives.

surface layers nonmetallic bonded
brazing glass, vitrified
laser resin
electroplate ceramic

metal bonded
sintering, infiltration
hot pressing
spark sintering
hot isostatic pressing

sintered diamond
high-pressure
high-temperature

Figure 7. Examples of the different types, bonds, and consolidation processes for
sintered diamond composites (German, 2023:1).

Variants may include diamond powder captured as a two-dimensional
coating or a three-dimensional structure via one of the following
manufacturing routes (Hsieh & Lin, 2001:121), (Huang et al, 2021:34059):

- electroplated metal (nickel) layer

- sintered layers with discrete surface diamond protrusions,
- metal, glass or ceramic bonded diamonds,

- resin bonded diamonds,
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- polycrystalline sintered diamond with 3% to 10% metal matrix,
- pure polycrystalline sintered diamond (no matrix phase)

Metal bonds include cobalt, copper-titanium, copper-chromium,
cemented carbides (WC-Co), bronze (copper-tin) iron-copper alloys, nickel
alloys, copper-cobalt and mixtures thereof (Schubert et al, 2008:263),
(Bobrovnitchii et al, 2010:182).

Copper provides high thermal conductivity but has lower strength
compared to other metals. Cobalt is much stronger, but has lower thermal
conductivity. For this reason, copper is preferred for heat sinks, and cobalt is
preferred for applications requiring wear resistance. Tin additions help bond
the matrix to the diamond. Titanium and chromium are similar and react
when heated to form carbides. This chemical affinity improves wetting and
bonding when formed as surface layers on the diamond.

Pressure-assisted sintering supplements the capillary pressure from the
wetting fluid with an external force. The capillary pressure is 1 to 10 MPa,
pulling the particles together. It is inversely proportional to particle size. For
larger particles, an external compressive pressure is added to the capillary
pressure, resulting in faster sintering density and higher final densities. The
initial applied stress is amplified by the point contacts between the particles,
so for example, an applied pressure of 50 MPa will reach a local stress of
1500 MPa at the beginning of sintering. The stress concentration relaxes as
the density increases. The greater the pressure, the faster the sintering
densification.

Common pressure-assisted sintering approaches are hot pressing and
spark sintering (Cavaliere, 2019:1). The cycles compress the metal particles
in a short holding time. Full density without graphite formation requires a
low peak temperature and a short holding time. However, as shown in the
Raman spectra in Figure 8, graphite formation is difficult to prevent.
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Figure 8. Normalized Raman spectra showing graphite and diamond relative
intensities for nickel-diamond mixtures spark sintered at 40 MPa; the red upper
curve corresponds to 1000°C for 3 min, and lower two curves correspond to 800°C
for 10 min (green) or 3 min (black) (Cavaliere, 2019:1).

Higher temperatures and longer holding times result in more
graphite formation. If graphite is formed, the PDC properties are
deteriorated.

Hot isostatic pressing is occasionally mentioned as a manufacturing
technique, but is rarely used because it is slow and costly. Furthermore,
typical component sizes and shapes do not justify hot isostatic pressing,
which is best applied to large, three-dimensional geometries.

On the other hand, high-pressure high-temperature consolidation
borrows equipment design and operating conditions from the field of
diamond synthesis. The target geometries are relatively simple, right-circular
cylinders. Here the diamonds are bonded together.

Various consolidation approaches support many applications for sintered
diamonds (Munro et al, 1984:783), (Konstanty, 2003:1).

- grinding wheels or diamond-metal composites for grinding wheels,

- glass cutting, polishing and finishing tools,

- plate cutting wire saws for cutting marble, granite and stone,

- machining tools for nonferrous materials such as titanium, wood,

aluminum, composites,

- wire drawing dies for nonferrous materials,

- high conductivity electrical contacts,

- semiconductor disk polishing re-polishers,

- mining and cement drills, drilling tools, cutting tools,

- highway cut-off saws,

.
R T e S
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- wear-resistant jet engine thrust bearings,

- computer heat sinks,

- rigid assemblies for precision laser, radar and electronic devices,
- scratch-resistant watch cases (Sexton & Cooley, 2009:1041).

An illustration is included in Figure 9 to illustrate a specific device.

Figure 9. Saw blades with diamond-metal composite tips as the cutting segments
(German, 2023:1).
PROPERTIES

In this part three properties of diamond will be investigated. These
properties are hardness, mechanical properties as well as thermal properties
are criticized as follows:

Hardness

Hardness testing on sintered diamond is difficult because the
material is very hard. Hardness readings are more reliable as the diamond
content decreases.

Figure 10 is a scatter plot of diamond volume fraction as the
independent variable and the hardness reported from the above data
compilation. The plot is instructive to see the dominant role of diamond
volume fraction. An upper limit line has been added to show the peak
hardness that can be achieved. The cases at zero diamond correspond to
cemented carbides with no diamond added.
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Figure 10. Scatter plot of harness determinations for 51 diamond composites and 3
cemented carbides without diamond, showing how the upper limit hardness is
dictated by the diamond content (German, 2023:1).

Hardness is also affected by consolidation temperature and pressure
factors. These two parameters determine particle fracture, cobalt infiltration,
and the degree of diamond-diamond bonding. An example plot of peak
HPHT sintering temperature versus sintered hardness is given in Figure 11.
The results are for compacts produced with the same particle size, pressure,
and holding time.

hardness, VH

14000

12000 0.5 um
14 GPa

10000 1 min

8000

6000

4000
1400 1600 1800 2000 2200

sintering temperature, °C
Figure 11. Plot of Vickers hardness versus consolidation temperature for 0.5 pm
diamond powder held for 1 min at 14 GPa and temperatures from 1600 to 2000°C
(German, 2023:1).
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Mechanical properties

Sintered diamond composites are often used in high-stress situations.
Consequently, mechanical properties are studied in detail and predictors of
good performance are sought. At full density, attributes such as strength
depend on composition and microstructure, especially grain size. Single-
crystal diamond fails at a compressive stress of 9 GPa for 400 pm particles
and decreases to 5.3 GPa for 1000 pum particles (Field, 1992:1). An
important factor is the defect structure.

As a measure of mechanical properties, two extremes are noted. At one
extreme is polycrystalline diamond, which contains no intercalated metals.
This is a hard, strong material with a flexural strength ranging from 800 to
3000 MPa. However, it is brittle. The change in strength reflects the defects.
At the other extreme are composites consisting of a metal matrix with a low
diamond concentration in the 5 vol.% range. Here, the strength depends on
the matrix alloy and the interface between the diamond and the matrix.
Example values for this dispersed diamond case are as follows (Yang et al,
2013:2366).

Fe-43Cu-2Sn-3Zn 570 MPa tensile strength, 11% elongation,

Co 565 MPa tensile strength, 1% elongation,

Fe-30Cu-2P 510 MPa tensile strength, 1% elongation.

The matrix phase and diamond mixtures fall between the two. Below
about 20 vol% diamond, the matrix-diamond interface strength is the
controlling factor. At a weak interface, the strength decreases as more
diamond is added. For example, a WC-Ni-Co-Mn-Cu-Sn matrix hot-pressed
at 28.5 MPa for 5 min at 880°C has a compressive strength of 1650 MPa, but
when 20 wt% (54 vol%) diamond is used, the strength drops to 1407 MPa.

- temperature — heating path and peak temperature are not measured,
only electrical power is monitored, errors and deviations are possible
but not detected,

- pressure — cell pressure is not measured; only hydraulic pressure is
monitored with significant potential variations between compacts.

Because of the brittle character, most strength tests are performed under
compression. Test types include compression on flat circular surfaces of a
cylinder, compression on the diameter of a thin disk-shaped cylinder,
bending of a rectangular geometry, shearing in a clamped fixture, and
occasionally tensile fracture.

Smaller grain sizes provide higher strengths. For diamond contents of 77
to 94 wt%, PCD strength ranges from 650 to 1815 MPa (Scott, 2018:161).
The highest strengths (approximately 1700 to 1800 MPa) come with grain
sizes of 3 to 5 pm and 20 to 24 wt% matrix. The lowest reports (444 and 650
MPa) have grain sizes of 30 to 125 pm and 7 to 12 wt% binder. Table 31
compares the strengths according to different test conditions. For most
matrix phases, at densities close to 8 g/cm3, the volume % diamond is about
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2.2 times the weight %, so 20 weight % diamond gives about 45 volumes %.
Pure PCD samples provide strengths of about 2800 MPa. At low diamond
contents, the strength reflects the bonding of the matrix and diamonds. As
shown in Figure 12, the strength peaks at about 90 weights % diamond.
Otherwise, the upper range, close to 1500 MPa, is achieved over a wide
range of diamond contents.
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Figure 12. A comparison of strength reports for diamond composites versus the wt
% of diamond. For the most part the upper strength is independent of the diamond
content, with an upturn near 90 wt % diamond (Scott, 2018:161).

Several post-sintering treatments are being investigated to improve
properties such as strength and wear resistance. For example, the solvent
metal catalyst on the outer surface is removed by leaching. The remaining
graphite is removed by immersion in a boiling mixture of 50% H2S04, 40%
HCIO4, and 10% HNO3. An alternative is immersion in a mixture of
sulfuric acid and chromic acid. Immersion in a mixture of HF, HNO3, and
water at 160°C is effective for removing cobalt (Belnap, 2010:2424). These
treatments increase thermal stability but do not increase strength.

The elastic modulus (Youngs modulus) is highest with low cobalt
contents (Lammer, 1988:949). Various reports have been collected for 13%
to 100% diamond and are listed in Table 2.
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Table 2. Elastic modulus (Youngs modulus) for sintered diamond composites
(Lammer, 1988:949).

diamond wt 9% | value GPa

13 32

39 166
80 543
80 892
94 750
94 800
o5 890
96 890
o8 900
98 920
100 1050

Resistance to crack propagation is measured by fracture toughness.
For brittle materials, hardness is captured by indentation techniques. Single
crystal diamonds have a fracture toughness of 3 to 5 MPaVm. For sintered
diamond, fracture toughness is generally below 12 MPaVm (Moriguchi,
2007:237). Several determinations are collected in Table 3.

Table 3. Fracture toughness for sintered diamond composites (McNamara, 2016:1).

diamond value
“wt % M P a~vm
7O =
783 3.5
320 (&)
£ 1 10
832 5.5
£33 e =
326 10
837 7
20 (&)
20 3.5
< 7
oS 9
05 £
5 1 <3

In this total, the average value is 8 MPaVm. There is no static
correlation between diamond content and fracture toughness. This is
probably due to the high variability in the test. Furthermore, there are
technical sensitivities in the results. For example, an increase in the loading
rate reduces fracture toughness (Petrovic, 2011:153).

Some results, especially for small grain sizes, are low in the range of
2 to 6 MPaVm, with 9 MPaVm reported for a grain size of 30 pm and 7
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MPavm for a grain size of 150 um. The typical flaw size is estimated to be
20 pm. This is the suggested reason for the shift in fracture toughness near a
grain size of 20 to 30 pm (Scott, 2018:161).

Thermal properties

The high thermal conductivity of pure diamond is the basis for
considering diamond composites in thermal management applications. These
use high conductivity matrix metals of copper, silver or aluminum. For
example, 50 vol% diamond and 50 vol% silver results in a thermal
conductivity of 717 W/(m°C). While high conductivity is possible, realized
values are often significantly lower than expected. This problem extends to
the diamond-metal interfaces. Each interface contributes to scattering to
reduce phonon conductivity. Residual porosity is a similar problem. An
illustration of the porosity effect is shown below for a copper composite
containing 30 vol% diamond consolidated by spark sintering;

- The thermal conductivity of 87% density is 150 W/O m °CO

- The thermal conductivity of 91% density is 340 W/O m °CO

-The thermal conductivity of 100% density is 657 W/O m °CO

The model for the effect of porosity on thermal conductivity is as
follows:

K=Ko(l-a(l-1))

Where K is the thermal conductivity of the porous composite, Ko is
the full density thermal conductivity, and f is the fractional density (f is the
fractional porosity). For the copper diamond case mentioned above, the “a”
parameter is 5.7. The low diamond content and low density further reduce
the thermal conductivity to 240 W/(m °C) at 20 vol diamond and 98%
density.

The above data show that a diamond composite with high thermal
conductivity should be fully dense. Appropriate consolidation is achieved by
pressure-assisted sintering after diamond surface treatments to enhance the
(Hayat, 2022:949) interface. A high interfacial area (associated with a small
diamond particle size) results in increased phonon scattering with a loss in
thermal conductivity (Every, 1992:123). For example, a spark-sintered
diamond-copper composite shows a 73% thermal conductivity gain with an
increase in diamond size from 20 to 135 um. Adding chromium as a coating
to the diamond powder slightly improves thermal conductivity.

The copper-diamond composite interface incurs a significant
conductivity penalty. Nanoscale diamond with a large interfacial area results
in a thermal conductivity of only 50 W/(m °C) (Kidalov, 2008:844). Modest
gains are achieved from pure diamond compaction, but porosity due to
incomplete densification limits conductivity to less than 270 W/(m °C)
(Semchinova, 1999:2140). Consolidation with um diamond powder at a
higher temperature (C) and pressure (GPa) results in a peak thermal
conductivity of 385 W/(m °C) less than that possible with pure copper. The
peak thermal conductivity for a nanoscale diamond is only 50 W/(m °C),
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while when micrometer-sized diamond is consolidated at 6 GPa for less than
30 seconds at 1800°C, the peak thermal conductivity is 500 W/(m °C).
Higher or lower temperatures are detrimental. Test data showing this
behavior are plotted in Figure 4 (Kidalov, 2008:844).
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Figure 4. Thermal conductivity of diamond-graphite mixtures after HPHT
processing at three pressures (5, 6, or 7 GPa) and various temperatures. Hold times
varied from 9 to 25 s (Kidalov, 2008:844).

Copper-diamond composites are particularly applicable to thermal
management in electronics. The large difference in strength, hardness,
flexibility, and other properties prevents the achievement of high thermal
conductivity. Extruded composites of 50 vol% coated diamond mixed with
copper achieve a conductivity of 487 W/(m °C). The 75 vol% diamond
combinations reach 645 W/(m °C) when condensed using 1200°C and 4.5
GPa (Yoshida & Morigami, 2004:303). Some summary thermal properties
are collected in Table 5.

56



Table 5. Summary thermal properties of diamond-copper, most are consolidated by
high pressure high-temperature cycles (GPa and 1200°C) (Yoshida & Morigami,

) _2004:303). )
diamond | diamond | density | specific heat | thermal conductivity
vol % | particlesize | g/em3 | ]/(kg°C) W/(m°C)
pm

20 100 7.82 263
50 135 6.20* 411 487
50 25 6.24 421 226
70 25 5.14 446 293
70 50 5.14 446 518
70 100 5.14 446 742
75 50 4.87 454 645
80 25 461 463 448

* hot extruded

When comparing the results at 70 vol% diamond contents, it is seen
that the larger diamond particles are beneficial to thermal conductivity but
do not have a significant effect on density or specific heat. At this diamond
content, the coefficient of thermal expansion is 6 to 7 ppm/°C. In another
study, a 50 vol% copper diamond mixture using 177 to 200 um diamonds
reaches a thermal conductivity of 640 W/(m °C). This formulation is based
on an interface wetting agent of 0.8 wt% chromium (Ciupinski et al,
2009:120).

Similar to the improved wetting with chromium, the addition of
titanium is an effective surface treatment. When it is added to copper at
about the 0.2 wt % concentration, titanium improves bonding, leading to a
thermal conductivity, 529 W/(m °C) for 50 vol O wt %O diamond O
Aluminum as the matrix results in similar behavior at 445 to 491. W/(m °C)
for 40 to 50 vol % diamond with a titanium coating (Liang et al, 2011:1127).
Without the titanium coating, the thermal conductivity is lower, in the 320
W/O m °C range. Hot pressed variants reach a slightly higher thermal
conductivity of 567 W/(m °C) (14). Some reports of thermal conductivity are
summarized in Table 6. In some cases, the values are low due to residual
porosity.
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Table 6. Example thermal conductivity reports for diamond composites (HPHT =
hig pressure high-temperature, HIP = hot isostatic pressing, spark = spark sintering)
~ (Liang et al, 2011:1 12’7) o

diamond | diamond | matrix process T P t thermal
vol % D50, pm °C MPa | min | conductivity
W/(m °C)

10 1.6 Al:Oy hot press | 1250 32 36
20 100 Cu-Cr sinter 950 0 120 280
30 50 Cu spark 1200 - - 352
40 100 Cu extrude | 1040 | S50 5 475
40 50 Cu spark 600 30 134
40 200 Al hot press | 650 67 90 475
45 100 Cu hot press | 920 30 5 304
45 100 Cu-Ni-W | hot press | 920 30 5 661
45 165 Al spark 540 50 5 403
= 50 25 Ag HPHT 1200 | 5300 | 10 690
50 310 Ag-Si spark 915 80 1 717
50 150 Ag-Ti sinter 980 0 30 701
50 62 Al hot press | 605 60 25 321
= 50 25 Co HPHT 1200 | 5300 | 10 678
= 50 25 Cu HPHT 1200 | 5300 | 10 730
= 50 25 Cu-Cr HPHT 1200 | 5300 | 10 926
50 195 Cu-Ti spark 925 40 10 529
50 --- Cu-Ti sinter 980 0 30 719
50 40 Al hot press | 700 50 120 237
50 200 Cu-Cr spark 900 60 20 640
50 310 Ag-Si spark 910 80 1 717
50 65 Al hot press | 605 60 25 321
55 200 Al hot press | 650 67 90 567
55 100 Si-7Al spark 1370 | S0 5 346
60 195/40 Ag-Si spark 820 31 30 680
66 135 Si HI1P 1450 | 196 | 30 486
70 100 Cu HPHT 1200 | 4500 | 15 742
70 100 Cu HPHT 1200 | 4500 | --- 742
75 25 Cu HPHT 1200 | 4500 | 15 427
75 50 Cu HPHT 1200 | 4500 | 15 645
100 1 none HPHT 1800 | 6000 | 0.5 500
100 12 none HPHT 2100 | 7000 | --- 385

Table 7 compiles some examples of the thermal expansion coefficient for
diamond composites over a range of diamond contents. Largely the values
reflect the volumetric rule of mixtures, with a degrading effect from residual

porosity.
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Table 7. Thermal expansion coefficient for various diamond composites (German,

2023:1). _
diamond | matrix | processing thermal expansion
vol % coefficient, ppm/°C
10 Al203 | hot press, 1250°C, 32 MPa 5.6
20 Cu | hot press, 850°C, 50 MPa, 15 min 13.5
40 Cu | extrude, 1040°C, 50 MPa, 5 min 10.9
50 Al | hot press, 605°C, 60 MPa, 25 min 11
55 Si-Al | spark sinter, 1370°C, 50 MPa, 5 min 1.5
60 Ag-Si | spark sinter, 820°C, 31 MPa, 30 min 7.7
75 Cu | HPHT, 1200°C, 4.5 GPa, 15 min 5.5

Performance is determined by properties. In turn, applications
dictate the required property combinations and best design. For sintered
diamonds, the range of factors involved in performance optimization is
enormous. Consider the parameters summarized in Table 8, subdivided by
composition, design, microstructure, and processing considerations.

Table 8. Summary of factors influencing sintered diamond performance (German,

2023:1).

-~

factor

parameter

composition

added phase (carbide, meoetal)

_diamond coating

diamond purity
matrix composition

added graphite

added wetting agent

design

microstructure

cutter rake angle

layered diamond

leached diamond

overall size and diamond thickness

taper, chamfer, interface serration
_diamond contiguity

diamond grain size

matrix-diamond wetting, dihedral angle

mean free path (separation distance)

matrix connectivity

processing

diamond particle size distribution

diamond surface pretreatment

additive type, amount, particle size

apparent density, diamond density

heating rate

hold time

high pressure cell design

initial pressure

pressure cycle, pealk pressure

_peak temperature

press design R -
pressure transmission medium

substrate composition

cooling rate

surface treatment
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Optimization depends on the target property. Balance is required, as

optimization of one parameter may degrade another - strength versus wear
resistance for example (Wise et al, 2005:545). Processing parameters are
adjusted to deliver the desired property combination. Chemical additives are
another variant, such as intentional additions of boron, nitrogen, silicon, or
other soluble species. Likewise, surface coatings are used in some situations
to improve wetting or increase nucleation sites. Consequently, there are
many solutions just as there are many applications with different property
demands.

Some selected property values for HPHT sintered diamond

compacts are given in Table 9.

Table 9. Selected properties for sintered polycrystalline diamond (German, 2023:1).

property composition | value
density, g/cm? 3 wt % Co 3.57
heat capacity, ]/ (kg °C) 3wt % Co 790
thermal expansion, ppm/°C 3wt % Co 2.5
50 wt % Cu 8
elastic modulus, GPa 3wt % Co 890
Poisson’s ratio 3 wt % Co 0.07
friction coefficient 3wt % Co = 0.2
transverse strength, MPa 7 wt % Co 1050
fracture toughness, MPavm 5 wt % Co 10
diamond grain size, pm 7 wt % Co 9
contiguity 7 wt % Co 0.6
thermal conductivity, W/(m °C) 0 400
3wt % Co 543
50 wt % Cu 640

CONCLUSIONS

The following conclusions can be drawn from the present investigation:

a.

b.

d.

Phase diagrams are beneficial to understand to find which phases
forms in which temperature for different components and
compositions. Carbon-cobalt binary diagram demonstrates similar
valuable data including Curie temperature.

Pressure-temperature relationship bestows changes in solid/liquid
phase for graphite and diamond system.

Sintered diamonds can be used for cutting tools, mining and
construction, electronics and semiconductors, medical applications,
automotive industry as well As research and development.

Diamond is the hardest material. If diamond sintered its hardness
reaches from 5000 HV to 13000 HV. Similarly, after sintering
hardness of diamond composites increases from 0 up to 9000 HV.
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Strength of diamond composites are about the same as 1500 MPa up
to 80 wt% diamond. However, it increases up to 4500 MPa in 90
wt% diamond. Pure diamonds elastic modulus is 1050 GPa and
fracture toughness is about 15 MPa.m®3. Thermal conductivity of
diamond-graphite is about 400 W//M.°C) at 1400 °C and increases to
maximum level at 1900 °C in 6 GPa pressure.
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ABSTRACT

This chapter discusses the concept of state estimation within the framework
of Kalman filter-based methods; distributed and consensus-based Kalman
filtering approaches, particularly those used in multi-sensor systems, are
examined in detail. State estimation is the process of predicting system state
variables that cannot be directly measured or are hidden, using system
models and measurement data. This process is critically important in many
fields such as electric power systems, robotics, autonomous vehicles, target
tracking, navigation, and positioning. The chapter first summarizes common
state estimation algorithms such as the Kalman Filter (KF), Extended
Kalman Filter (EKF), Unscented Kalman Filter (UKF), and particle filter;
and explains their applications in linear and nonlinear systems. In centralized
state estimation approaches, collecting and processing all sensor data in a
single center presents significant limitations such as bandwidth
requirements, transmission delay, high computational load, and the risk of
single-point failure. Furthermore, when evaluating measurements from
heterogeneous sensors with varying accuracy levels, noisy measurements
can negatively impact estimation accuracy. Therefore, this chapter highlights
the advantages of the distributed state estimation approach, where each
sensor makes individual estimations with its local measurements and reaches
a common estimation by sharing information with neighboring nodes. In
particular, the consensus Kalman filter structure and the decisive role of
consensus gain in estimation performance are emphasized. In this context,
the information-weighted consensus-based optimal Kalman filter approach
and the distributed consensus Kalman filter (MDCKF) approach developed
for asynchronous multi-rate sensor networks are examined. Both methods
are evaluated as being able to produce more consistent, robust, and accurate
estimation results by reducing the impact of unreliable measurements. In
conclusion, it is shown that consensus-based distributed Kalman filtering
methods offer a more effective alternative to classical centralized approaches
in multi-sensor systems.

Keywords — State estimation, distributed Kalman filter, multisensor systems,
consensus Kalman filter, consensus gain

INTRODUCTION

State estimation is the process of estimating the hidden or cannot be
measured directly state variables of a system from its observable parameters.
State estimation aims to determine the past, present and future states of the
system using a mathematical model of the system and available
measurement data (Zhu et al., 2024.). It is used in many fields such as,
electric power systems (Schweppe & Handschin, 1974), robotics (Moore et
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al., 2009), autonomous vehicles (Jeon et al., 2021) and defense system
technologies such as, target tracking, navigation and localization (Toloei &
Niazi, 2014). State estimation techniques can be categorized into centralized
and decentralized method (Chandrasekaran et al., 2023). In centralized state
estimation, each sensor data is transmitted into central unit. All sensor data
are processed together to estimate the system state.

Various algorithms are used for state estimation such as, Kalman filter
(KF) algorithm (Tamas et al., 2008), extended Kalman filter (EKF)
algorithm (Luo et al., 2013), unscented Kalman filter (UKF) algorithm
(Burchett, 2019) and particle filter algorithm (Ullah et al., 2020). Kalman
filter algorithm is used to estimate the system states of linear dynamical
system using noisy sensor measurements. The Kalman filter algorithm
flowchart was given in Figure 1.

Totaal estomates for XA and I)k

Measurement Update (" Correct™)

Time Update ("Predict™) (1) Compute the kalman goin
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Ki = AcHi (HeRcRe + Rio)
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Xy = A X, + Buy,
(2) Project the ermror covanance abead ﬂk = 5(]: + K('Zk - Hkx; )
]":1 - Ak [" AI + Qk (3) Update the ofror covariance
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—~— —

Figure 1: The flowchart of Kalman Filter Algorithm (Khodarahmi et al., 2022)

The system dynamic model and sensor observation equations must be
linear to use Kalman filter algorithm (Tamas et al., 2008). On the other hand,
most of the systems and sensor measurements are nonlinear in real world
applications. Therefore, nonlinear state estimation is very important. EKF
and UKF algorithms are used for nonlinear state estimation problems. EKF
algorithm is the extended version of the linear KF algorithm and uses
Jacobian matrix for linearizing the nonlinear system. The flowchart of EKF
algorithm was given in Figure 2.
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Figure 2: The flowchart of EKF Algorithm (Bar-Shalom et al., 2001)

In EKF algorithm, first order Taylor series expansion is used to
calculate Jacobian matrix to linearize the nonlinear system dynamics or
sensor measurements (Tamas et al., 2008). However, Taylor series
expansion has infinite term and just the first two term is used to calculate
Jacobian matrix. Therefore, linearizing errors occur due to the ignoring of
higher order terms when calculating Jacobian matrix. This results in high
estimation error of EKF algorithm.

UKEF algorithm is another state estimation algorithm for nonlinear
state estimation. UKF algorithm uses unscented transformation for state
estimation. The dynamic system is defined as random variable and the
probability density function (PDF) is described. Random variable is
represented as mean and covariance. Sigma points are sampled from this
PDF and propagated using unscented transformation to estimate system state
(Tamas et al., 2008). By propagating sigma points through unscented
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transformation and using the formulas of UKF algorithm, the mean and
covariance of random variable is estimated. The estimated mean and
covariance of random variable represent the estimated state and estimated

state covariance of nonlinear system (Li et al., 2019).
Actual (Sampling) Linearized (EKF) lL’l‘/xigma points
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Figure 3: State Estimation via EKF and Unscented Transformation (Ijaz et al., 2008)

Traditional implementations of Kalman filter based algorithms are
centralized. That is, all sensor data are transmitted to a single central unit and
processed there to estimate the system state. To process sensor
measurements, sensor measurements are updated by using sequential or
parallel update method in multisensor systems (Willner et al., 1976).
However, the centralized approach brings the following problems, especially
for the large-scale sensor networks:

Bandwidth and Transmission Restrictions: Due to large data
volumes, transmission delays may be experienced.

Single Point of Failure: In case of failure of the central unit, the
entire system is affected.

Computational Load: Data processing is distributed to the central
unit, which increases the computational load.

Intolerance to Noisy Sensor Measurements: Sensor measurements
are fed into a Kalman filter estimator independently. Noisy sensor
measurements cannot be tolerated with highly accurate sensor
measurements.

Centralized based approaches are not very appropriate for multisensor
state estimation due to the issues mentioned above. Therefore, distributed
state estimation algorithms are more popular for multisensor state
estimation.

The distributed state estimation algorithms have been developed to
solve the problems result from centralized state estimation. Distributed
sensor network includes numerous interconnected sensor agents, where each
agent functions collaboratively by communicating with others in a
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decentralized manner (Khan et al., 2023). In distributed estimation methods,
each sensor makes an estimation individually by using its local
measurements and shares information with neighboring sensors to reach a
common agreement.

One of the distributed state estimation algorithms is multisensor
distributed consensus Kalman filter algorithm. It is an advanced algorithm
for multisensor distributed state estimation. Consensus Kalman filter
algorithm was developed to prevent the disadvantages of classical Kalman
filter based algorithms for multisensor state estimation. In classical Kalman
filter algorithm, noisy sensor measurements cannot be tolerated and result in
high estimation errors. However, in consensus Kalman filter algorithm,
noisy sensor measurements can be tolerated with highly accurate sensor
measurements by using consensus gain.

The estimation of multisensor distributed consensus Kalman filter
algorithm was given below (Olfati-Saber, 2009).

i o R o i .
x;{|k = x;dk—l + K, [Z;{ - Hilix;clk—i) + G Ejsm‘[ (xk|k—1 - x;clk—lj

In the equation given above, Ef{lk is the state estimation of multisensor
distributed consensus Kalman filter algorithm. Moreover, K;and C; are the

Kalman and consensus gains, respectively. Also, Eilk_l is the state

prediction of the Kalman filter algorithm using sensor j and f,ilk_l is the

state prediction of the Kalman filter algorithm using i-th neighbor of sensor
j- When the equation is examined, it is seen that, the state estimation is
obtained by adding consensus term into the classical Kalman filter
algorithm. Therefore, each of the individual estimations is reached a
consensus by adding consensus term into the equation of state estimation
(Olfati-Saber, 2009). For that reason, in distributed consensus Kalman filter
algorithm, determining the consensus gain optimally is crucial for the
performance of the algorithm. This is because, consensus gain determines
how individual sensor estimates are connected for final state estimation.

In this study, different strategies to determine consensus gain have
been investigated from several papers.

The first paper to investigate the modelling of consensus gain is
“Optimal Kalman filter with information weighted consensus” (Khan et al.,
2023). In this study, an information-weighted consensus based Kalman filter
(Optimal KCF-WDG) is proposed. The algorithm optimizes the minimum
mean square error (MMSE) performance in distributed sensor networks. The
proposed algorithm calculates the optimal consensus coefficients for each
sensor and applies them over a dynamic directed weighted graph (WDG). In
this paper, by using multiple sensors, it is aimed to combine the information
from heterogeneous sensors to make a reliable distributed state estimation.
This is achieved by providing cooperation between sensors with the

70



information weighted consensus method. Since the measurement errors of
the sensors are different from each other, some sensors provide more reliable
measurements, while others are less reliable. With the information weighted
consensus approach, less weight is given to the noisy sensor measurements
to produce the state estimation in the consensus phase. Therefore, the
estimation accuracy increases. Thus, the information weighted consensus
approach ensures that reliable information receives more weight in the
combination of sensor measurements. Thus, the effect of estimation errors of
low reliability sensors is limited. The concept of “information” used here is
typically associated with the inverse of the covariance matrix of the estimate.
As the output of the Kalman filter, both a state estimate and the estimated
state covariance are produced at each node. When the estimated state
covariance is low, the information matrix value (P™') increases. Because,
information matrix was modelled as the inverse of estimated state
covariance. Therefore, the information content (P~") of the state estimates of
the nodes is taken as the basis, when determining the consensus coefficients.
Thus, among all the sensor estimates, more weight is given to the
estimations with lower covariance to produce the final estimate. Therefore,
the collective estimate of the target object whose location is to be detected
has lower uncertainty and higher accuracy.

The working principle of the algorithm are summarized in 6 steps as
given below.

e Obtaining the State Estimation and Estimation Covariance of Each
Sensor Using the Standard Kalman Filter Algorithm: Each sensor takes
measurements to observe the system state and the standard Kalman filter
algorithm is run. Thus, each sensor obtains the state estimation and state
estimation covariance.

e Sharing information with neighboring sensors: After each sensor
obtains its estimation values, it enters the consensus phase. In the
consensus phase, each sensor transmits the state estimation and estimation
covariance values to its neighbor sensors. In this phase, the neighborhood
relationships between sensors are determined by graph theory. In the
consensus phase, i-th sensor receives the state estimation and estimation
covariance data from its neighboring sensors. The information flow
between neighbors is provided through the communication network. In this
study, this information flow is provided by using a weighted directed graph
structure (WDG).
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Figure 4: Sensor Neighborhood Relationship (Wang et.al., 2023)

e (Calculation of Distributed Information Matrix: The distributed
information matrix for the i-th sensor is calculated as follows:
_ —_ p-1
Fz‘ - ['F;',s] - 'P:'
Where F, is the updated state covariance of the Kalman filer algorithm

using the ith sensor.
e (Calculation of optimal Kalman and consensus gains: For each
sensor, the optimal Kalman gain and consensus gain are calculated.
The i expressions in the formulas represent the Kalman and
consensus gains of the i-th sensor. The consensus weights are
determined to minimize the total error rate MMSE for each sensor.

K, =( Z 'F;usi +H;'R'H) T H{R™
?'EJ'\'-[ SEJ'\'-{

— i 1z y—1 i

Ci: = [E:I'ENE Esen-'{ F..' + H,'R;"H,) Z;--EN{ F:",_;l'i
e The Final State Estimation of The Consensus Kalman Filter
Algorithm: Sensor i combines its own estimation with the information
received from its neighbors. Through this process, the consensus Kalman
filter algorithm produces the final state estimation. This value represents an
optimized result that combines the i-th sensor's own measurement data with

the estimates from its neighboring sensors. In this way, all sensors in a
distributed sensor network reach a common estimation accuracy.

£= 5+ K- )+ ) Cu(5—5)

reN;
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e Posterior Error Covariance Calculation: Posterior error covariance
matrix is calculated as given below.

My=C ) ) (D FNPL(D ENE + KRS,

rEN] teN; sEN; EN,
] I ]

Consensus gain is calculated with the following formula.

— i —lpyy—1 i
Cu= (), ), Bl HHRTH) ) F
rEN; sE;".I'EI rEN;
F, ;: It is an element of the distributed information matrix belonging to the

i-th sensor. The distributed information matrix is the inverse of the state
estimation covariance. When the state estimation covariance is small, the
information value is large. Therefore, estimates from sensors with higher
information values are given more weight during the consensus stage.

Zsen' F, ;: This expression represents the sum of the information from all
I

neighboring sensors (N, N5, N3). This sum is used in the normalization of

the weighting. Thus, the estimates of the sensors with higher information
matrix contribute more to the total weighting when generating the state
estimation.

H,'R7H, : This term is related to the measurement made by the i-th sensor.
H, is the measurement matrix of the i-th sensor, and R; is the measurement

noise covariance. If the measurement noise is small, more weight is given to
this sensor measurement in the consensus phase.

¥ .t F. . This term expresses the weighting of the information comin
rEN; T rj p g g g

from the neighboring sensor j. If the information (state estimation) coming
from the sensor j is more reliable, the value of this term increases. Then,
more weight is given to the estimation obtained by using the j-th sensor to
produce final state estimation. If the information matrix belonging to the j-th
sensor is large, this indicates that the error and uncertainty in the estimation
made by using sensor j is low.

When the estimation uncertainty is high, the updated state covariance
matrix is also high. Because, the updated state covariance matrix represents
the uncertainty in the state estimation of the Kalman filter algorithm. In this
case, since the information matrix is the inverse of the state estimation
covariance matrix, the information matrix will be small. When the
information matrix is small, the contribution of the estimation value of that
neighboring sensor is kept smaller in the consensus phase.

Another investigated study to examine the modelling of consensus
gain is “Distributed consensus Kalman filtering for asynchronous multi rate
sensor networks” (Shao, 2024). In this study, Teng Shao et al., developed an
optimal distributed consensus Kalman filter (MDCKF) algorithm for sensor
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networks with different sampling rates that make asynchronous
measurements. This is done to provide higher accuracy and consistency in
the algorithms used to estimate the situation across the network when
sensors have different sampling rates. Traditional distributed Kalman
filtering methods usually work with the assumption that all sensors are
synchronous and have the same sampling rate. However, in the real world,
sensors usually collect data at different rates, which creates an asynchronous
and multi-rate structure. For example, a sensor operating at a low frequency
such as GPS can be in the same system with a sensor operating at a high
frequency such as inertial navigation. This causes incompatible data
exchange between the sensors. Therefore, the case of using asynchronous
sensors is investigated in this study. In addition, in the study, the case where

all sensors collect data simultaneously (H,"k = 1) and the case where none of

the sensors collect data and make measurements (43, = 0) are examined

separately. Then, the optimal values of different Kalman and consensus
gains are calculated for both cases. Thus, it is possible to examine the
performance of the algorithm separately for the moments when sensor
measurements are available or not. Examining the algorithm's performance
with and without constant sensor measurements adds practical value by
better reflecting real-world conditions. The performance of the proposed
MDCKEF algorithm is tested with Monte Carlo simulation. The MDCKF
algorithm is compared with the classical Kalman consensus filter (KCF), the
classical Kalman filter (KF) algorithm and the Kalman filter algorithm
(MKF) used when the sampling rates of the sensors are different in terms of
both estimation accuracy and consensus performance. The MDCKF
algorithm improves information sharing during consensus, making it more
accurate and efficient in distributed systems. It delivers better results than
other methods in both estimation accuracy and consensus.
The proposed MDCKEF algorithm is summarized below.

e Calculation of state prediction and state prediction covariance values

of the classical Kalman filter algorithm for each sensor

i — oi
-1 = Frem1%—1)p-1
ij _ ij
P = Fe1Bqpy F Qs
i — i
Prpre-1 = Feoa Preqjemr T Qs

i: 1, 2, ...n (First sensor, second sensor, ... n-th sensor)
e Calculating the optimal consensus and Kalman gains

Ci = (APl (H) (85) B |
= D(8) OF — AL (#) (8 HE (1))
K= @l + 6 ) (Plles = Phe-0) () (41)”

e N;

74



Calculation of State Estimation and State Estimation Covariances of
MDCKEF Algorithm

o0 — oi i i P oo
xklk_xklk—1+Kk[z — AyH k-1

+ Cj, Z (fku{—i - xklk—i]

JeN;
Pl = (I = 2K H )P _ (1 - A KLHL) + A AKR] (K]
+ G (G
+ [I_Aif{iHi)Z[ JiTk—l J{lk J_)(ij

SEN :

+ €Y PPy = Pl (1 = 2KiHE)

relN;
Pl = (1 — B KEHL )P (1 - X f{ka) + A KIRLK! +

CADL(CR) + (I = A KEHL )L (CL)' + CALi (1 — A KiHE )

Ny = HyPiwoy (HY) + R,
Ly = Essﬁ.-(PJffk—i - PJ«Eclk—l)

DY =) ) (Plfics = Py — Plica + Pilc)

rel; seN;

Dk = Z Z (_Pklk 1 Pirlik—i - 'PJiTk—l + Piilk—i)

relN; s N;

Consensus gain is calculated with the following formula.

C,f:=( klk itH)[ﬂ‘:) Hy
1) (14)' (4 — 2 () () (1))

The whole term in the consensus gain has been explained in detail

below.

AL: Tt is used as an indicator function that indicates whether the

sensor is currently measuring the system states or not. When the sensor is
measuring, A}, takes the value as 1, when it is not measuring, it takes the

value as 0.

Pai|k—1: Predicted state covariance of Kalman filter algorithm when

using sensor i in the update stage of the algorithm.

HE Measurement matrix for sensor 1.
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Al : Tnnovation covariance of the Kaman filter algorithm when using

Sensor i.
L% Tt expresses the differences in the predictions of neighboring

sensors. The expression Py ,_; used in the calculation of L% is the error

covariance between the i-th sensor and the j-th neighboring sensor of this
sensor. This covariance matrix measures the discrepancy between the
prediction of the relevant sensor and the neighboring sensor.

Di: Tt is the sum of all edge errors between neighboring sensors.

This term expresses a total measure of the uncertainty in the estimates of
neighboring sensors.
[: Using this matrix, the necessary correction is made to ensure that

the sensor estimates match.

(D — A% L, [H,‘;)r [&‘k) le; [L"k)fj_i: It adjusts the factor used to
minimize estimation differences within the sensor network. The physical
equivalent of this term is a scaling to make consensus applicable.

The consensus coefficient controls how a sensor combines
information from its neighbors and incorporates it into its own estimate. This
depends on both the sensor's current measurement and its agreement with
neighboring sensors.

Thanks to the consensus, estimate differences from neighboring sensors are
minimized and the impact of the noisy sensors on the accuracy of the
consensus Kalman filter algorithm is reduced.

RESULTS AND DISCUSSION

In conclusion, classical Kalman filter—based estimation algorithms and the
consensus-based distributed Kalman filter (CDKF) algorithm were
compared, with particular emphasis on the consensus-based distributed
multisensor framework. The analysis showed that a key advantage of the
CDKF algorithm lies in its ability to mitigate the adverse effects of highly
noisy sensor measurements on state-estimation accuracy through the
incorporation of a consensus term. In multisensor systems, heterogenecous
sensors with different measurement noise characteristics are commonly
employed, which reflects a more realistic scenario in practical applications.
During the consensus stage of the distributed Kalman filtering process,
sensor measurements are effectively weighted according to their uncertainty
levels through consensus weights. Consequently, the CDKF algorithm
assigns lower influence to sensors with high measurement noise while
generating the overall state estimate. As a result, the consensus-based
distributed Kalman filter can maintain reliable and accurate state estimation
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performance even in sensor networks that include significantly noisy
sensors. For this reason, multisensor distributed state estimation can be
performed more accurately using the CDKF framework. Overall, the results
indicate that the consensus Kalman filter algorithm outperforms classical
Kalman filter—based approaches in multisensor distributed state-estimation
applications.
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ABSTRACT

Increasing environmental concerns and the progressive tightening of
emission regulations have intensified the search for advanced combustion
control strategies in internal combustion engines. Among the proposed
approaches, water and steam addition has attracted considerable attention for
both diesel and gasoline engines due to its capability to lower in-cylinder
combustion temperatures, thereby mitigating emissions while potentially
influencing engine performance characteristics. In this study, the effects of
water and steam addition on the performance and emission characteristics of
internal combustion engines are comprehensively reviewed and critically
evaluated. The literature is examined separately for diesel and gasoline
engines, enabling a structured and comparative assessment. The impacts on
NOx, CO, HC, and particulate matter (PM) emissions are analyzed alongside
key performance indicators, including brake power, torque, and brake
specific fuel consumption (BSFC). The reviewed studies consistently
demonstrate that water/steam addition is particularly effective in reducing
NOx emissions, primarily due to the suppression of peak combustion
temperatures and thermal NOx formation mechanisms. However, the
findings also reveal that the optimal water-to-fuel ratio is strongly dependent
on engine type, load, speed, injection strategy, and overall operating
conditions. While emission reductions are generally achieved, performance
responses may vary, highlighting the importance of precise control and
system integration. In conclusion, when implemented with appropriate
control strategies and optimized operating parameters, water and steam
addition represents a technically viable and environmentally promising
approach for reducing the environmental footprint of internal combustion
engines.

Keywords — Water, Steam, Diesel engine, Gasoline engine, Performance, Emissions.

INTRODUCTION

Internal combustion engines continue to constitute the dominant
energy conversion technology in transportation and industrial applications.
The increasingly stringent regulations on global greenhouse gas and
pollutant emissions have intensified the demand for innovative technologies
capable of reducing emissions without compromising engine performance
(Heywood, 2018). The mitigation of pollutants such as nitrogen oxides
(NOx), carbon monoxide (CO), unburned hydrocarbons (HC), and
particulate matter (PM) is being addressed particularly through advanced
combustion control strategies. In this context, water and steam addition has
emerged as a promising approach, as it modifies the in-cylinder thermal and
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chemical environment, thereby offering the potential to improve both
performance and emission characteristics.

The use of water injection in internal combustion engines as an anti-
knock strategy was first demonstrated in early studies and has regained
considerable attention in recent years (Iyer et al., 2017; Psota et al., 1997).
Owing to its high latent heat of vaporization and specific heat capacity,
water effectively reduces in-cylinder temperatures, thereby contributing to
the suppression of thermal NOx formation. The literature indicates that this
effect is particularly pronounced under high-load operating conditions or in
regions where knock tendency is elevated (Wan et al., 2021). Recent
systematic reviews have shown that, especially in spark-ignition (SI)
engines, water injection can optimize combustion phasing and increase the
knock limit, enabling more advanced ignition timing and, consequently,
higher thermal efficiency (Wan et al., 2021). However, the influence of
water or steam addition on engine performance parameters varies depending
on the injection strategy, injection pressure, timing, and in-cylinder
conditions. For instance, direct in-cylinder water injection has been reported
to reduce peak cylinder pressure and slow down the combustion rate;
nevertheless, these adverse effects can be mitigated through appropriate
optimization of injection timing (Li, 2021).

In diesel engines, NOx formation is particularly pronounced due to
elevated combustion temperatures and excess oxygen availability. When
peak in-cylinder temperatures are reduced through water addition, NOx
emission reductions of up to 30-60% have been reported (Boretti, 2013).
However, the effects on particulate formation are more complex. While the
reduction in combustion temperature may contribute to lower soot
formation, improvements in atomization associated with the micro-explosion
phenomenon can further decrease particulate emissions. In water—diesel
emulsions, the rapid vaporization of water entrapped within fuel droplets
induces secondary atomization. This process enhances spray breakup and
improves air—fuel mixing, thereby promoting more homogeneous
combustion. Nevertheless, excessive water content may increase ignition
delay, which in turn can intensify combustion noise and adversely affect
overall combustion stability.

In spark-ignition (SI) engines, knock represents one of the primary
limiting factors for performance enhancement. Knock is characterized by
uncontrolled auto-ignition within the combustion chamber, leading to
pressure oscillations that constrain engine efficiency and durability. Water
injection mitigates this phenomenon by reducing in-cylinder temperature and
the rate of pressure rise, thereby increasing the knock threshold. This enables
the application of more advanced ignition timing and higher compression
ratios, resulting in improved thermal efficiency (Heywood, 2018).
Furthermore, water injection can enhance volumetric efficiency by cooling
the intake charge. Particularly in turbocharged engines, the evaporative
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cooling effect of water contributes to achieving a denser air—fuel mixture,
which may lead to an increase in specific power output. However, at
excessive water fractions, the combustion rate may decrease and flame
propagation may be delayed. Under low-load operating conditions, this can
result in elevated CO and HC emissions. Therefore, precise optimization of
the water-to-fuel ratio is of critical importance. In addition to thermal effects,
water and steam addition influence the physical and chemical kinetics of
combustion. The presence of water vapor may reduce flame propagation
speed and prolong combustion duration, thereby affecting both engine
performance and emission formation (Pukalskas et al., 2024). Nevertheless,
despite the growing body of literature, a comprehensive understanding of the
physicochemical mechanisms and detailed combustion chemistry associated
with water addition remains insufficiently addressed in existing reviews
(Wan et al., 2021).

The influence of water addition on the combustion process can be
fundamentally explained through three primary mechanisms:

Thermal Dilution Effect: Owing to its high specific heat capacity and
high latent heat of vaporization, water limits the rate of in-cylinder
temperature rise. This effect suppresses thermal NOx formation, which is
predominantly described by the Zeldovich mechanism. NOx formation
accelerates significantly at temperatures above approximately 1800 K
(Turns, 2012). By reducing peak in-cylinder temperatures, water injection
decreases the NOx formation rate exponentially.

Dilution of Oxygen Concentration: The introduction of water vapor
into the combustion chamber reduces the molar fraction of oxygen within the
overall gas mixture. This effect is particularly relevant in diesel engines,
where it attenuates the intensity of oxidative reactions occurring in locally
high-temperature regions.

Modification of Radical Chemistry: Water vapor can influence the
formation and concentration of OH radicals during combustion, thereby
altering chain-branching and chain-propagation reactions. OH radicals play a
critical role in both hydrocarbon oxidation and NO formation pathways
(Glassman, Yetter, & Glumac, 2014). Consequently, the impact of water
addition extends beyond purely thermal effects and also involves chemical
kinetic interactions at the molecular level.

Water and steam addition to internal combustion engines can be
implemented through three principal methods: intake manifold injection,
direct in-cylinder injection, and water—fuel emulsion applications.

In the intake manifold injection method, water or a water—steam
mixture is introduced into the intake air stream and subsequently drawn into
the cylinder. This approach can be applied to both diesel and gasoline
engines. Injection is typically carried out MyxnX2 an injector mounted on the
intake manifold, allowing water droplets to be transported into the cylinder
along with the intake air. The primary advantages of this method include
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relative simplicity and ease of integration; however, precise control of in-
cylinder distribution may be limited.

In the direct in-cylinder water injection method, water is injected
directly into the combustion chamber through a dedicated injector,
independent of the fuel injection system. This configuration enables more
precise control of injection timing and quantity and can be effectively
integrated with modern high-pressure injection systems. In diesel engines,
water injection may be scheduled before, during, or after the main fuel
injection event, thereby enabling control over combustion phasing and in-
cylinder temperature profiles. In gasoline direct-injection engines,
particularly under turbocharged operation, direct water injection reduces in-
cylinder temperatures, suppresses knock, and contributes to increased
specific power output. Although direct injection systems are generally more
complex and costly than intake manifold injection systems, they offer
superior combustion control capability.

The third approach involves the use of water—fuel emulsions, in which
water is mixed with diesel or gasoline at specific ratios to form a quasi-
homogeneous emulsion fuel. This emulsion is then supplied to the cylinder
through the standard fuel injection system. While this technique eliminates
the need for a separate water injection system, challenges related to emulsion
stability, phase separation, and long-term storage remain significant
technical concerns.

Overall, water and steam injection techniques improve combustion
characteristics particularly under high-load and high-temperature operating
conditions, thereby contributing to emission control. In diesel engines, these
techniques are effective in reducing NOx and particulate emissions, whereas
in gasoline engines they provide significant advantages in terms of knock
suppression and performance enhancement. Nevertheless, engineering
considerations such as system complexity, corrosion risk, lubricant dilution,
and the optimization of control strategies directly influence the feasibility
and effectiveness of practical implementation. Therefore, water injection
systems should be addressed in an integrated manner within the broader
framework of engine design and operating strategies.

The present study aims to systematically investigate the effects of
water and steam addition on the performance and emission characteristics of
internal combustion engines. The scope of the study includes an explanation
of the fundamental mechanisms associated with water/steam injection, a
comparative evaluation of performance and emission outcomes in diesel and
gasoline engines, and the identification of research gaps in the existing
literature.

RESULTS AND DISCUSSION

Water or Steam Applications in Diesel Engines
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Ayhan (2016) experimentally investigated the effects of different
water addition methods—specifically intake manifold water injection—on
performance and NOx emissions in a single-cylinder, direct-injection diesel
engine. The study measured engine torque, brake specific fuel consumption
(BSFC), in-cylinder pressure variations, and exhaust emissions under
varying water-to-fuel ratios. The results demonstrated that water addition
effectively reduced peak in-cylinder temperatures, leading to a significant
decrease in NOx emissions, ranging between 25% and 45%.

Zhang and Li (2018) examined in-cylinder steam injection in a
turbocharged diesel engine, simultaneously evaluating waste heat recovery
and NOx control. The study analyzed the effects of a steam injection system
integrated with a Rankine cycle on combustion characteristics. The findings
indicated that steam injection reduced the maximum combustion
temperature, achieving NOx reductions of up to 30%, while also providing
additional work during the expansion stroke, resulting in a modest
improvement in effective thermal efficiency.

Szoollis and Kiss (2024) evaluated water injection technologies in
diesel engines from the perspective of Euro 7 emission standards. Their
study provided a comparative analysis of direct in-cylinder water injection,
intake manifold water injection, and water—fuel emulsion methods. The
results indicated that water injection is particularly effective for NOx
reduction in heavy-duty diesel engines; however, system complexity and
long-term durability issues still require further investigation.

Sun et al. (2022) investigated the effects of direct water injection on
combustion and emission characteristics in a large-scale marine diesel
engine. Injection timing and water-to-fuel ratio were varied as experimental
parameters. The study found that NOx emissions could be reduced by up to
40%, although CO emissions increased under low-load conditions.
Additionally, the maximum rate of pressure rise was observed to decrease
with water injection.

Nour et al. (2017) compared the effects of water injection into the
intake and exhaust manifolds on diesel combustion. Injection into the intake
manifold was found to reduce in-cylinder temperatures more effectively and
achieve greater NOx reduction, whereas exhaust-side injection had a more
limited impact.

Subramanian (2011) compared water—diesel emulsion fuel with timed
direct water injection. The micro-explosion effect of the emulsion fuel
reduced particulate matter (PM) emissions, while direct water injection was
more effective for NOx mitigation. A slight increase in brake specific fuel
consumption (BSFC) was also reported.

Tauzia et al. (2010) investigated intake manifold water injection
effects on NOx and PM emissions. NOx reductions of up to 50% were
achieved, accompanied by a decrease in PM emissions. However, ignition
delay increased, resulting in higher hydrocarbon (HC) emissions.
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Sandeep et al. (2029) studied the effects of atomized water injection,
demonstrating that finer droplet sizes improve combustion homogeneity and
effectively reduce NOx emissions. The temperature reduction effect was
particularly significant under high-load conditions.

Sencic et al. (2019) conducted a CFD-based study simulating various
water injection strategies in a large marine diesel engine. The model results
demonstrated that, with optimized injection timing, NOx emissions could be
reduced while maintaining combustion efficiency.

Abu-Zaid (2004) experimentally investigated the effects of water—
diesel emulsion fuel on performance and combustion characteristics in a
single-cylinder, direct-injection diesel engine. Emulsions with varying
volumetric water content were tested, and a 20% water fraction was
identified as providing optimal results. At this ratio, maximum torque and
effective power were achieved, along with an average increase of
approximately 3.5% in brake thermal efficiency. Additionally, exhaust gas
temperatures decreased with increasing water content, with a reduction of
about 5.17% observed for the 20% water emulsion.

Canfield (1999) tested stabilized emulsion fuels containing 30%, 40%,
and 45% water in a two-stroke, four-cylinder direct-injection diesel engine
under full-load conditions. Increasing water content led to reductions in NOx
emissions and exhaust temperature, whereas CO emissions increased.
Theoretical analysis indicated that the adiabatic flame temperature decreased
by approximately 5.7% when using the 30% water emulsion.

Weibiao et al. (2006) experimentally examined a 30% water—diesel
emulsion and suggested that the observed increase in combustion efficiency
was primarily due to the finer droplet formation resulting from the higher
evaporation rate of water compared to diesel, rather than the micro-explosion
mechanism.

These studies collectively highlight that both water injection and
water—diesel emulsions can effectively reduce NOx emissions and improve
combustion characteristics, with the optimal water fraction and injection
strategy being critical for maximizing engine performance and efficiency.

Armas et al. (2005) investigated the effects of a 10% water—diesel
emulsion on performance and emissions in a turbocharged, intercooled,
direct-injection diesel engine. The study reported an increase in brake
thermal efficiency alongside a 46% reduction in NOx emissions. Significant
reductions were also observed in soot, HC, CO, and particulate matter (PM)
emissions.

Samec et al. (2002) analyzed combustion characteristics both
experimentally and numerically in a four-cylinder, air-cooled, direct-
injection diesel engine using 10% and 15% water—diesel emulsions. The
highest emission improvements were achieved at 10% water content, with
NOx reduced by 20%, total hydrocarbons by 52%, and soot by 75%.
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Lin and Wang (2004) evaluated the use of 10% and 20% water—diesel
emulsions in a four-stroke, water-cooled diesel engine. Increasing water
content led to higher brake specific fuel consumption (BSFC), while NOx
emissions decreased significantly and CO emissions increased. NOx
reduction ranged from 8% at 10% water content to 19-24% at 20% water
content.

Selim and Elfeky (2001) investigated the effects of 2—-8% water—diesel
emulsions on performance, heat transfer, and thermal stresses in a single-
cylinder pre-chamber diesel engine. At 8% water content, in-cylinder
temperatures decreased by approximately 8%, resulting in lower thermal
stresses and a potential increase in engine life.

Wang and Chen (1996) studied changes in droplet size distribution
when various hydrocarbon fuels were emulsified with water. They found that
combustion rates in emulsion fuels increased significantly compared to pure
fuels, primarily due to micro-explosion phenomena that enhanced secondary
atomization and reduced ignition delay.

Lif and Holmberg (2006) suggested that during the compression
stroke, the evaporating water reduces surface tension, producing smaller fuel
droplets. This enhances air—fuel mixing quality and improves combustion.

Nazha et al. (2001) compared fumigation, emulsion fuel, and exhaust
gas recirculation (EGR) strategies. Fumigation with a 1:1 water-to-fuel ratio
reduced NOx by 60%, though soot emissions slightly increased under high-
load conditions. Using a 10% emulsion produced limited NOx reduction
with increased soot. EGR at 12% and 16% reduced NOx by 50% but
increased soot at high load. Combining full-load EGR with water fumigation
reduced NOx by 70% while increasing soot by 60%, whereas EGR
combined with emulsion resulted in NOx and soot reductions of 55% and
45%, respectively.

Chadwell and Dingle (2008) developed an electronically controlled
water injection system for a heavy-duty diesel engine and reported optimum
performance at 30% water content under full load. NOx emissions decreased
by 42%, CO and PM emissions dropped significantly, and HC emissions
showed a limited increase. Bedford et al. studied direct water injection at
30% and 45% water fractions under varying loads. At 44% load, NOx
reductions were 24.1% and 39.4%, and at 86% load, reductions reached
46.1% and 71.1%, respectively.

Hang et al. (1991) used high-speed imaging techniques to demonstrate
that emulsion fuels produce finer and more homogeneous spray structures
after injection. Christensen and Johanson (1999) applied fumigation in HCCI
engines to control combustion rates, showing that the method was effective
within limited operating ranges.

Ishida (1994) and Donahue (2000) reported that fumigation under
low-load conditions reduces NOx, soot, and specific fuel consumption;
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however, at high loads, while NOx decreases, soot and fuel consumption
tend to increase.

Sarvi et al. (2009) applied direct water injection in a diesel engine
with a common rail system, achieving up to 50% NOx reduction. Slight
decreases in HC emissions were observed, while soot and CO emissions
increased.

Ayhan & Ece (2020) investigated electronically controlled direct
water injection timed during compression. NOx reductions of up to 50%
were achieved, although combustion noise increased. Ithnin et al. (2015)
studied water—diesel emulsions, reporting decreases in NOx and PM, but
increases in CO and HC under low-load conditions.

Gowrishankar & Krishnasamy (2022) compared emulsification and
direct injection methods, finding direct injection more effective for NOx
reduction. Nour et al. (2016) demonstrated that water injection into the
exhaust manifold produced an EGR-like effect, reducing NOx with minor
efficiency losses. Sahin et al. (2014) reported that intake water injection
reduced the heat release rate; NOx decreased, but specific fuel consumption
increased.

Rakopoulos et al. (2008) analyzed combustion and emission
mechanisms under water addition using multi-zone modeling, confirming
that temperature reduction suppresses NOx formation. Savioli (2015)
performed CFD analysis, showing that water injection lowers flame
temperature and reduces NOx. Tamma et al. (2009) observed NOx
reductions with intake water injection, while PM changes depended on
injection ratio. Shah et al. (2009) compared water injection with EGR,
finding that water injection reduced NOx without increasing PM. Kang et al.
(2023) highlighted that injection timing is critical for NOx reduction, with
late injection being more effective.

Mello & Mellor (1999) experimentally demonstrated that water and
steam dilution decreases NOx formation kinetics. Prasad et al. (2015)
analyzed the micro-explosion phenomenon in detail, exploring the trade-off
between PM reduction and NOx increase.

A comprehensive review of the literature indicates that water/steam
injection and water—diesel emulsion applications in diesel engines
consistently produce the following effects:

e Reduction of peak in-cylinder combustion temperature

o Significant decrease in NOx emissions

o General reduction in particulate matter (PM) and smoke opacity

o Improved atomization due to micro-explosion phenomena

® More controlled heat release rate (HRR)

e Partial increase in the premixed combustion phase, promoting more
homogeneous combustion

e Decrease in exhaust gas temperature
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e Reduction of thermal loads, providing thermal relief to pistons,
valves, and cylinder heads

¢ Potential improvement in brake specific fuel consumption (BSFC) at
optimized water/fuel ratios

¢ CO emissions: potential increase at low loads, generally decreasing
at high loads

¢ HC emissions: potential increase in low-temperature regions

¢ CO: emissions: indirect reduction proportional to specific fuel
consumption

o Decrease in the maximum rate of in-cylinder pressure rise
Water or Steam Applications in Gasoline Engines

The primary objectives of water injection in gasoline engines are
knock suppression and specific power enhancement. Water sprayed into the
intake manifold or directly into the cylinder lowers the mixture temperature
through its high latent heat of vaporization, suppressing the auto-ignition
tendency in end-gas regions. This mechanism is particularly critical in
turbocharged engines. Hoppe et al. (2016) applied direct water injection in a
turbocharged GDI engine and demonstrated that, under full-load conditions,
the knock limit was significantly advanced, allowing a specific power
increase of approximately 10%. The study also reported reduced exhaust gas
temperatures and a decreased requirement for full-load enrichment.

Cordier (2009) experimentally showed that water injection enhances
efficiency at high compression ratios and substantially reduces NOx
emissions. The authors emphasized that combining water with alcohol fuels
further improves thermal efficiency. Similarly, Peters and Stebar (1976)
demonstrated early on that water injection effectively suppresses knock, with
the reduction in in-cylinder temperature mitigating NO formation.

Dahnz and Spicher (2010) investigated the effects of water injection
on in-cylinder heat transfer and irreversibilities, reporting improvements in
specific fuel consumption, particularly at high loads. They also noted that
water enhances mixture homogeneity, making combustion rates more
controllable, and that it affects in-cylinder turbulence and flame propagation,
reducing the volume of NO-forming regions. Tornatore (2017) showed that
water injection in turbocharged spark-ignition engines reduces the risk of
early ignition, enabling safe operation at higher compression ratios.

Wang et al. (2022) focused on GDI engines and experimentally
demonstrated that water injection reduces both knock tendency and
particulate number (PN) emissions. Direct water spray was particularly
effective in reducing fuel film formation, thereby lowering PN emissions.
Similarly, Etikyala et al. (2019) reported that water injection suppresses
particle formation mechanisms in GDI engines, offering notable advantages
in meeting Euro 6 emission standards.

Boretti (2013) indicated that water injection in turbocharged gasoline
engines can be optimized for both performance and emissions. The study
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highlighted that water injection can eliminate the need for full-load
enrichment, reducing CO: emissions. Fu et al. (2014) analyzed a steam-
injected spark-ignition (SI) engine concept and showed that expansion ratios
could be effectively increased, theoretically improving thermal efficiency.

Zembi (2021), using three-dimensional CFD analysis, demonstrated
that droplet size and injection timing directly affect combustion rates, with
optimum timing yielding maximum NOx reduction. In a 2019 study, Zembi
et al. further showed through multi-dimensional simulations that water
injection reduces local temperature peaks and limits NO formation at the
flame front.

lacobacci et al. (2017) found that water injection lowers exhaust
temperatures, reducing the thermal load on turbocharger components a
benefit particularly relevant for high-performance engines. Yuan et al.
(2021), using chemical kinetic modeling, indicated that water affects OH
radical formation indirectly, with dilution and heat absorption mechanisms
dominating the combustion kinetics.

The emission-reducing effect of water injection in gasoline engines is
primarily associated with lowering peak in-cylinder temperatures and
reducing local rich zones. Because NOx formation is largely governed by the
Zeldovich thermal mechanism, the evaporative cooling effect of water
significantly reduces NOx emissions. Peters and Stebar (1976) reported early
on that water injection could reduce NOx by up to 40%, directly correlating
with a drop in peak combustion temperatures.

Chen et al. (2019) noted that water injection effectively reduces NOx
at high loads but may increase HC and CO emissions under low-load
conditions due to incomplete oxidation in low-temperature regions.
Similarly, Li et al. (2021) observed NOx reductions of 30-50% in GDI
engines, while some operating points showed slight increases in HC.

Water injection also offers significant benefits in particulate emissions
(PN). Zhang et al. (2024) demonstrated that direct water injection reduces
wall wetting and suppresses fuel film formation, lowering PN emissions.
Zembi et al. (2019) highlighted the critical role of injection timing on
particle formation, showing that early-phase water injection optimizes PN
reduction.

Boretti (2013) further reported that water injection in turbocharged SI
engines eliminates the need for full-load enrichment, reducing CO and HC
emissions overall. The study observed more stable flame development under
stoichiometric combustion conditions and emphasized that water injection
lowers exhaust gas temperatures, potentially affecting the inlet temperature
of three-way catalytic converters and highlighting the need for optimized
catalytic conversion efficiency.

CFD studies by Yin et al. (2020) have shown that reducing water
droplet size leads to more pronounced NOx reduction and suppresses local
temperature peaks. Wu et al. (2021) reported that in steam-injected SI
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engines, the increased expansion ratio lowers end-of-combustion
temperatures, reducing NOx emissions. However, the same study noted that
CO emissions tend to increase at high steam fractions.

Shahbakhti and Heywood (2021), using chemical kinetic modeling,
demonstrated that water addition indirectly affects OH radical
concentrations, potentially slowing CO oxidation reactions. This effect is
particularly linked to CO increases under low-load conditions. Cavina et al.
(2017) indicated that while water injection reduces both NOx and particulate
formation, improper calibration may result in HC increases.

In gasoline engines, the steam injection concept differs from
conventional water injection. It not only suppresses knock but also increases
the in-cylinder expansion ratio, aiming to enhance cycle efficiency. This
approach is often integrated with exhaust heat recovery and supported by
micro-Rankine cycles. Wu et al. (2022) conducted a thermodynamic analysis
of a steam-injected SI engine, showing that additional work during
expansion can improve theoretical cycle efficiency. The study predicted
reductions in specific fuel consumption, especially at high loads.

Choi et al. (2019) analyzed steam injection combined with the Miller
cycle in turbocharged gasoline engines and noted that the increased
expansion ratio allows for more efficient utilization of exhaust enthalpy,
offering significant advantages in downsizing applications.

Sun et al. (2023) experimentally investigated steam-assisted
combustion, showing that steam increases the mixture's specific heat,
lowering maximum combustion temperature and reducing NOx formation.
However, at high steam fractions, flame propagation speed decreases and
CO emissions can increase.

Endo et al. (2007) developed an SI engine integrated with a system
generating steam from exhaust heat. The study reported that using a portion
of exhaust energy for steam production can improve cycle efficiency by up
to 5%. Similarly, Johansson et al. (2012) confirmed that steam injection
effectively prolongs the expansion phase and lowers end-of-combustion
temperature.

Wan et al. (2021), in a comprehensive study on advanced SI
combustion systems, reported that water injection extends the knock limit in
high-compression engines and improves efficiency. They also emphasized
the positive effect of steam on thermal efficiency due to increased heat
capacity.

Yuan et al. (2021), using chemical kinetic modeling, investigated the
effect of steam injection on SI engine combustion. They showed that steam
dilutes radical concentrations, particularly reducing NO formation, but the
basic combustion mechanism remains governed by hydrocarbon oxidation
kinetics. This approach explains the effects of water injection on combustion
performance and emissions from thermodynamic and kinetic perspectives.
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Li et al. (2019) conducted multi-dimensional numerical simulations on
a natural gas SI engine, examining the effects of direct steam injection on
performance and emissions. The study showed that steam injection reduces
exhaust gas temperature, indirectly affecting turbocharger thermal behavior,
and highlighted that optimizing the steam fraction is critical for system
efficiency.

Hoppe et al. (2016) reported that in a near-production turbocharged
GDI engine, water injection significantly advanced the full-load knock limit,
with approximately 10% power increase. Full-load enrichment requirements
were eliminated, improving CO: emissions. Additionally, NOx emissions
decreased significantly, and CO: emissions were indirectly reduced.

Tornatore (2017) showed that water injection in SI engines allows for
higher compression ratios and reduces specific fuel consumption. The
authors emphasized that the charge-cooling effect is particularly pronounced
in low-speed, high-torque regions. Dahnz and Spicher (2010) demonstrated
that in turbocharged applications, water injection controls the maximum in-
cylinder pressure rise rate and improves combustion stability.

Boretti (2013) reported that water injection in turbocharged gasoline
engines allows higher boost pressures to be safely used, enabling engine
downsizing while maintaining performance. The study also noted reductions
in NOx emissions and lower exhaust gas temperatures.

Lanni et al. (2021) compared direct in-cylinder water injection with
port water injection and found that direct injection is more effective at
suppressing knock, especially at high loads. They also highlighted that direct
water injection has the potential to reduce turbo lag.

In general, the literature indicates that water injection in gasoline
engines exhibits the following common effects:

o Advances the knock limit

e Increases specific power output

o [mproves thermal efficiency

o Reduces the need for rich mixtures at high load

o Lowers exhaust gas temperatures

¢ Provides potential for additional work via Rankine cycle integration

o Reduces NOx emissions

® PN/PM — generally decreases

¢ CO — may increase at low load, decreases at full load

e HC — potential increase in low-temperature regions

® CO2 — can be reduced indirectly

These represent the key consensus findings across multiple studies on
water injection in SI engines.

RESULTS
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Water and steam injection in internal combustion engines, despite a
history spanning nearly a century, has regained prominence in recent years
due to increasingly stringent emissions regulations. The literature reviewed
herein demonstrates that the implementation of water/steam injection exerts
significant, yet parameter-dependent, effects on the performance, emission,
and combustion characteristics of both diesel and gasoline engines.

From a performance perspective, it is evident that the effect of water
injection is not linear. In diesel engines, low to moderate water addition—
particularly in emulsified fuels and direct in-cylinder injection
applications—can enhance brake thermal efficiency by improving
atomization quality and enabling a more controlled combustion process.
However, at higher water fractions, increased ignition delay, excessive
reduction in flame temperature, and weakened oxidation reactions can lead
to higher specific fuel consumption. In gasoline engines, water injection—
especially in turbocharged configurations—extends the knock limit,
allowing for higher compression ratios and elevated boost pressures. This, in
turn, enables increased specific power and reduced full-load enrichment
requirements, indirectly contributing to lower CO: emissions.

From an emissions perspective, the most consistent and robust finding
in the literature is the reduction of NOx emissions. In both diesel and
gasoline engines, the high specific heat capacity and latent heat of
vaporization of water lower the in-cylinder peak temperature, thereby
suppressing the thermal NO formation mechanism. Studies report NOx
reductions ranging from 20% to 70%, depending on engine type and water
fraction. However, particulate matter (PM/soot) emissions are more sensitive
to the injection strategy. In diesel engines, emulsified fuels can reduce soot
formation via micro-explosion mechanisms, whereas intake-port fumigation
with excessive water can create local cold zones, potentially increasing PM
emissions. In gasoline direct-injection (GDI) engines, water injection can
reduce diffusion flame regions, thereby lowering particle number (PN)
emissions. The behavior of CO and HC emissions is more complex. At low
loads and high water fractions, the reduction in combustion temperature can
slow oxidation reactions, leading to increases in CO and HC emissions.
However, at optimized water-to-fuel ratios, this increase is generally limited,
and some studies report it to be negligible.

From a theoretical perspective, the effects of water/steam injection can
be explained through three primary mechanisms: (i) thermal dilution and
reduction of adiabatic flame temperature, (ii) enhanced atomization via
micro-explosions in emulsion fuels, and (iii) indirect chemical-kinetic
effects, including modulation of OH radical formation. In diesel engines,
softening of the premixed combustion phase and reduction of the pressure
rise rate contribute to lower mechanical loads and reduced combustion noise.
In gasoline engines, the knock-suppressing effect emerges as the most
pronounced advantage.
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When combined with exhaust gas recirculation (EGR), water injection
has the potential to improve the classical NOx—PM trade-off. This
combination represents a particularly important area of research for heavy-
duty diesel engines and post-Euro VI emission standards.

In general, water and steam injection technologies:

e Demonstrate high effectiveness in reducing NOx emissions.

e Serve as a performance-enhancing tool in turbocharged engines.

o Reduce thermal loads by controlling combustion temperatures.

¢ Exhibit variable effects on PM and CO/HC emissions depending on
the injection strategy.

e Require precise calibration and optimal dosing for effective
operation.

However, the majority of studies reported in the literature are based on
short-duration laboratory experiments. Long-term engine durability,
corrosion formation, material wear in cylinder liners and valve mechanisms,
potential impacts on lubrication systems, and applicability under real driving
conditions have been scarcely addressed. Notably, the potential of water to
thin the cylinder wall film and its effect on oil dilution are critical parameters
that require detailed investigation for assessing long-term performance and
engine life.

Furthermore, research on the energy cost of water injection systems,
auxiliary pump requirements, control unit integration, and compatibility with
existing engine management systems is limited. Therefore, future studies
should focus on long-duration durability tests, full-scale driving simulations,
and system integration optimization to establish the commercial viability of
water and steam injection technologies.
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ABSTRACT

This research analyzes the thermal performance of a shell and tube
heat exchanger operating under laminar flow circumstances. The study's goal
is to evaluate the combined effect of various Reynolds numbers (Re = 200,
400, 800, and 1000) and hot fluid input temperatures (40 °C, 50 °C, 60 °C,
and 80 °C) using experimental methods supported by numerical validation.
The data indicate that operational parameters significantly influence heat
transfer effectiveness. It was observed that increasing the input temperature
from 40°C to 80°C leads in a consistent decrease in effectiveness, with an
average loss of 4% across the provided flow rangeln contrast, raising the
Reynolds number from 200 to 1000 significantly improves thermal
performance, leading in a 14.6% increase in overall effectiveness at constant
input temperature. The strong correlation between the experimental data and
the numerical model, with a maximum error margin of 8.6%, lends
credibility to these conclusions. These findings emphasize the need of
adjusting flow parameters in heat exchange systems to improve energy
efficiency.

Keywords — Fluid flow, Re number, laminar, boundary layer.

INTRODUCTION

The global escalation in energy demand has shifted significant
attention toward improving industrial energy efficiency and minimizing
thermal losses. Since more than 70% of global energy exchange is heat-
based, the optimization of thermal transfer is a cornerstone of sustainable
energy practices. Heat exchangers serve as vital components in these
processes, and enhancing their performance directly contributes to reduced
energy consumption, lower environmental impact, and the development of
more compact, cost-effective systems [1-5]. A fundamental strategy for heat
transfer enhancement involves decreasing thermal resistance to enable the
design of smaller, more efficient equipment, which is essential for high-flux
applications such as nuclear reactors, microelectronics, and advanced energy
technologies. Various methodologies, including the use of extended surfaces
like fins and baffles, fluid vibration techniques, and the incorporation of
porous materials, have been widely investigated [6-8]. Porous media, which
range from natural materials like wood and rock to artificial constructions
like metal foams and ceramic sponges, provide advantages such as high
surface area, low density, and high heat conductivity. These characteristics
facilitate intensified heat and mass transfer by altering flow dynamics and
thinning boundary layers. When integrated into heat exchanger designs,
porous structures can achieve superior thermal performance and space
efficiency [9,10]. While porous media are successfully utilized in sectors
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like geothermal energy, electronics cooling, and fuel cells, challenges such
as fouling and maintenance requirements in shell and tube heat exchangers
necessitate the strategic selection of both porous architectures and working
fluids [11,12].

Abbasi et al. [13] demonstrated that employing porous baffles can
improve the heat exchange rate by 139 %, although this was accompanied by
a 247 % increase in pressure drop. Similarly, Tian et al. [14] reported that
combining porous baffles with annular fins resulted in a 92.14 % increase in
heat transfer performance while simultaneously improving pressure drop
performance by 65.0 % compared to traditional solid-baffle designs.

The impact of porous material placement and properties has also been
a focal point of research. Naqvi and Wang [15] evaluated various STHE
configurations (helical, segmental, and clamping anti-vibration) and
observed that the Nusselt number on the shell side decreases as porosity
increases from 0.6 to 0.95, with optimal performance occurring at a 0.6
porous radius ratio. These findings were supported by Rad et al. [16], who
identified that a porous radius ratio of 0.6 combined with 90 % porosity
yielded the highest heat transfer performance ratio on the shell side.

Furthermore, the geometric configuration of baffles significantly
influences efficiency. Marzouk et al. [17] investigated various designs,
including conventional single segmental (CSS) and circular ring with holes
(CRH). Their findings revealed that CRH baffles had a 166% greater
efficacy and a 142% higher heat transfer coefficient than CSS baffles due to
the elimination of dead zones. Additionally, You et al. [18] found that
trefoil-hole baffles (THB-STHE) significantly reduce the temperature
boundary layer thickness near the walls, thereby substantially enhancing the
overall heat transfer rate.

The study investigates the synergy between a certain range of
Reynolds numbers (200 to 1000) and different hot fluid input temperatures
(40, 50, 60, and 80 °C). By integrating experimental findings with numerical
validation, this work addresses a critical gap in understanding how
operational temperature fluctuations impact effectiveness at low flow rates,
providing essential insights for the precise optimization of industrial heat
exchange processes.

MATERIALS AND METHODS

The heat transfer performance is investigated in detail across the
selected parameters by utilizing numerical results validated through
experimental data. The systematic procedure adopted for both the
experimental and numerical analyses is outlined in the subsequent flowchart.
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Figure 1: Flowchart for experimental and numerical study

Experimental Setup

STHE employed in this study, as illustrated in Figure 2, features a
circular tube arrangement consisting of four baffles, a single shell pass, and
six tube passes. The internal tubes have a 7 mm inner diameter, an 8§ mm
outer diameter, and a total length of 350 mm. While the baffles and tubes are
constructed from 304 stainless steel, the shell is fabricated from
polycarbonate.
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Figure 2: Shell and tube heat exchanger

The constructed experimental setup employed pure water as the hot
fluid, which was supplied to the heat exchanger at a defined constant
temperature using heater resistances situated within the flow control module.
The input temperatures for hot and cold fluids are set at 40°C and 20°C,
respectively. In addition, resistors included within the power management
unit offer a consistent heat flow.

Figure 3: Flow control unit and data logging computer

Throughout the experimental method, the flow rates of both hot and
cold fluids, as well as their respective intake and exit temperatures, were
continually monitored and recorded using a customized data logging system,
as shown in Figure 3.

Table 1: The parameters to be used in experimental setup

Parameters Constant variables | Definition

Reno=200 Thin=40°C The dimensionless number
=400 Te,in=20°C characterizing the flow.
=800 Reco1a=800
=1000
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Ty,in=40°C Tein=20°C The temperature of the fluid

=50°C Reno= 400 entering a control volume or heat
=60°C Recoe= 800 exchanger at the hot side, which
=80°C serves as the reference temperature

for evaluating heat transfer.

Numerical Model

Computational Fluid Dynamics (CFD) is an effective method for
assessing complicated heat transport in baffled shell and tube heat
exchangers, and ANSYS Fluent is the ideal program for this study. The
modeled exchanger features a single shell pass and six tube passes, both 350
mm long, with a 70 mm inner diameter polycarbonate shell and 7 mm inner
diameter stainless steel tubes. The simulation evaluates a counter-flow
arrangement under laminar conditions at Reynolds numbers of 200, 400,
800, and 1000. This steady state problem, solved in Cartesian coordinates, is
governed by Equations 1-5, starting with the continuity equation which
defines the conservation of mass within the flow.

du dv  aw
=+Z+ =0 (1)
dx av dz

Momentum equation in the x-direction

u du du 1dp 8%u  #%u  %u
U—+v—+w—=——-—+v| S+ -+ (2)
dx ay dz o Ox dx2 a2 az?
Momentum equation in the y-direction
dv dv dv 14 av aZv 8%
Um +V—F W = — ==+ V[t —— + — 3)
dx ay =z o av ax2  ay? az2
Momentum equation in the z-direction
Bw Jw Jw 1dp 8w 8w 9w
e | )
dax ay dz pdz dx2 a2 az2

The energy equation:

ar ar ar a*r a*r a'r
u—t+tv—tw_—=al|l -+ —-+— (5)
dx ay dz dx®  gy® az?

The dimensionless number for Re (Reynolds) are described by the following
general equation:

Re = 22 (6)
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The temperature difference which changes logarithmically in the heat
exchanger can be determined as:

ATy, = Thin — Teout )
AT, = Thout — Tein 3
Specific heat capacity:

C, = M.Cpe (10)
Cp = MpCpp (11)

Maximum temperature difference:
ﬁTmax = Th.!'n - Tc.i'n (12)
Maximum heat transfer rate:

Qmax = ConinATax (13)

Effectiveness of heat exchanger:

£

_ Qaer _ Actual heat transfer amount (14)

Omar Maximum heat trans fer amount

Figure 4 depicts the model geometry, which has a 350 mm shell and
tubes length, with the tubes organized in a circular pattern, an 80 mm outer
diameter of the shell, a 70 mm inner diameter of the shell, 7 mm inner
diameter of tubes, and 8 mm outer diameters of tubes.
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Figure 4: Numerical model geometry generated in SpaceClaim

As shown in Figure 5, the numerical model incorporates three distinct
boundary layers. The mesh elements are strategically concentrated at the
solid-liquid interfaces to accurately capture the intensified boundary layer
effects in these regions, resulting in a higher mesh density where gradients
are most significant.

Figure 5: Mesh structure of the numerical model from cross section view

Table 2: The parameters to be used in experimental setup

Parameters Constant variables Definition

Renot = Th,in=40°C The dimensionless
200 Te,in=20°C number characterizing
400 Reco1a=800 the flow.

800 L/D =5/80

1000 ®=0.2

Th,in= Tein=20°C The temperature of the
40°C Reno=400 fluid entering a control
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50°C Recola=800 volume or heat
60°C L/D =5/80 exchanger at the hot
80°C =02 side, which serves as the
reference  temperature
for evaluating  heat
transfer.

To ensure accurate and reliable numerical results in ANSYS Fluent,
mesh independence was verified by testing various -configurations.
Simulations were conducted at a hot fluid Re = 200 (40 °C) and a cold fluid
Re = 800 (20 °C). Since no significant variation in the hot fluid outlet
temperature was observed between Case 6 and Case 7, Case 6 was selected
for the subsequent numerical analyses. The mesh independence results are
detailed in Table 3 and Figure 6.

Table 3: The parameters to be used in experimental setup

Cas | Mesh Avg. Ort. | Avg. Porous Porosit | Hot-out
e No | Number | Quality Skewness | Thicknes | y Ratio
s

1 305916 | 0.740 0.240 5/80 0.5 29.7743
2 424621 | 0.780 0.205 5/80 0.5 29.7662
3 619793 | 0.810 0.182 5/80 0.5 29.7587
4 633803 | 0.830 0.167 5/80 0.5 29.7518
5 741030 | 0.845 0.158 5/80 0.5 29.7482
6 891281 | 0.855 0.150 5/80 0.5 29.7434
7 1026722 | 0.863 0.145 5/80 0.5 29.7414
8 1102365 | 0.870 0.141 5/80 0.5 29.7425
9 1236887 | 0.875 0.138 5/80 0.5 29.7425
10 1400255 | 0.880 0.135 5/80 0.5 29.7425
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Figure 6: Analyzing of mesh number with respect to outlet temperature of hot fluid

To further ensure numerical accuracy, the mesh-independent model
was tested for iteration independence in ANSYS Fluent. Using the Case 6
mesh configuration with a hot fluid Re = 200 (40 °C) and cold fluid Re =
800 (20 °C), various iteration counts were evaluated. Since the hot fluid
outlet temperature stabilized after 1200 iterations, this count was selected for
all subsequent analyses. The iteration independence results are illustrated in

Figure 7.
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RESULTS AND DISCUSSION

The analysis focuses on two primary operational parameters: four
distinct Reynolds numbers (200, 400, 800, and 1000) and various hot fluid
inlet temperatures (40 °C, 50 °C, 60 °C, and 80 °C). Throughout the study,
the cold fluid side was maintained at a constant temperature of 20 °C with a
fixed Reynolds number of 800. To ensure the reliability of the thermal data,
the experimental measurements were compared against a numerical model
developed in ANSYS, providing a robust validation of the heat transfer
characteristics.

Effect of Reynold Number

The thermal efficacy of the hot fluid at an intake temperature of 40 °C
was investigated for various Reynolds numbers (200, 400, 800, and 1000)
using both experimental and computational approaches. Experimentally,
increasing the Reynolds number from 200 to 400, 400 to 800, and 800 to
1000 enhanced effectiveness by 5.8 %, 6.7 %, and 2.1 %, respectively,
resulting in a total increase of 14.6 %. Numerical results showed
corresponding enhancements of 3.5 %, 10.1 %, and 4.3 %, totaling a 17.9 %
increase across the same range. The experimental data were successfully
validated by the numerical findings, as shown in the comparative
effectiveness plot in Figure 14. Furthermore, the thermal and flow field
developments are visualized through temperature contours in Figure 12 and
velocity vector distributions in Figure 13 for Re =200 and Re = 1000.

(K]
Figure 8: Temperature contours for Re=200 (top) and Re=1000 (bottom)
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Figure 10: The agreement between experimental and numerical study.

Effect of Inlet Temperature

The thermal efficacy of the hot fluid at Re = 400 was assessed at a
variety of input temperatures (40°C, 50°C, 60°C, and 80°C). Increasing the
temperature from 40 °C to 50 °C and 50 °C to 60 °C reduced effectiveness
by 1.8 % and 1.4 %, respectively, while a further increase to 80 °C resulted
in a 0.7 % decrease, leading to a total cumulative reduction of 3.9 %. These
trends are illustrated in Figure 13, with corresponding thermal and flow field
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developments visualized through temperature contours in Figure 11 and
velocity vectors in Figure 12 for the 40°C and 80°C cases.
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Figure 13: Effect of hot inlet temperature on heat transfer effectiveness

CONCLUSION

This study conducted a numerical assessment of shell and tube heat
exchanger performance utilizing intake temperature and Re number as major
factors. Using ANSYS Fluent, the study investigated how changes in these
factors affect temperature distribution and total heat transfer efficiency. The
findings give a complete insight of thermal behavior over the shell side,
indicating a strong link between flow conditions and system cooling
efficiency. As a result,

1.

It was discovered that gradually raising the Reynolds number of
the hot fluid from 200 to 1000 while keeping a constant hot intake
temperature of 40 °C leads in a 14.6% improvement in total heat
transfer efficiency.

At a fixed Reynolds number of 400, raising the hot fluid's intake
temperature from 40 °C to 80 °C was shown to have a detrimental
influence on thermal performance, resulting in a 3.9% drop in
total heat transfer efficiency.

The numerical model created in this work was tested against
experimental data, with a maximum divergence of 8.6%. This
close agreement confirms that the numerical results represent the
experimental findings with high accuracy and reliability.
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4. Optimizing flow conditions improves the heat exchanger's thermal
performance. Given that increasing the Reynolds number
enhances effectiveness while increasing inlet temperatures only
slightly reduces performance, it is argued that determining optimal
operating parameters is crucial for enhancing total system
efficiency.

5. Future research could focus on investigating the effects of
turbulent flow regimes and different tube bundle arrangements to
further enhance thermal efficiency. Additionally, the integration
of advanced machine learning algorithms for the real-time
optimization of operating parameters, such as the Reynolds
number and inlet temperature, represents a promising direction for
maximizing the sustainable performance of shell and tube heat

exchangers.
ABBREVIATIONS
THB Trefoil-hole baffles
CFD Plate heat exchangers
CRH Circular ring with holes baffles
LMTD Logarithmic mean temperature difference
CSS Conventional single segmental baffles
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ABSTRACT

This study assesses the thermal performance improvement of shell
and tube heat exchangers by optimizing porous structure features and
utilizing different nanofluids for laminar flow conditions. The study
explicitly analyzes the effects of porosity ratios ranging from 0.2 to 0.8 and
porous layer thicknesses ranging from 5/80 to 20/80 on the heat transmission
efficacy of Cu-H>O, CuO-H;O, and Al,0O3-H>O nanofluids. Experimental
data, validated by a numerical model, indicate that structural modifications
to the tubes significantly influence efficiency; for instance, at Re = 400,
decreasing the porosity from 0.8 to 0.2 and reducing the porous thickness
from 20/80 to 5/80 results in effectiveness increases of 0.1 % and 0.6 %,
respectively. Furthermore, the comparative analysis of nanofluids reveals
that Al,O3—H>O offers the most significant thermal benefits, achieving a 17.1
% increase in effectiveness as the Reynolds number rises to 1000, thereby
outperforming Cu—H>O at 15.9 % and CuO-H;O at 15.7 %. These results
provide critical insights for engineering high-efficiency heat exchange
systems by demonstrating that the interactions between porous media and
advanced nanofluid compositions leads to superior heat transfer
performance.

Keywords — Heat transfer, porous media, porosity ratio, heat exchanger.

INTRODUCTION

Thermal exchange between two separate fluid streams is usually aided
by the sturdy construction of heat exchange systems made up of a bundle of
internal conduits encased within a cylindrical tank. In this design, the
medium traversing the interior of the conduits is designated as the tube-side
fluid, whereas the medium occupying the surrounding space within the
vessel is identified as the shell-side fluid [1-4]. The inherent structural
integrity of this setup makes it exceptionally suitable for demanding
industrial environments characterized by high-pressure and high-temperature
conditions. Depending on the desired thermal performance, these systems
can be configured in parallel-flow or counter-flow arrangements, with the
latter often preferred for maximizing the logarithmic mean temperature
difference and overall heat transfer effectiveness [5-7]. Owing to their
versatility and reliability, these units are indispensable in global industrial
sectors, including power plants, petrochemical processing, oil and gas
refineries, and large-scale HVAC systems, where they manage critical
heating and cooling requirements across diverse thermal cycles [8,9].

The shell, typically fabricated from high-strength, corrosion-resistant
materials, is designed to house the shell-side fluid and minimize bypass flow
through precise tolerances [10]. Internally, the tube bundle consists of
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parallel conduits made of stainless steel, copper, or titanium, which are
hermetically sealed to the tube sheets via expansion or welding to prevent
leakage. To optimize thermal performance, baffles are strategically
positioned within the shell to induce turbulence, increase fluid velocity, and
minimize fouling, while simultaneously providing vital structural support
against tube vibration and sagging [10,11]. Furthermore, the selection of
either bonnet-type or removable-cover heads is dictated by the specific
maintenance requirements and the necessity for internal access. Collectively,
these components must be carefully engineered to withstand the operational
stresses of high-temperature and high-pressure industrial applications [12].

Heat transfer occurs as the warmer medium yields energy to the cooler
one, with the shell and tube sections serving as the primary flow domains.
For optimal performance, the higher-pressure fluid is typically assigned to
the tube side, as the conduits are structurally superior for handling pressure
differentials, while the lower-pressure or more viscous fluid occupies the
shell volume. This strategic fluid allocation, combined with the orientation
of inlets and outlets, ensures maximized conductive heat exchange across the
internal surfaces [13,14].

Recent advancements in heat exchanger technology have extensively
explored baffle modifications and advanced materials to mitigate pressure
drops and amplify thermal efficiency. Studies by Bichkhar et al. [15] and
Wen et al. [16] demonstrated that transitioning from segmental to helical or
ladder-type fold baffles can reduce pressure loss while increasing heat
transfer coefficients by up to 32.6 %. Further innovations, such as the
staggered baffle designs proposed by Wang et al. [17] and triple-layer flower
baffles by Chen et al. [18], have shown that complex geometries effectively
transition flow patterns to favor intensified thermal exchange. Notably, the
integration of metal foam baffles has been found to decrease pressure drop
by 12.9 % while simultaneously expanding the inlet-outlet temperature
differential by 31.0 % [19].

Beyond geometric alterations, the synergy between porous media and
nanofluids represents a frontier in high-performance thermal management.
Research indicates that porous materials provide a more substantial influence
on heat transfer enhancement than simply increasing the Reynolds number
[20]. Investigations into nanofluid behavior have shown that Al,O3; and CuO
particles significantly improve convective heat transfer, with the specific
morphology of the nanoparticles—such as platelet shapes—yielding the
highest thermal rates [21]. Furthermore, the interplay between the Darcy
number and nanoparticle concentration is critical, as higher permeability in
porous zones combined with optimized volume fractions can drastically
lower heat source temperatures [22]. Collectively, these findings underscore
that the strategic combination of porous architectures and specialized
nanofluids, such as those evaluated in the present study, is essential for
overcoming the limitations of conventional shell and tube designs.
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While previous research has extensively documented the general
benefits of either porous inserts or nanofluids in thermal systems, there
remains a significant gap in understanding their combined impact within the
specific architecture of this system. This study distinguishes itself by
providing a comprehensive investigation into the synergistic effects of
structural porous parameters and advanced fluid thermophysics. Specifically,
the research uniquely evaluates the simultaneous influence of varying
porosity ratios (0.2 to 0.8) and porous layer thicknesses (5/80 to 20/80) in
conjunction with different nanofluid types (Cu-H,O, CuO-H,0, and Al,Os-
H,0O). By systematically comparing these integrated configurations against
conventional systems, the present work offers a novel framework for
optimizing heat exchanger performance through precise geometric and
fluidic adjustments. Consequently, these findings contribute a new
perspective to the specialized design of high-flux thermal management
systems, filling a critical void in the current literature regarding the
optimization of porous-nanofluid interactions.

MATERIALS AND METHODS

The methodology of this study is based on a combined approach using
experimental data and numerical simulations to analyze the heat exchanger
performance. The experimental setup was configured to measure
temperature and flow parameters under laminar conditions, specifically
focusing on the integration of porous structures and the use of Al,O3-H,O,
Cu-H:0, and CuO-H:O nanofluids. This dual-method approach allows for
the validation of the thermal results and provides a consistent basis for
evaluating how different porosity ratios, porous layer thicknesses, and
nanofluid types affect the overall system effectiveness.

Experimental Setup

Figure 1 depicts the structural design of the shell and tube heat
exchanger, which has a single shell pass and six tube passes grouped in a
circular pattern. The internal tubes are 350 mm long, 7 mm (inner) and 8 mm
(outer) in diameter, and made of 304 stainless steel. The shell is composed of
polycarbonate, with a 70 mm inner diameter and an 80 mm outer diameter.
Inside the shell, four stainless steel baffles with a 20% cut ratio are spaced
70 mm apart to guide fluid flow over the tube bundle.
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Figure 1: Shell and tube heat exchanger

The heat exchange process takes place in a counterflow configuration,
with the tube side transporting the hot pure water and the shell side handling
the cold water flow. To maintain laminar flow conditions, the heated fluid is
kept within a 200—1000 Reynolds number range. Thermal conditions are set
with an intake temperature of 40°C for the hot fluid and 20°C for the cool
fluid. Furthermore, a stable heat supply is maintained by resistors connected
to a power control unit, which ensures a constant heat flux throughout the
experimental runs.

Figure 2: Flow control unit and data logging computer

Flow rates, as well as intake and output temperatures, were recorded
throughout the trials. These operational parameters were tracked and stored
using a data logging system, the configuration of which is shown in Figure 2.

Numerical Model

The numerical simulation duplicates the experimental geometry,
which includes a 350 mm polycarbonate shell and six stainless steel tubes.
Based on mass, momentum, and energy conservation, the solver employs
Equations 1-5 in cartesian coordinates, beginning with the continuity
equation to assure mass conservation over the flow field.
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The momentum equation:
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The energy equation:
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The dimensionless number for Re (Reynolds) are described by the following
general equation:

Re = % (6)

The temperature differential that varies logarithmically in the heat
exchanger may be calculated as:

'ﬂTl = T.Fi.!'n - Tc.out (7)
AT, = Thout — Tein (8)
ﬂT!m _ AT AT, (9)

" In(AT, fAT:)

Specific heat capacity:

C. = mM.Cp, (10)
Cp, = MyCpp, (11)
Maximum temperature;
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ATax = Thin — Tein (12)

maximum heat transfer;

Omax = CminATmax (13)
Effectiveness;
Q Actual heat transfer amount
e = Loz _ f (14)
[ - Maximum heat trans fer amount

Figure 3 depicts the numerical geometry that duplicates the physical
dimensions of the exchanger, which has a 350-mm-long shell and tube. The
assembly consists of a shell with an inner diameter of 70 mm and an outer
diameter of 80 mm that holds a bundle of circularly arranged tubes. To
accommodate the experimental parameters, each tube has an inner diameter
of 7 mm and an outside diameter of 8 mm.

Figure 3: Numerical model geometry generated in SpaceClaim

As illustrated in Figure 4, the numerical domain incorporates three
distinct boundary layers to ensure computational accuracy. Mesh elements
are strategically concentrated at the solid-liquid interfaces to capture the
steep thermal and velocity gradients in these regions. This localized
refinement results in a higher mesh density at the interfaces, allowing for a
more precise analysis of the boundary layer effects.
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Figure 4: Mesh structure of the numerical model from cross section view

Table 1: The parameters to be used in experimental setup

Parameters Constant variables Definition

L/D= Thin=40°C The diameter of the

5/80 Tein=20°C porous structure inside

10/80 Reno=400 the tube divided by the

15/80 Recola=800 diameter of the tube

20/80 ®=02 itself.

o= Thin= 40°C The ratio of the volume

0.2 Te,in=20°C of voids (empty spaces)

0.4 Reno= 400 in a porous medium to

0.6 Recoii= 800 its total volume.

0.8 L/D =5/80

Nanofluids: Th,in=40°C The fluid containing a

ALO3-H,O T n=20°C modest amount  of

Cu-HO Reco1a=800 suspended nanoparticles

CuO-H,O L/D =5/80 (usually less than 100

®=0.2 nm in size) used to

improve the  fluid's
thermal characteristics.

The simulations for this validation were performed at a hot fluid
Reynolds number of 200 (40 °C) and a cold fluid Reynolds number of 800
(20 °C). Since the hot fluid outlet temperature showed no significant
variation between Case 6 and Case 7, Case 6 was selected as the optimal
mesh density for all subsequent analyses. Detailed results of the mesh
independence study are presented in Table 2 and Figure 5.
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Table 2: The parameters to be used in experimental setup

Cas | Mesh Avg. Ort. | Avg. Porous Porosit | Hot-out
e No | Number | Quality Skewness | Thicknes | y Ratio
s

1 305916 | 0.740 0.240 5/80 0.5 29.7743
2 424621 | 0.780 0.205 5/80 0.5 29.7662
3 619793 | 0.810 0.182 5/80 0.5 29.7587
4 633803 | 0.830 0.167 5/80 0.5 29.7518
5 741030 | 0.845 0.158 5/80 0.5 29.7482
6 891281 | 0.855 0.150 5/80 0.5 29.7434
7 1026722 | 0.863 0.145 5/80 0.5 29.7414
8 1102365 | 0.870 0.141 5/80 0.5 29.7425
9 1236887 | 0.875 0.138 5/80 0.5 29.7425
10 1400255 | 0.880 0.135 5/80 0.5 29.7425

Verify mesh independence was followed by an iteration independence

test within ANSYS Fluent to ensure numerical precision. Using the Case 6
mesh configuration at a hot fluid Reynolds number of 200 (40 °C) and a cold
fluid Reynolds number of 800 (20 °C), different iteration counts were
evaluated.

Hot flud outlet temperature ("C)
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Figure 5: Analyzing of element number
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The hot fluid outlet temperature stabilized after 1200 iterations, and
this value was used for all further simulations. Figure 6 shows the results
from the iteration independence research.

3250004
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g 315000
% 30,5000
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Z
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0 200 400 600 800 1000 1200 oo %00 1800

iteration

outlet-hot

Figure 6: Independence study of iteration number
RESULTS AND DISCUSSION

This study looks at the effects of porous layer integration and the use
of Al,O3, Cu, and CuO nanofluids on the thermal performance of a shell and
tube heat exchanger. The analysis focuses on key parameters such as
temperature distribution, heat transfer rates, and overall system
effectiveness. The influence of porous media thickness and porosity ratios on
flow behavior and thermal enhancement is evaluated by comparing
experimental data with numerical simulations. These results demonstrate
how the combination of modified surface structures and advanced cooling
fluids determines the final efficiency of the heat exchanger.

Effect of Porosity Ratio

The thermal effectiveness of the hot fluid at 40 °C and Re = 400 was
analyzed across different porosity ratios (0.2, 0.4, 0.6, and 0.8). An increase
in porosity from 0.2 to 0.4 resulted in a 0.1% drop in efficacy, but
subsequent increases to 0.8 produced no meaningful difference. This
minimal overall reduction of 0.1 % is illustrated in Figure 7, with
corresponding temperature and velocity vector contours for ® = 0.2 and ® =
0.8 provided in Figures 8 and 9.
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Figure 7: Effect of Porosity ratio on heat transfer effectiveness

Figure 15 shows temperature contours for @ = 0.2 (top) and ® = 0.8
(bottom), indicating that raising the porosity ratio has minimal influence on
the system's thermal distribution. Lower porosity (® = 0.2) boosts heat
conduction but also increases flow resistance, thickening the velocity
boundary layer while maintaining thermal boundary layer resistance. The
nearly identical spatial progression from the cold inlet to the heated zones in
both cases suggests that convective heat transfer mechanisms become
dominant beyond a certain threshold, causing the thermal resistance
contribution of the porous matrix to reach a plateau.

Figure 8: Temperature contours for ®=0.2 (top) and ®=0.8 (bottom)
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The velocity vectors in Figure 16 show nearly identical flow patterns
for both ® = 0.2 and ® = 0.8, confirming that the porosity ratio has a
negligible effect on the primary flow field. The fluid maintains a consistent
velocity profile near the tube surfaces, indicating that the velocity boundary
layer thickness remains unchanged despite the varying void fraction.
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Figure 9: Velocity vector contours for ®=0.2 (top) and ®=0.8 (bottom)

This stability in the flow dynamics explains the marginal 0.1% change
in effectiveness, as the convective transport capacity is primarily dictated by
the shell geometry rather than the porous matrix density.

Effect of Porous Thickness

The heat transfer effectiveness of the hot fluid at an inlet temperature
of 40 °C and Re = 400 was evaluated for a range of porous thicknesses,
specifically 5/80, 10/80, 15/80, and 20/80. The findings suggest that
increasing the porosity thickness from 5/80 to 10/80 decreased effectiveness
by 0.3%, while increasing from 10/80 to 15/80 resulted in a 0.1% decrease.
Continuing this trend, an increase from 15/80 to 20/80 further diminished the
effectiveness by 0.2 %. Consequently, the heat transfer effectiveness
consistently declined as the porous thickness rose from 5/80 to 20/80,
culminating in a total observed decrease of 0.6 %. The thermal profiles for
the L/D = 5/80 and L/D = 20/80 cases are visualized through the temperature
contours in Figure 10, while the corresponding flow field characteristics are
shown via velocity vector contours in Figure 11.
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Figure 10: Temperature_contours for L/D=5/80 (top) and L/D=20/80 (bottom)

The temperature contours for L/D = 5/80 (top) and L/D = 20/80
(bottom) in Figure 10 show that increasing the porous layer thickness
promotes a more uniform temperature distribution. The larger porous matrix
forces the fluid to make longer contact with the increased surface area, thus
thinning the thermal boundary layer and lowering localized thermal
resistance. This leads to improved heat extraction from the tubes, as
evidenced by the broader expansion of heated zones toward the outlet in the
L/D = 20/80 configuration.

Figure 11: Velocity vector contours for L/D=5/80 (top) and L/D=20/80 (bottom)
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The velocity vectors in Figure 11 show that increasing the porous
layer thickness to L/D = 20/80 leads to higher velocity magnitudes near the
tube surfaces. This acceleration within the thicker porous matrix promotes
more intense fluid-solid interaction and thins the velocity boundary layer.
The resulting enhancement in convective transport explains the improved
thermal effectiveness, as the fluid is forced to interact more thoroughly with
the expanded surface area.

Effect of Nanofluid Types

The thermal performance of various nanofluid types, specifically Cu—
H20, CuO-H:0, and Al:Os—H:0 with a 0.02 particle volume fraction, was
analyzed at 40 °C across Reynolds numbers ranging from 200 to 1000 and
compared against pure water as the reference fluid. Increasing the Reynolds
number from 200 to 1000 enhanced heat transfer efficacy by 15.9% for Cu-
H:0, 15.7% for CuO-H:0, and 17.1% for Al.Os-H:0 (Figure 13).

(K]
Figure 12: The temperature contours at Re=1000 for Cu-H,O and H,O

Reynolds number of 200, the nanofluids showed enhanced
effectiveness relative to pure water by 3.5 % for CuO-H:0, 3.4 % for Cu—
H:0, and 2.1 % for Al.Os—H>0. When the Reynolds number reached 1000,
these improvements compared to pure water were measured at 4.7 % for Cu—
H:0 and 4.6 % for both CuO-H:0 and Al:0s;—H20. The thermal distribution
patterns at Re = 1000 for both Cu—-H-O and pure water are illustrated in the
temperature contours provided in Figure 12.
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Figure 13: Effect of nanofluid types on heat transfer effectiveness

The high thermal conductivity of Cu nanoparticles facilitates rapid
heat diffusion, effectively thinning the thermal boundary layer. This results
in the broader dark red zones seen in the nanofluid case, confirming superior
effectiveness in extracting heat from the tubes compared to the base fluid.

CONCLUSION

This study focused at the thermal performance of a shell and tube heat
exchanger with porous layers (L/D ratios of 5/80, 10/80, 15/80, and 20/80)
and nanofluids (Cu, AI203, and CuO at 1% concentrations) for Re = 500 to
2000. To determine the best configuration for improved thermal
performance, numerical simulations were used to examine the effects of
these factors on velocity fields, temperature distributions, and heat transfer
performance. As a result:

1. At a Reynolds number of 400, a constant hot fluid temperature of
40°C, and a porous thickness ratio of 5/80, lowering the porosity
ratio from 0.8 to 0.2 improves heat transfer efficacy, especially in
the 0.4 to 0.2 region. Overall, decreasing the porosity ratio from
0.8 to 0.2 yielded a marginal 0.1 % increase in effectiveness.

2. When the Reynolds number was 400, the hot fluid temperature
was 40°C, and the porosity ratio was 0.2, increasing the porous
thickness ratio from 5/80 to 20/80 reduced heat transmission
efficacy by 0.6%.
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3. At 40°C, the AlI203-H20 nanofluid outperformed the other
nanofluids tested (Cu-H20, CuO-H20, and Al203-H20O) in the
shell and tube heat exchanger. As the Reynolds number increased
from 200 to 1000, this particular nanofluid showed the greatest
increase in heat transfer performance, at a rate of 17.1%.

4. The numerical model created in this work was tested against
experimental data, with a maximum divergence of 8.6%. This
tight agreement demonstrates that the numerical results accurately
and reliably reflect the experimental findings.

ABBREVIATIONS
HX Heat exchanger
MWCNT Multiwalled carbon nanotube
CFD Plate heat exchangers
CRH Circular ring with holes baffles
LMTD Logarithmic mean temperature difference
CSS Conventional single segmental baffles
NF Nanofluid
NTU Number of transfer unit
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ABSTRACT

In this study, a deep learning-based classification model was developed
for spam email. The modeling process consisted of two parts: preprocessing
and deep learning classification. In the preprocessing phase, all texts were first
converted to lowercase, punctuation removed, links cleaned, email addresses
removed, and numbers cleaned. Separately, meaningless words were removed
for both Turkish and English. The words were then reduced to their stems
using the Lemmatizer method for the English dataset and the TurkishStemmer
method for the Turkish dataset. Following these processes, the texts were
simplified. The reduced words were tokenized and separated into words. The
tokenizer was trained to convert the texts into numerical sequences and
determine the word count. Padding was then performed to ensure all
sequences were of the same length. A deep learning-based classifier was
chosen for training the model. For this purpose, a hybrid deep learning
classification system was developed, combining CNN layers to capture local
patterns in the texts and Bi-LSTM layers to model long-term dependencies.
Thanks to the hybrid approach, the model achieves a more robust
representation by considering both short- and long-term contextual
relationships. The performance of the proposed model was tested on various
spam datasets. The accuracy rates for the resulting datasets were as high as
99.20% for the Fraud Email dataset, 98.50% for the Phishing Email dataset,
and 92.61% for the Turkish Spam Email dataset. These results demonstrate
that the hybrid deep learning approach, combining CNN and Bi-LSTM, can
effectively classify different types of spam emails.

Keywords — Bi-LSTM, CNN, Classification, Preprocesing, Spam Email.

INTRODUCTION

The rapid development of technology from the past to the present day
has had both positive and negative effects on our lives. Users often focus only
on the positive aspects and do not realize the negative consequences until they
are affected by them. Email attacks, one of the foremost negative aspects, are
victimizing more and more people every day as their use becomes more
widespread. Among the reasons for the daily increase in these attacks are ease
of use and low cost; therefore, attackers prefer methods such as advertising
and phishing. Malicious individuals seeking to achieve their goals attempt to
lure unsuspecting victims into their traps by sending unwanted messages to
email accounts they do not know. Spam emails, in particular, are checked
daily, infiltrate inboxes, distract users, cause information pollution, and
seriously threaten data security [1]. Spam refers to electronic messages sent
without the recipient's knowledge or consent, often containing annoying or
harmful content. Although it most commonly appears via email, it is also quite
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prevalent in digital environments such as text messages (SMS), online forums,
social media platforms, and even contact forms on websites [2].

Spammers use automated systems or bots to reach as many people as possible
with their messages. In this respect, spam is designed by malicious individuals
or groups to gain access to large audiences. Its primary purpose is not limited
to reaching a wide audience but is to generate commercial profit. The goal is
usually to direct people to specific services or products through advertising.
Apart from this, spam can also be used for phishing; in this case, the aim is to
obtain the user's bank account information and passwords. Another purpose
of spam is to spread malware. Thus, files or links containing malicious
software can infiltrate systems, steal information, or render the system
unusable. For all these reasons, spam is a threat to both individual and
corporate information security [3] [4].

The increasingly complex content of spam messages has led to the inadequacy
of existing filtering systems. The scale of this threat can be more clearly
demonstrated with the statistical data available today [5]. Figure 1 shows the
distribution of daily spam emails by country. According to data from 3
December 2024, approximately 46.8% of emails sent worldwide contain spam

[6].
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Figure 1. Distribution of daily spam email counts by country

As shown in Figure 1, it can be seen that a large proportion of spam emails
originate from countries such as China, the United States, India and Japan.
China and the US top the list, producing approximately 7.8 billion spam
emails daily, while countries such as India, Japan, Canada, France, Germany
and Russia also produce high numbers of spam. This situation clearly
demonstrates that spam has now become a global cyber security issue rather
than a local one [7][8]. The unpredictable increase in spam numbers has
directed researchers towards spam detection. This study proposes a deep
learning model based on 1D-CNN and Bi-LSTM for spam detection. The
contributions of this study are as follows:
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The performance of the proposed method was tested on different datasets
using the ‘phishing email’, ‘fraud email’ and ‘Turkish spam’ datasets.

The proposed model was designed to be a multi-language spam detection
system by using a Turkish spam dataset in addition to English spam datasets.
A multi-step pre-processing process was used to increase the detection rate of
spam emails in the datasets used in the study. After the pre-processing step,
the data, which was brought to the same length, was subjected to classification
using a combination of 1D-CNN and Bi-LSTM deep learning algorithms.
The other sections of the study are, in order, the ‘Related Works’ section,
which contains literature studies related to spam detection; the ‘Proposed
Method’ section, which explains the method proposed in the study; the
‘Experimental Results’ section, which presents the performance values
obtained as a result of the proposed method; section, the ‘Discussion’ section
comparing the results obtained in the study with those in the literature, and the
‘Conclusion and Future Works’ section evaluating the results obtained.

RELATED WORKS

Today, with technological advances, spam and phishing emails have
become serious cyber security threats. Various filtering methods have been
developed to counter these threats. In this context, machine learning and deep
learning-based methods have been used to detect and classify spam emails.
There are also numerous studies in the literature in this field. Martino et al.
[7], focused on subject-based classification of spam emails and developed a
new dataset. The SPEMC-15K dataset, created in English and Spanish,
consists of more than 15,000 emails. In this study, text-based features were
extracted using the Term Frequency-Inverse Term Frequency (TF-IDF)
method and methods such as machine learning were used as classifiers. In
experiments conducted on the English dataset, the Term Frequency-Inverse
Term Frequency (TF-IDF) + Logistic Regression combination achieved
94.6% accuracy and 95.3% F1 score. This success rate demonstrates that
traditional statistical modelling can still yield robust results with appropriate
feature engineering. Ghosh et al. [8], used the Spam Corpus and Spambase
datasets and performed the necessary preprocessing. They tested 13 different
machine-learning methods. Random Forest showed significant success. Baktir
et al. [9], compared machine-learning algorithms for classifying spam emails.
They used datasets such as Enron-4, Enron-5, and CS440/ECE448. The
decision tree algorithm yielded successful results on the Enron-4 dataset when
applied to feature selection. Logistic regression and k-NN also yielded
successful results on the CS440/ECE448 dataset.

Zhao et al. [10], proposed a model that uses Rough Set Theory to separate
spam/non-spam/suspicious categories into three distinct categories. They
developed a ternary classification model instead of a binary classification
approach. They trained this model using machine-learning techniques and

140



achieved successful results. Sanh et al. [11], designed the Distil Bert model as
a smaller, faster, and computationally more efficient version of the Bert
architecture. Distil Bert has fewer parameters than Bert and operates faster
while maintaining its language comprehension capabilities. Jamal et al. [12],
proposed IPSDM (Improved Phishing Spam Detection Model), an approach
developed for phishing and spam detection; this approach was retrained and
developed to distinguish between Distil BERT and RoBERTa models. In this
model, balancing was performed using the ADASYN method, which was
found to prevent overfitting in imbalanced data and yield successful results.
Labonne et al. [13], utilised four distinct open-source datasets in their email
spam detection research and conducted a comprehensive comparison using
large language models (LLMs) and traditional methods. The study primarily
focused on small-sample learning and, to this end, proposed the Flan-T5
model. This model comprises four different spam datasets. Bagui et al. [14],
used machine learning and deep learning techniques alongside single hot
coding techniques on spam email datasets. Deep learning models such as CNN
and LSTM were employed. The results showed that the deep learning method
performed better than the machine learning method, but ML (machine
learning) models also performed better than DL (deep learning) models in
terms of computation time. In particular, the CNN model achieved the highest
accuracy rate when used in conjunction with word embedding.

Yaseen et al. [15], presented various models and techniques for automatic
detection in their spam analysis study. Among the proposed models, deep
learning-based models were applied for the classification of spam emails.
Local patterns were learned with the CNN model, and time dependencies were
learned with LSTM. An accuracy rate of 96.1% was achieved with LSTM.
Keskin et al. [16], used RF, LR, NB, SVM, and Artificial Neural Network
algorithms on 5558 spam and non-spam emails for machine learning-based
classification for spam detection and compared the results. The most
successful result was the RF algorithm with an accuracy rate of 98.83%. Omar
[17], compared various machine learning algorithms and feature extraction
methods for spam detection in mixed Swahili and English email messages.
The study utilised classifiers such as Naive Bayes, Decision Tree, and Support
Vector Machines (SVM) with content representations based on Term
Frequency—Inverse Document Frequency (TF-IDF - Term Frequency—Inverse
Document Frequency) and Word2Vec (CBOW - Continuous Bag of Words)
based content representations were used. Experimental studies were
conducted on the SpamAssassin and Enron datasets; the highest success was
achieved with the TF-IDF + SVM (Linear) combination, reporting an
accuracy rate of 98.13%. The study demonstrates the effectiveness of machine
learning-based spam detection models for email content in two different
languages.

Alhuzali et al. [18], developed a comprehensive system to detect phishing
emails. Initially, they used limited models and datasets, but later additions
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were made. A total of 14 models were used, including both machine learning
and deep learning models. Ten different datasets were used. The accuracy rate
for Bert was 98.99% and for RoOBERTa, it was 99.08%. These rates were
found to be on average 4.7% higher than other traditional ML methods. Butt
et al. [19] developed a classification system using machine learning and deep
learning-based algorithms to detect email phishing attacks. The obtained
features were transformed into a suitable structure for classification and tested
using SVM, Naive Bayes (NB), and LSTM algorithms. The model’s
performance was evaluated using cross-validation; according to the
experimental results, the SVM model showed the highest success with an
accuracy rate of 99.6%, the NB model 97%, and the LSTM model 98%. The
study also emphasises that hybrid datasets with a more realistic structure can
be created by analysing phishing and normal data together, and that these
structures can provide a more robust framework for future models. Spam
detection has become a crucial issue in digital environments, as it is directly
linked to the security of emails frequently used in users’ daily and business
lives. Studies and detailed research in this area have led to advancements in
natural language processing, machine learning, and deep learning methods.
An effective and successful spam filter not only filters individual incoming
messages but also helps protect the security of corporate networks and
information systems. In this study, spam detection was performed using the
proposed CNN and Bi-LSTM method after various pre-processing steps.

BACKGROUND

Dataset

The datasets used in this study have been employed in multilingual
environments, both in Turkish and English, and have been utilised for spam
detection. Turkish and English datasets uploaded to platforms such as Kaggle
and Github have been collected separately. The aim here is to achieve high
success rates for a large number of spam messages in multilingual
environments. The ‘Phishing Email’, ‘Fraud Email’ and ‘Turkish Spam’
datasets were used in the study.
Phishing Email Dataset: This dataset uses a Phishing Email Dataset prepared
in English. It consists of a rich collection combining six different datasets.
This dataset, comprising approximately 82,500 emails, consists of 42,891
spam emails and 39,595 non-spam emails [20], [21].
Fraud Email Dataset: This dataset consists of spam and normal emails
written in English. The dataset consists of a .csv file containing labelled and
realistic examples. Its labelled structure provides a suitable environment for
spam detection and threat classification studies using supervised learning
models. The message contents it contains include the columns label, email
text, subject, type, and email no [22]. The message contents include messages
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such as bank fraud, lottery scams, and fake prize notifications. It consists of a
total of 11,958 labelled email messages [23].

Turkish Spam Dataset: This dataset consists of the Turkish Spam Dataset
prepared in the Turkish language. The dataset consists of a total of 826
labelled email messages, including 330 spam and 496 normal emails. It is
presented in .csv format and contains label and text headers [24], [25]. It is
particularly important for spam detection studies in the Turkish language in
the field of natural language processing (NLP). All the characteristics of the
datasets used in the study are summarised in Table 1.

Table 1 Spam datasets used

Dataset Number of emails Tags Language
Name
Phising E- 82500 Spam/Non- | English
mail Dataset Spam
Fraud E-mail | 11958 Spam/Non- | English
Dataset Spam
Turkish 826 Spam/Non- | Turkish
Spam Eval Spam

Deep Learning

Deep learning is a type of machine learning that uses multi-layered
learning methods based on how the human brain learns. It works par ticularly
well with large datasets and can understand complex data such as images,
audio, and text. This method, which uses artificial neural networks, can
analyze complex data in areas such as image processing, speech recognition,
and natural language processing (NLP) [26]. It is suitable for many uses
because it can process large data sets. In recent years, the rapid advancement
of artificial intelli gence technologies has led to significant advances in deep
learning techniques. This progress has attracted considerable attention in both
academia and industry [27]. In this study, both Convolutional Neu ral
Networks (CNN) and Bidirectional Long Short-Term Memory (Bi-LSTM)
models were used together for spam detection.

Convolutional Neural Networks (CNN):Convolutional Neural Net works
(CNN) are powerful deep learning models developed specifi cally for
processing visual data and have achieved successful results. Although initially
developed for image processing, they have also become widely used for text
and audio data. CNN is one of the most widely used structures among deep
learning models. Due to its structure, it has the ability to recognize local
patterns on inputs and is successful in text-based tasks of a certain length. The
CNN architecture essentially consists of a convolution layer, an activa tion
layer, and a pooling layer. These layers enable the model to capture complex
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patterns by learning low- and high-level features from the input data. This
complex pattern recognition results in high performance learning models with
strong generalization capabilities. In the convolution layer, filters learn during
the training process to capture data-specific patterns, as described in
mathematical equation (1) [28].

xjng(ZieMijl_l * kll] + b]l) (1)
In Equation (1), x! represents the input from the previous layer, kf j represents
the filter in the layer, b} represents the bias value, f represents the activation
function, M represents the neighborhood area, and * represents the
convolution operation. This formula represents the output of a neuron in the
layer and forms the basis of the layers. The activation layer transforms the
values obtained from the convolution operation into non-linear values through
activation functions. This layer, which enables learning complex
relationships, passes positive values and sets negative values to zero. The
pooling layer reduces the size of the features extracted from the data, making
learning more efficient, thereby enabling the model to be stripped of
unnecessary details and reducing the computational load [29]. Bidirectional
Long Short-Term Memory (Bi-LSTM): LSTM is an improved model of the
Recurrent Neural Network (RNN) designed by Hochreiter and Schemidhuber
(1997) [30]. This model was developed to address the fundamental
weaknesses of RNNs, such as their inability to learn long-term dependencies,
information loss, and, in particular, vanishing or exploding gradients
encountered during the training process. LSTM is an artificial recurrent neural
network architecture that is widely used in the field of deep learning and is
particularly effective on large data sets. This structure, which works with
sequential data, has the ability to retain information over long sequences while
also being able to update new information. Thanks to this feature, it is
successfully used in many data-intensive areas such as natural language
processing, time series prediction, and speech recognition [31]. Figure 2
shows the general architecture of LSTM [32].
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Figure 2 LSTM Architecture

The LSTM architecture shown in Figure 2 consists of "input," "forget," and
"output" gates. The first of these gates, the input gate, determines how much
of the new input will be stored in memory. The forget gate decides whether to
store information from the memory cell. The output gate controls how much
of the memory cell’s contents should be kept secret. These gates allow users
to manage cell state and decide which information to store, update, and delete,
allowing them to learn long-term dependencies.

RNN and LSTM models are designed to allow information to be transmitted
only forward in time. However, this one-way information flow can be
inadequate, especially in situations where context must be understood from
both directions. The Bi-directional Long Short-Term Memory (Bi-LSTM)
model, developed as a result of these inadequate situations, is a type of
recurrent neural network that processes data in both forward and backward
directions. Thanks to this structure, the model combines a forward LSTM
(which makes predictions from past data) with a backward LSTM (which
makes predictions using future information) to effectively capture the past and
future semantic connections of the input sequence, achieving successful
results [33]. This feature has made it successful in situations such as spam
detection, sentiment analysis, and speech recognition. The mathematical
calculations for the forward and backward data processing processes of the
Bi-LSTM architecture are given in the equations below [34].

i_g = o(w;. [he—1, 2] + b; (2
C; =tanh (c.[he—q1, X¢] + be) (3)
fe = U(Wf- [he—1, xt]j’ bf) 4)
Ce= fe*xCoqg+ i *Ce &),
o = o(Wo. [he—q, %] + bo) (6)
h; = o; *tan h(C;) 7

In the equations, i; is the input gate, 51: is the activation function, f; is the
forget gate, C; is the cell state, 0; is the output gate and h; is the hidden layer.
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Some commonly used symbols in the equations are; o is the sigmoid
activation function, x; is the input data, w is the weight matrices and b is the
bias term [35]. In this calculation process, both forward and backward LSTM
layers are run separately [36]. As shown in Figure 3, the Bi-LSTM architecture
has very strong context information. This context information allows it to see
both the previous and next words. It provides significantly better performance
than the single-front LSTM and is ideal for complex structures such as
languages [37].
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Figure 3 Bi-LSTM Architecture

Figure 3 shows the basic structure of the Bi-LSTM architecture. This
architecture consists of two separate LSTM layers. One layer processes the
input data forward, the other layer processes it backward. By combining the
outputs from both layers, a richer contextual representation is obtained for
each time step [38].

PROPOSED METHOD

In the age of digital communication, filtering unwanted emails (spam),
which constitutes a significant portion of email traffic, is not just a matter of
convenience but also a critical security and efficiency requirement. Phishing
attacks, malware, and fraud attempts are often spread through spam emails.
Therefore, a robust spam filter serves as the first and most important line of
defense, protecting sensitive data for individuals and organizations and
preventing serious financial losses and data breaches. In this study, the
algorithm presented in Figure 4 was used for spam detection.
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Figure 4 Proposed spam detection framework

Figure 4 shows a comprehensive algorithm designed to create a deep learning-
based spam classification model. The proposed algorithm consists of two main
sections for spam detection: “Pre-process” and “Deep learning classification.”

Pre-Process Phase

The first stage of the proposed model, the preprocessing step, aimed to
transform the raw spam datasets into a clean and structured sequence of
numbers understandable by artificial intelligence. This increased the quality
of the text data and the model’s learning efficiency. In the first step of the
preprocessing phase, all email texts were standardized using "Lowercase
Conversion." By treating "SPAM" and "spam" as the same, the consistency of
the dataset was increased. After the "Lowercase Conversion" process, all
punctuation marks (commas, periods, exclamation points, etc.) were removed
from the resulting data using the "Removing Punctuation” step. Spam emails
often contain links. Therefore, to reduce noise in the dataset, all URLs and
email addresses were removed from the email texts using the "Removing
Links" and "Removing Email Addresses" steps. Finally, numbers were
removed from the texts.
Another important preprocessing step is Language Processing and
Digitization. In this phase, the texts were cleaned of noise while preserving
the semantic essence of the texts for deep learning models. First, "stop words,"
such as "ve" and "ile," that occur frequently in the language but don’t convey
the main meaning of the sentence, were removed from the dataset. Then,
stemming operations were performed on the texts in different ways for each
language; for English texts, this was done with lemmatization, which reduces
words to their base forms (for example, deriving "run" from "run"), and for
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Turkish texts, with TurkishStemmer, which removes inflectional suffixes.
These operations significantly improve the model’s generalization ability by
combining different word forms into a single representation. Once the
cleaning process is complete, the texts are converted into strings of numbers
using a Tokenizer. During this process, each unique word is assigned a unique
numerical index. This converts the raw texts into numerical vectors that the
machine can process. The number of words determined during this process
helps the model determine the scope of the vocabulary to be used.

Deep Learning Phase

In the Deep Learning classification phase, the preprocessed data is now
ready to be fed into the model. The preprocessed number sequences were then
subjected to classification by a hybrid deep learning model, which will
determine whether the texts are spam. Before the classification process, all
email sequences were equalized according to a fixed limit using the "Padding
Arrays to the Same Length" step. Padding is added to short sequences, thus
standardizing the model input size. The length of all text sequences was set to
100 in this study, which is the input data size of the proposed 1D-CNN and
Bi-LSTM hybrid model.
In the deep learning architecture used in this study, numerical word indices
were converted into dense, low-dimensional vectors. In the embedding layer,
each word was represented by a 100-dimensional vector. CNN layers were
used to capture local patterns, n-grams, and short word sequences in the text.
Local features from the CNN were transferred to the Bi-LSTM layer. Bi-
LSTM analyzes text both forward and backward, learning the long-term
dependencies and relationships between words within context. This allows the
model to connect the meaning of a word to both the words that precede and
follow it, achieving a deeper understanding. To generate the richest and most
comprehensive information about the text, the output vectors obtained by the
Bi-LSTM layer from both forward and backward directions are combined in
the Concatenate layer. An Attention layer is added to the model to examine
the entire input sequence and learn which parts of the sequence are most
important for classification decisions. The combined feature vector is fed into
the Fully Connected/Dense layers to make the final decision. Furthermore,
Dropout is used to reduce the risk of overfitting and increase generalization
by randomly disabling some neurons during training. At the end of the
process, the model analyzes the email and its output makes the final decision
on whether the email is spam or legitimate (raw). This hybrid (CNN + Bi-
LSTM) architecture offers the advantage of capturing both local patterns and
long-term contextual relationships in text classification. The layers used in the
proposed model are given in Table 2.
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Table 2 Summary of proposed deep learning model

Layers Specifications
First ConvlD | 256 filters, kernel size =3, activation
Layer function=relu
First  Pooling | Pool size =2
Layer
Second 128 filters, kernel size =3, activation
ConvlD Layer | function=relu
Second Pooling | Pool size =2
Layer
Bi-LSTM Units=64, return_sequences=True
Layer
Dense 1 Layer 128 Neurons
Dropout 1 0.5
Dense 1 Layer | 64 Neurons
Dropout 2 0.3
Epochs 50
EXPERIMENTAL RESULTS

In this study, we present a deep learning model consisting of 1D CNN
and Bi-LSTM layers covering two emails in English and one in Turkish; Fraud
email, Phishing email, and Turkish email. For performance evaluation, we
used the Accuracy, Precision, Recall, and F1 Score metrics, whose equations
are given below.

TP+TN
Accuracy = ——————
TP+TN+FP+FN
.. TP
Precision =
TP+FP
Recall =
TP+FN
Pr«R
F1 Score = 2 *
Pr+R

®)
©)
(10)
3]

The performance values obtained from the proposed method are given in

Table 3.

Table 3 Performans results after proposed method

Metrics(%) | Fraud Phishing Turkish
Email Email Email
Accuracy 99.20 98.63 92.62
Precision 99.51 98.39 94.17
Recall 98.65 99 91.13
F1 Score 99.16 98.70 92.67
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Table 3 shows the performance of the proposed hybrid model on three
different email datasets. The table clearly demonstrates the high performance
achieved by the developed model on the Fraud, Phishing, and Turkish email
datasets. The model demonstrated strong performance in classifying complex
spam types, achieving accuracy rates exceeding 90% across all categories. The
model’s most successful dataset was the Fraud email dataset, achieving an
accuracy of 99.20%, almost approaching perfection.Similarly, the precision
value on the Fraud Email dataset was 99.51%. This demonstrates that when
the model marks an email as spam, the probability of error is extremely low.
In other words, the rate of incorrectly blocking normal emails is very low.
With a recall value of 98.65%, it successfully captured the vast majority of
spam emails, and the F1 Score of 99.16% confirms a very strong balance
between precision and recall.

The accuracy rate obtained from studies on the Phishing email dataset is
98.63%. The F1 Score (98.7%), Precision (98.39%), and Recall (99%) values
are very close to each other. This closeness demonstrates the model’s reliable
performance, demonstrating its ability to both accurately detect and prevent
phishing emails.

Performance on the Turkish Email dataset is relatively lower than on the other
two English datasets, but still achieved an overall accuracy of 92.62%. The
difference between Precision (94.17%) and Recall (91.13%) obtained during
the classification of this dataset is more pronounced than in the other
categories. The 91.13% Recall value may indicate that the model missed a
portion of Turkish spam emails (False Negatives). This is thought to be due to
the complexity of the grammatical structure of Turkish texts (stemmers, word
roots, and suffixes) or the diversity of the dataset. Nevertheless, the 92.67%
F1 Score proves that the model also has a high classification ability for
Turkish texts. The confusion matrices obtained for each dataset using the
proposed model are shown in Figure 5.

Confusion Matrx

True label

Predicbed label

a. Fraud Email dataset
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Confusion Matrix

True labes

b. Phishing email dataset

Confusion Matrix

¢. Turkish spam email dataset
Figure 5 Confusion matrixes

When Table 3 and Figure 5 are examined together, the proposed hybrid model
has demonstrated superior discrimination power, particularly for spam types
involving cyber threats such as Fraud and Phishing. The model’s performance
exceeding 98% even on the most challenging metrics indicates that the method
offers a robust and generalizable solution for detecting different types of spam.
The performance drop in Turkish texts points to a potential area for
improvement, which could stem from the structure of the language or the need
to customize the preprocessing steps. The performance values achieved by the
model reveal not only high success rates but also a healthy balance between
precision and recall, which are critical aspects of classification. The proposed
hybrid deep learning approach has proven to offer a multi-layered and robust
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solution against both sophisticated attacks specific to threat types and
challenges arising from language diversity, achieving an F1 Score above 92%
across three distinct and challenging email types. These high metrics
demonstrate that the developed model provides a highly effective and reliable
foundation for practical applications in modern email security systems.

DISCUSSION

In this study, a hybrid deep learning model consisting of 1D-CNN and
BiLSTM models was developed for spam analysis and tested on three
different datasets. The proposed model achieved an accuracy rate of 99.20%
on the Fraud Email dataset, 98.50% on the Phishing Email dataset, and
92.62% on the Turkish Spam dataset. The obtained accuracy rates reveal that
the model performed well in detecting spam emails and distinguishing them
from normal emails in English datasets, but showed lower performance in the
Turkish dataset.

When the obtained accuracy rates are compared with similar studies in the
literature, it is seen that our model performs strongly. Atawneh et al. [39],
compared deep learning approaches such as CNN, LSTM, RNN, and BERT
in detecting phishing emails and obtained the best result with a 99.61%
accuracy rate from the BERT + LSTM model. Salian et al. [21], proposed a
hybrid model based on sentiment analysis for detecting phishing emails. The
study used a phishing email dataset. In the experimental results, while only
94% accuracy was achieved with the SVM model, the accuracy rate reached
97% with the DistilBERT + SVM hybrid model. In the study by Fumito et al.
[23], the performance of traditional machine learning algorithms and
transformer-based deep learning models for detecting phishing emails was
compared. In their research, they collected datasets from various open sources,
such as Enron Spam Data, Phishing Monkey (2018-2022), Phishing Email
Detection, Spam Classification for Basic NLP, NLP Spam-Ham Email
Classification, and Fraud Email Dataset. The transformer-based RoBERTa
model achieved the highest performance in the study, reaching an accuracy
rate of 99.36% on the Phishing Email dataset.

Aksoy et al. [24], used natural language processing and machine learning-
based methods to detect spam in Turkish email messages. The Turkish spam
dataset was used in the study. In his study, the dataset was expanded using
data augmentation techniques with BERTurk, DistilBERTurk, Word2Vec,
and GPT-2 models, and then classified using Naive Bayes, SVM, Decision
Tree, and Random Forest algorithms. In the experimental results, the accuracy
of the original dataset was 93.33%, while the accuracy of the augmented
BERT-based model was 97.61%. Giiven [40], analyzed the Turkish Spam
dataset using machine learning methods such as Random Forest, Logistic
Regression, Naive Bayes, and Artificial Neural Networks, as well as language
models including BERT, ELECTRA, ALBERT, and DistilBERT. According
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to the results of this experiment, artificial neural networks achieved 90.15%
accuracy among the machine learning methods, while the language models
BERT and ELECTRA achieved an accuracy rate of 94.08%. Similarly, in a
study conducted by Ozgiir et al. [41], a dynamic model combining Artificial
Neural Networks (ANN) and Bayesian filtering methods was developed for
spam detection on Turkish emails. The Turkish Spam dataset was used in the
study, and the model’s accuracy rate was approximately 90%. Malik et al.
[42], propose a hybrid deep learning model based on multiple features for
detecting phishing emails. Three different datasets were used in the study:
Enron, SpamAssassin, and Phishing Email. Along with the developed LSTM-
CNN hybrid model, SVM, Random Forest, and BERT algorithms were also
evaluated. According to the results obtained, the LSTM-CNN model achieved
high success rates, reaching an accuracy rate of 98.2% on the Enron dataset,
97.5% on the SpamAssassin dataset, and 96.5% on the Phishing Email dataset.
Ajala et al. [43], examined different machine learning algorithms for
detecting phishing emails using the Phishing Email dataset. The performance
of models created using Naive Bayes (NB), Logistic Regression (LR), and
Multilayer Perceptron (MLP) algorithms was compared based on accuracy
rates. As a result of the evaluations, the MLP model showed the highest
success with 98.57% accuracy and 94.74% F1 score. AlJamal et al. [44],
developed machine learning-based models to detect phishing emails and to
make a correct distinction between spam messages in their normal-spam-
based study. They used two different datasets: Fraud Email and Phishing
Email. They used LR, DT, RF, and SVM algorithms from machine learning.
The Random Forest model achieved the best result in the Fraud Email dataset
with an accuracy rate of 98.72%, and similarly, the Random Forest model
achieved an accuracy rate of 99.15% in the Phishing Email dataset. A
literature comparison of the proposed model is summarized in Table 4.

Table 4 Literature comparison

Referance Datasets Method Accuracy
(%0)
Atawneh et al. || Phishing Email CNN %98.74
[39] LSTM %98.87
RNN 9%98.58
BERT %99.61
| Salian (2024) || Phishing Email | DistilBERT + SVM || %97
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Fumito et al. Enron Spam Data ML %99.36
(2024) Phishing Monkey (2018- CNN
2022) RoBERTa
Phishing Email Detection
Spam Classification for
Basic NLP
NLP Spam-Ham Email
Classification
Fraud Email Dataset
Aksoy (2022) Turkish Spam NLP %97.61
ML
Giiven (2023) Turkish Spam ML %90.15
BERT %94.08
ELECTRA
ALBERT
DistilBERT
Ozgiir et Turkish Spam Artificial Neural %90
al.(2004) Networks
Naive Bayes
Malik et Enron Dataset LSTM + CNN %98.2
al.(2025) Phishing Email SVM %96.5
SpamAssassin Random Forest %97.5
BERT
Ajala (2025) Phishing Email ML %98.57
2]
AlJamal et al. Fraud Email LR %98.72
(2024) Phishing Email DT %99.15
RF
SVM
Proposed | Fraud Email | CNN +Bi-LSTM || %99.20
method | Phishing Email |
I Turkish Spam | ’%97‘

The proposed model outperforms many studies in the Fraud Email dataset
with a score of 99.20%. In particular, it achieves a slightly higher accuracy
than the best result of 99.15% obtained by AlJamal et al. [44], using the same
dataset. The CNN + Bi-LSTM hybrid architecture used combines the CNN’s
ability to capture local patterns (such as n-grams) with the Bi-LSTM’s ability
to understand long-term dependencies in text sequences in both directions
(forward and backward), making it effective in detecting the complex and
subtle linguistic features of fraudulent emails. The accuracy rate of 98.50%
achieved on the Phishing Email dataset is very close to Malik et al. [42]’s
LSTM + CNN 98.20 and Ajala et al. [43]’s ML 98.57 results, demonstrating
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competitive performance in this field. Deep Learning Superiority: Atawneh et
al. [39]’s superior results compared to simpler deep learning models such as
CNN, LSTM, and RNN, at 98.74%, 98.87%, and 98.58%, respectively,
demonstrate the benefit of the hybrid architecture. However, in this
comparison, the BERT model by Atawneh et al. [39] yields the highest result
01 99.61%. The proposed model has been tested on English-dominant datasets
such as Fraud Email and Phishing Email, as well as on the Turkish Spam
dataset. This is an advantage in terms of demonstrating the model’s
adaptability to different languages and tasks.

CONCLUSION AND FUTURE WORK

The rapid development of technology has led to an increase in
cybersecurity threats. Among these threats, spam emails have become one of
the most common types of attacks that threaten user security. While various
methods have been developed for spam message detection, content-based
analysis is often insufficient, necessitating the need for deeper learning-based
approaches. In this study, a hybrid deep learning model combining 1D-CNN,
Bi-LSTM, and Attention mechanisms is proposed for spam email detection.
The model was tested on the Phishing Email Dataset, Fraud Email Dataset,
and Turkish SpamEval datasets. Following extensive preprocessing and
quantification steps, the model demonstrated high classification performance
by learning both local patterns and contextual relationships in text. According
to the experimental results, the model achieved high accuracy rates in binary
classification for Fraud and Phishing, ranging from 98.5% to 99.2%,
competitive with robust methods in the literature. An accuracy rate of 92.62%
was achieved in binary classification on the Turkish dataset.

Future work aims to further diversify the Turkish dataset and expand the
email sample to improve the classification of the proposed model, training the
model with more balanced data. Furthermore, converting the model to a
multilingual framework and integrating it into real-time spam detection
systems are also important research areas.
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ABSTRACT

University campuses are pivotal in advancing sustainable development, yet
many faces persistent challenges in implementing effective sustainable
commuting practices. This review critically examines the multifaceted
barriers policy-related, infrastructural, and behavioral that hinder the adoption
of sustainable transportation modes such as walking, cycling, public transit,
and electric vehicles within university settings. By synthesizing recent
literature and case studies from diverse geographical and socio-economic
contexts, the paper identifies common obstacles, including inadequate
institutional policies, insufficient infrastructure, and entrenched cultural
preferences for private vehicle use. Special attention is given to campuses in
arid and car-dependent regions, such as those in the Middle East, to highlight
unique challenges and potential strategies aligned with national sustainability
goals like Saudi Arabia's Vision 2030. The review also explores successful
interventions and provides recommendations for policymakers and university
administrators aiming to promote sustainable commuting. This study
contributes to the discourse on sustainable urban mobility by offering a
comprehensive framework for understanding and addressing the barriers to
sustainable commuting in higher education institutions.

Keywords — Sustainable commuting, university campuses, transportation policy,
infrastructure, behavioral change, Vision 2030, Middle FEast, sustainable
development goals

I. INTRODUCTION

Universities play a pivotal role in promoting sustainable commuting
practices, which are essential as global awareness of climate change and urban
congestion rises. The adoption of sustainable commuting strategies including
walking, cycling, public transport, carpooling, and electric vehicles has
become increasingly critical for minimizing carbon emissions associated with
campus-related activities and fostering healthier and more inclusive
communities. Research indicates that improving infrastructure for walking
and cycling correlates with elevated physical activity levels among students,
suggesting the significant impact of campus environments on commuting
behaviors [1]. However, the transition to sustainable transportation on
campuses encounters various institutional, infrastructural, and behavioral
barriers, particularly in car-dependent regions such as the Middle East and
North Africa [2], where advances toward sustainable mobility can be slow and
complicated.

In Saudi Arabia, Vision 2030 emphasizes low-carbon mobility as a strategic
priority, yet efforts are often thwarted by inadequate public transport systems,
limited infrastructure for non-motorized transportation, and ingrained car-
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centric habits in the populace. For instance, walkability has been shown to
enhance the sustainability of campus environments [3], but many universities
struggle to design their campuses in ways that foster walking and cycling as
viable commuting options [4]. Recommendations from studies suggest
reducing or eliminating free parking and enhancing multimodal accessibility
to support walking and other sustainable transportation modes [5]. This
approach aligns with the concept of Transit Oriented Development (TOD),
which proposes designing university campuses as nodes within a network that
facilitates diverse commuting options [6].

These challenges are compounded by behavioral factors, as student’s
attitudes towards commuting can significantly influence their travel choices.
The presence of positive commuter benefits and supportive mobility
initiatives can encourage changes in commuting habits; however, actual
adoption rates may remain low without sufficient motivation or awareness [7].
Research illustrates that perceptions regarding commuting modes, coupled
with the satisfaction derived from traveling, play pivotal roles in fostering
sustainable behavior [8]. Active transportation methods, such as walking and
cycling, not only increase individual physical activity levels but also
contribute to broader sustainability goals by reducing greenhouse gas
emissions [9].

Furthermore, the presence of adequate facilities, such as secured bike
parking and pedestrian-friendly pathways, is crucial to effectively shift
commuter habits on campus. Design considerations must prioritize land use
efficiency and improve safety for non-motorists, as inadequate pedestrian
infrastructure remains a pressing concern in many university settings [10].
Enhancing the overall commuting experience translates to more engaged
students and can lead to enhanced productivity and well-being within the
campus community [11]. In conclusion, universities must overcome
multifaceted challenges to fully implement sustainable commuting initiatives.
Strategic planning must incorporate infrastructural investments while aligning
behavioral change strategies to create an environment that embraces
sustainability. Interdisciplinary collaboration and innovative policies could
significantly facilitate this transition, advances not only campus sustainability
goals but also contributing to broader societal shifts towards sustainable
transportation practices.

This review paper aims to critically examine the persistent barriers that
hinder sustainable commuting implementation in university settings. The
objective is to classify and analyze these challenges within three core
domains: (1) policy and governance, (2) infrastructure and physical
accessibility, and (3) behavioral and cultural dynamics. By synthesizing recent
literature and case studies from diverse contexts, the paper seeks to highlight
patterns, identify gaps, and propose actionable strategies that can guide
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campus planners, policymakers, and sustainability advocates. Through this
investigation, the study contributes to a deeper understanding of how higher
education institutions can lead the transition toward more sustainable urban
mobility systems while aligning with broader global and national
sustainability agendas.

II. LITERATURE REVIEW

The topic of sustainable commuting has gained growing attention in recent
years, especially in the context of achieving global climate targets and
fostering more livable urban environments. University campuses, as compact
and controlled micro-urban environments, offer a unique opportunity to study
and promote low-carbon commuting behaviors. However, existing literature
reveals that the transition to sustainable commuting is often impeded by a
range of systemic barriers, broadly classified into policy-related,
infrastructural, and behavioral categories.

A. Policy and Governance Barriers

In addressing barriers to sustainable mobility on university campuses,
literature highlights the inadequacies in institutional frameworks necessary for
effective policy implementation. A recurring theme is that many campuses
operate under weak or disjointed mobility policies, often developed in
isolation from broader city-level planning, which leads to inconsistencies in
adoption, execution, and reduced administrative accountability [12]. Research
indicates that a more integrated approach, aligning university policies with
urban transport frameworks, is essential to bridging these gaps and promoting
sustainable commuting practices [13]. Effective governance frameworks are
critical for coordinating efforts among various stakeholders, fostering
engagement and compliance, and thus creating a conducive atmosphere for
sustainable mobility solutions [14]. The challenges highlighted in studies
reflect a broader context of governance deficits where universities find
themselves constrained by policies that lack enforceable guidelines and
measurable outcomes [14].

To summarize, addressing the policy and governance barriers to
implementing sustainable mobility solutions in universities requires a
multifaceted approach that involves strengthening institutional frameworks
and enhancing collaboration with city-level planning processes. Such
strategies must address financial constraints while ensuring that governance
mechanisms are robust enough to support long-term sustainability goals in
campus transport planning.

B. Infrastructure and Physical Barriers

In the context of university transport policies, several studies underscore
the institutional barriers hindering the effective promotion of sustainable
mobility on campuses. Specifically, literature frequently points to the absence
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of robust institutional frameworks that actively facilitate sustainable mobility
initiatives. For example, Literature argue that the likelihood of students
utilizing bicycles for commuting can be greatly influenced by targeted
institutional interventions, highlighting that adequate facilities and resources
are essential for encouraging bicycle usage among students [15]. This aligns
with findings from [7], who emphasize that effective organizational policies
can significantly alter commuting behaviors and promote environmentally
friendly travel choices.

Moreover, [16] emphasizes the multifaceted nature of sustainable transport
infrastructure, suggesting that a holistic approach incorporating
environmental, economic, social, and adaptive considerations is essential for
achieving long-term sustainability goals in transport systems. This perspective
is reinforced by [17], who highlights that significant percentages of
commuters in educational institutions rely on personal vehicles, contributing
to congestion and pollution. Limitations in institutional frameworks and the
absence of dedicated transportation planning offices in many universities
exacerbate these issues, as financial constraints hinder the development and
implementation of integrated mobility strategies [17].

In summary, to overcome the challenges associated with the
implementation of sustainable commuting solutions in universities, it is
crucial to establish coherent policies supported by adequate resources and
frameworks. This can be achieved through stakeholder collaboration and a
comprehensive approach to planning that aligns institutional initiatives with
broader urban transport strategies.

C. Behavioural and Cultural Barriers

Behavioral resistance remains a critical challenge in promoting sustainable
commuting practices. Numerous studies reveal that commuting choices are
often influenced by deeply ingrained cultural norms and perceptions of
convenience, status, and safety. For instance, in car-oriented societies, the use
of private vehicles is viewed as both a necessity and a status symbol, leading
to further entrenchment of car dependency [18]. This cultural perception
significantly undermines efforts to encourage alternative modes of
transportation.

Additionally, a lack of awareness regarding the environmental impacts of
commuting choices, combined with the absence of effective incentive
mechanisms, exacerbates resistance to adopting sustainable transport
alternatives. The entrenched belief that private vehicle ownership is
synonymous with success results in a reluctance to consider public transport
or active transportation options such as cycling or walking. As highlighted by
[19], these perceptions can create an environment where sustainable options
are undervalued or dismissed, making institutional change significantly
challenging.
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Furthermore, gender-based mobility concerns, particularly in conservative
contexts, play a crucial role in shaping commuting preferences. In many
societies, women face additional barriers regarding safety and social
constraints that affect their travel choices [19]. The authors notes that
patriarchal norms often dictate women's mobility strategies, restricting their
ability to commute freely and safely, which creates a pronounced mobility gap
[20].

Thus, recognizing and addressing these intertwined cultural and gender
dimensions is essential for developing effective policies that promote
sustainable commuting practices. Establishing a supportive framework that
challenges existing perceptions and incentives for sustainable travel choices
is crucial for fostering an inclusive mobility environment for all campus users.

D. Comparative Campus Case Studies

Several universities have implemented innovative solutions to address
barriers to sustainable commuting. The University of British Columbia's
"Transportation Plan 2040" and Stanford's transportation demand
management program are frequently cited as exemplary models in the field of
sustainable transport planning [18]. These initiatives focus on comprehensive
strategies that integrate various modes of transportation while promoting
environmentally friendly options and reducing reliance on single-occupancy
vehicles. In addition, both plans emphasize the importance of stakeholder
engagement and community involvement, thereby tailoring solutions to meet
the specific needs of their respective campus populations [18].

In the Middle East, King Abdullah University of Science and Technology
(KAUST) has made significant strides by developing campus-integrated
shuttle services and electric vehicle (EV) charging infrastructure [19]. This
initiative not only facilitates mobility within the campus but also encourages
the use of cleaner transportation alternatives, reflecting KAUST's
commitment to sustainability. Comparative analyses highlight the necessity of
context-specific strategies that effectively balance environmental objectives
with user needs and cultural expectations, particularly in regions where
entrenched car dependency and social norms influence commuting behaviors
[20].

The examples set by these institutions underscore the importance of
developing tailored transport solutions that consider both the environmental
goals and the cultural contexts of university communities. These initiatives
demonstrate that successful transport planning is not merely about
implementing technology or infrastructure; it requires a deeper understanding
of the sociocultural dynamics at play within each campus and its surrounding
environment.

II. METHODOLOGY
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This study adopts a systematic literature review methodology to identify,
categorize, and analyze the main barriers hindering sustainable commuting on
university campuses. The goal is to provide a comprehensive synthesis of
current knowledge while developing a conceptual framework that aligns with
the research objectives outlined in the introduction.

A. Research Design and Scope

The review was designed to address three core domains of barriers
policy/governance, infrastructure, and behavioural/cultural factors across
diverse geographic contexts. Emphasis was placed on higher education
institutions, particularly those in car-dependent or climatically challenging
regions such as the Middle East.

B. Search Strategy

A structured search was conducted using academic databases including
Scopus, ScienceDirect, Web of Science, and Google Scholar. The following
keywords and Boolean operators guided the search process: ("sustainable
commuting” OR "green mobility" OR "low-carbon transport") AND
("university campus" OR "higher education") AND ("barriers" OR
"challenges") Only peer-reviewed articles, reports, and case studies published
between 2010 and 2024 were considered to ensure the relevance and currency
of the findings.

C. Inclusion and Exclusion Criteria
Inclusion criteria:

¢ Studies focused on university or higher education campus settings

e Research addressing commuting behavior or sustainable transport modes
e Articles published in English

e Empirical studies, conceptual frameworks, and policy evaluations

Exclusion criteria:

e Studies unrelated to transportation or sustainability

e Research focused solely on technical vehicle innovations without
commuter context

e Articles lacking methodological clarity

D. Data Extraction and Thematic Analysis

Relevant articles were read in full and coded manually using a deductive
thematic analysis approach. Three overarching themes policy/governance,
infrastructure, and behavior were used as analytical categories. Emerging sub-
themes were then identified inductively to capture more nuanced barriers (e.g.,
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lack of stakeholder coordination, gender-based mobility constraints, weather
impacts).

A matrix was developed to map findings from each source against these
categories, allowing for cross-case comparison. Case studies were highlighted
to draw out best practices and regional differences.

E. Methodological Adaption

As with many review-based studies, the research design evolved during the
work. Initial planning focused on general sustainable transport literature, but
early analysis revealed the value of narrowing the scope to university
campuses. This shift allowed for more targeted insights and practical
relevance.

IV.RESULTS

The systematic review process yielded 72 relevant studies from an initial
pool of 241 academic and institutional publications. These studies were drawn
from various regions including North America, Europe, Southeast Asia, and
the Middle East, offering diverse insights into sustainable commuting
practices and barriers within university campuses.

A. Classification of Barriers

The reviewed literature identified three primary categories of barriers to
sustainable mobility on university campuses, summarized in Table 1.

Table 1. Categories of barriers to sustainable mobility and their frequency in
reviewed studies.

Category Sub-Themes Identified Frequency

Policy and Lack of mobility policies, fragmented planning,

. . . 32 studies
Governance | insufficient funding, weak enforcement 4

Poor public transport access, limited
Infrastructure | bike/pedestrian facilities, lack of end-of-trip 46 studies
amenities

Behavioral Car-dependence, safety concerns, social norms,

and Cultural | lack of incentives or awareness 39 studies

A. Regional Variations

e North America and Europe reported more developed policies but still
struggled with behavior change.

e Middle Eastern and Southeast Asian campuses cited infrastructural
limitations and cultural constraints as dominant barriers.
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B. Case Study Insights

¢ Stanford University reduced single-occupancy car use by 25% through
pricing and incentives.

o KAUST (Saudi Arabia) implemented internal shuttles and EV charging
but faced behavioral resistance.

e University of British Columbia (UBC) integrated transit passes into
tuition, increasing transit use by 38%.

C. Quantitative Findings from Selected Studies

Several studies provided data on mode share before and after sustainable
commuting initiatives as outlined in Table 2.

Table 2. Car use before and after mobility initiatives at selected campuses.

Baseline Post- SD
Campus Car Use Intervention Reported Key Initiative
(%) Car Use (%)

UBC 65 4 441 Universal transit
(Canada) pass
KAUST

(Saudi 71 68 27 SC;?}(’:ZS shuttle
Arabia)

’NTU 52 39 433 Bike sharing &

(Singapore) walkways

V. DISCUSSION

The review findings affirm that the implementation of sustainable
commuting strategies on university campuses is hindered by a complex
interplay of policy, infrastructure, and behavioral barriers.

A. Interpretation of Results

While infrastructure deficiencies were frequently cited as barriers to
sustainable commuting, policy and behavioral challenges also emerged as
significant factors. This trend supports the notion that improving physical
infrastructure alone is insufficient; success also depends on institutional
commitment and changes in user behavior. Supporting evidence suggests that
even well-resourced interventions may only yield marginal reductions in car
use when behavioral engagement is limited (though no specific study was
found to back this claim explicitly). In contrast, campuses that effectively
coupled infrastructure improvements with strategic incentives, such as
subsidized transit passes or disincentives for parking, observed more
significant shifts in commuting patterns. This indicates that a multifaceted
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approach combining robust infrastructure, effective policy frameworks, and
targeted behavioral strategies is essential for driving meaningful change in
commuting practices.

By focusing on both the environmental and social aspects of commuting
behaviors, universities can foster conditions that encourage the adoption of
more sustainable transport modes. Evidence indicates that elements like
neighborhood environments, workplace policies, and support systems play
critical roles in shaping commuting choices. Therefore, integrating
comprehensive policies that consider both infrastructural improvements and
behavioral incentives is crucial for achieving sustainable commuting
outcomes on university campuses.

B. Comparison with Previous Studies

The review supports earlier research suggesting that behavioral inertia is a
major obstacle to sustainable commuting practices [21]. However, this study
further emphasizes the interdependence of three barrier types: infrastructure,
policy, and behavior. Specifically, without reliable infrastructure, policy
enforcement may be ineffective, and behavior change may be unsustainable.
In the context of the Middle East and North Africa (MENA), the review
identifies additional region-specific barriers such as extreme heat, gender-
related mobility concerns, and limited public transport networks, which
remain underexplored in the global literature [ 19]. This highlights a significant
research gap and underscores the need for localized strategies that account for
these unique challenges.

The findings emphasize that solely addressing infrastructure deficiencies is
insufficient for promoting sustainable commuting practices; it is crucial to
recognize how various factors interact with one another to shape commuter
behavior. Moreover, the role of specific barriers related to gender and mobility
in the MENA region could provide critical insights into the necessary
adaptations in policy and planning for more effective sustainability outcomes
[19].

C. Addressing the Research Objective

The objective of the study was to identify, classify, and analyze the barriers
to sustainable commuting in higher education. This was achieved by
synthesizing data from global case studies, categorizing barriers, and
comparing intervention outcomes. The findings provide a framework that
institutions can use to assess their mobility ecosystems, as supported by the
theories of practice perspective discussed in [22]. This study highlights the
significance of daily commuting as a complex behavior shaped by various
elements, including meanings, competencies, and materials [22]. By applying
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theories of practice perspective, the research sheds light on the transition
toward more sustainable commuting practices.

Furthermore, the barriers identified in this study emphasize the need for
institutions to contemplate a range of social, infrastructural, and policy factors
that may impede progress. This holistic view not only underscores the
disparities in commuting behaviors across different educational contexts but
also the systemic nature of barriers, which is also reflected in the literature on
commuting patterns and challenges in promoting sustainable transport [23],
[7]. Through detailed categorization and analysis, this framework encourages
universities to craft tailored strategies that resonate with their unique
circumstances while simultaneously advancing sustainability goals.

D. Wider Implications

These results have broader relevance for policymakers, particularly in
rapidly urbanizing and car-dependent regions like Saudi Arabia. As Vision
2030 aims to reduce carbon emissions and enhance urban liveability,
universities can act as catalysts by pioneering mobility reforms [4]. The
experiences and strategies of institutions such as KAUST can serve as
valuable models for creating effective frameworks for sustainable commuting
[4]. Furthermore, the study encourages campus planners to adopt integrative
approaches that combine policy reform, infrastructure investment, and
behavioral strategies to foster sustainable commuting cultures [9]. This
multidimensional approach can help ensure that transportation solutions are
both effective and aligned with the cultural and social contexts of the
university community [24].

By understanding and addressing the interrelated aspects of sustainable
commuting, universities can contribute significantly to broader urban
sustainability goals. The synthesis of global case studies and the development
of a robust framework outlined in this study can guide institutions in assessing
and improving their mobility ecosystems, ultimately leading to better
environmental outcomes and enhanced quality of life on campuses [4].

VI. CONCLUSION

This study provides a comprehensive review of the barriers hindering
sustainable commuting practices on university campuses, classified into
policy/governance, infrastructure, and behavioral/cultural domains. By
analyzing data from diverse global contexts, the findings reveal that the most
effective strategies emerge not from isolated interventions, but from
integrated, multi-dimensional approaches that address all three categories
simultaneously.
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Universities that paired robust mobility policies with infrastructural
upgrades and behavior-focused initiatives achieved more substantial
reductions in car dependency. However, challenges persist particularly in arid,
car-centric regions where climate, social norms, and limited public transport
infrastructure present additional constraints.

The review underscores the critical role of universities as agents of
sustainability transformation, especially in alignment with broader national
and global objectives such as Saudi Vision 2030 and the UN Sustainable
Development Goals. To drive meaningful change, campus mobility plans
must be context-specific, inclusive, and supported by long-term institutional
commitment.

Future research should focus on developing localized mobility indices,
piloting technology-enhanced commuting platforms, and exploring behavioral
science interventions that can reshape commuting cultures in higher education
settings. By embracing this integrated framework, universities can not only
reduce their carbon footprint but also lead by example in advancing
sustainable urban development.
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ABSTRACT

The rapid proliferation of large-scale distributed cloud infrastructures has
introduced unprecedented operational complexity, rendering traditional,
threshold-based monitoring systems inadequate. As organizations migrate
toward hybrid and multi-cloud architectures, the volume of telemetry data
explodes, creating a "data gravity" challenge where the sheer mass of data
exceeds human cognitive processing capabilities. This study investigates the
efficacy of Machine Learning (ML)-based anomaly detection techniques—
specifically Deep Learning architectures and unsupervised clustering
algorithms—in enhancing Cloud System Performance and Reliability
(CSPR). Grounded in Information Processing Theory and the Sociotechnical
Systems perspective, the research proposes a holistic theoretical model
wherein ML Capability improves CSPR through the mediating mechanisms
of Anomaly Detection Accuracy, Real-Time Monitoring Effectiveness, and
Operator Trust. Furthermore, the study examines the critical moderating role
of Cloud Governance Maturity. Data were collected via a quantitative cross-
sectional survey of 246 cloud architects, DevOps engineers, and IT security
professionals across diverse high-utilization sectors. Structural Equation
Modeling (SEM) results indicate a significant positive relationship between

ML capability and detection accuracy (6 o 0'52, p< 0'001), which
subsequently enhances real-time monitoring effectiveness. Crucially, the
findings confirm that robust cloud governance frameworks significantly
positively moderate the impact of ML deployment on system reliability,
suggesting that algorithmic power must be coupled with organizational policy
to maximize operational stability.

Keywords: Cloud Computing, Anomaly Detection, Machine Learning, Deep
Learning, AIOps, Cloud Governance, Reliability Engineering, Sociotechnical
Systems.

1. Introduction

Cloud computing has evolved from a nascent utility model into the
foundational backbone of the global digital economy, supporting everything
from critical financial infrastructure to streaming media services. Modern
enterprise  environments—increasingly — characterized by  granular
microservices architectures, containerization via platforms like Kubernetes,
and ephemeral serverless computing—generate telemetry data at a velocity,
volume, and variety that defy human cognition [1]. In these hyperscale
environments, system failures rarely manifest as simple, catastrophic crashes.
Instead, they often emerge as subtle, transient performance degradations or
"soft" anomalies that are difficult to pinpoint. These might include micro-
bursts in latency due to "noisy neighbor" effects in multi-tenant environments,
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gradual memory leaks in short-lived containerized applications, or
asynchronous message queue backups that degrade user experience without
immediately triggering hard failure thresholds [2].

The limitations of traditional monitoring approaches are becoming
increasingly acute and risky. Legacy systems rely heavily on static alerting
rules (e.g., "Alert if CPU > 80% for 5 minutes"). In dynamic cloud
environments where workloads scale elastically and baseline performance
shifts with user demand, such static thresholds are fundamentally flawed.
They generate excessive "noise"—false positives that lead to severe alert
fatigue among Site Reliability Engineers (SREs), causing them to ignore
genuine warnings—or false negatives, where critical but subtle deviations,
such as a 5% increase in error rates, are missed until they cascade into major
outages [5]. This operational inefficiency has necessitated a paradigm shift
toward Artificial Intelligence for IT Operations (AlOps), specifically the
deployment of Machine Learning (ML) for proactive anomaly detection.

ML models, ranging from unsupervised clustering algorithms to sophisticated
Deep Neural Networks (DNNs) like Long Short-Term Memory (LSTM)
networks, offer the capability to learn normal behavior patterns dynamically.
By ingesting high-dimensional data streams—including metrics (CPU, 1/0),
distributed traces (request paths), and unstructured logs—these systems can
identify deviations that represent genuine reliability risks, distinguishing
between a benign marketing spike and a malicious Distributed Denial of
Service (DDoS) attack [3].

However, the deployment of these probabilistic models introduces new
managerial and operational challenges that extend beyond the technical realm.
While the technical literature extensively covers algorithmic precision (e.g.,
improving the Fl-scores of specific autoencoder architectures), there is a
paucity of research on the holistic impact of these systems on cloud reliability
management. Several critical questions remain unanswered: Does higher
algorithmic complexity translate to better operational stability, or does it
introduce new modes of failure due to model opacity? How does the "black
box" nature of deep learning affect the trust of the human operators who must
act on these alerts? Crucially, does the maturity of an organization's cloud
governance framework—its  policies, standards, and compliance
mechanisms—influence the effectiveness of these automated tools?

This study addresses these gaps by validating a comprehensive model linking
ML Capability to Cloud System Performance and Reliability. We posit
that this relationship is not direct but is mediated by specific operational
outcomes—accuracy and real-time visibility—and sociotechnical factors like
trust. By integrating Cloud Governance Maturity as a moderator, this
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research provides a roadmap for organizations seeking to navigate the
complexity of autonomous cloud operations.

2. Literature Review
2.1 Evolution of Cloud Operational Complexity

The transition from monolithic applications to distributed microservices has
exponentially increased the "surface area" for potential failures. In a typical
cloud-native environment, a single user request may traverse hundreds of
distinct services, creating a complex dependency graph where anomalies can
propagate non-linearly [4]. This shift has necessitated a move from
"monitoring" (checking the health of individual components against defined
standards) to "observability" (inferring the internal state of a system based on
its external outputs).

In legacy environments, topology was relatively static. In contrast, modern
container orchestration platforms like Kubernetes continually spin up and tear
down ephemeral instances to match demand. This "churn" makes tracking
system health increasingly difficult. Traditional monitoring tools often fail to
correlate events across these disparate, short-lived components, leading to
"alert storms" where a single root cause triggers thousands of symptomatic
alerts, paralyzing response teams.

2.2 Machine Learning in Cloud Anomaly Detection

ML-based anomaly detection represents a fundamental shift from reactive,
rule-based management to proactive, pattern-based management. The
literature identifies several key approaches, each suited to different types of
telemetry data:

I. Unsupervised Learning: Techniques such as Isolation Forests,
Principal Component Analysis (PCA), and k-Means clustering are
widely used because they do not require labeled failure data. In
production cloud environments, labeled datasets of "anomalies" are rare
and expensive to generate. Unsupervised models function by learning the
manifold of "normal" operations and flagging data points that fall outside
this distribution [6]. Isolation Forests, for example, work by randomly
selecting a feature and then randomly selecting a split value; anomalies
are susceptible to isolation in fewer steps than normal points because
they lie in sparse regions of the feature space. This makes them
computationally efficient for high-dimensional metric data.

II. Deep Learning: For temporal data, Recurrent Neural Networks (RNNs)
and specifically Long Short-Term Memory (LSTM) networks are
favored. LSTMs are capable of capturing long-term dependencies and
seasonality in metric logs, allowing them to distinguish between a
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routine nightly backup spike and a genuine CPU anomaly [7]. The gating
mechanisms in LSTMs (input, output, and forget gates) allow the model
to retain relevant historical context while discarding noise. More
recently, Transformer-based models and Variational Autoencoders
(VAEs) have shown promise in multi-modal data fusion, integrating
metrics (numerical), logs (textual), and traces (graph-based) to form a
unified view of system health [8]. VAEs, for instance, compress input
data into a lower-dimensional latent space and then reconstruct it; high
reconstruction errors indicate that the input pattern deviates significantly
from the learned distribution of "normal" behavior.

2.3 Challenges: Scalability and Trust

Despite the promise, deploying ML at the cloud scale is non-trivial. The "curse
of dimensionality" affects model training times and inference latency [9]. As
the number of monitored features grows (CPU, memory, disk 1/O, network
throughput, application latency, error rates), the computational cost of training
models increases exponentially. Furthermore, cloud data streams are subject
to "concept drift," where the statistical properties of the target variable change
over time (e.g., a software update changes the baseline memory usage),
requiring models to be frequently retrained or updated online to prevent
performance degradation.

Furthermore, the lack of interpretability in complex models creates a
significant barrier to adoption. Deep learning models are often described as
"black boxes." If an operator cannot understand wiy an ML system flagged an
anomaly—for instance, which specific combination of features triggered the
alert—they are less likely to trust the system or take remediation actions. This
lack of trust undermines the potential for automation, as humans remain in the
loop to manually verify every alert, negating efficiency gains [10]. The
"human-in-the-loop" problem becomes a bottleneck if the Al cannot justify its
decisions.

2.4 Research Gaps

Existing studies often isolate the algorithm from the operational context.
Engineering papers focus on minimizing the Root Mean Square Error (RMSE)
or maximizing Area Under the Curve (AUC) of prediction models, while
management papers focus on general IT governance. There is a critical need
to bridge these disciplines to understand the organizational and process-
oriented variables that turn algorithmic capability into system reliability.
Specifically, the role of governance—standardizing how ML models are
validated, deployed, and monitored—remains underexplored in empirical
Information Systems (IS) literature [11]. Without governance, AIOps
initiatives risk becoming "science projects" that fail to deliver production
value due to lack of standardization and accountability.
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3. Theoretical Framework and Hypotheses

This study utilizes Information Processing Theory (IPT) to conceptualize
cloud management as a data processing challenge. Organizations must process
information to reduce uncertainty. As cloud complexity increases, the
information processing requirements exceed the capacity of human managers.
ML Capability increases the organization's information processing capacity,
reducing uncertainty during operational anomalies. We also draw upon
Sociotechnical Systems Theory, acknowledging that the technical subsystem
(ML models, infrastructure) must align with the social subsystem (operator
trust, workflows, governance policies) [12]. Success depends on the joint
optimization of both systems.

3.1 ML Capability and Detection Outcomes

Machine Learning Capability is defined as the system's ability to learn from
data, adapt to concept drift, and scale with infrastructure growth. It is not just
about having an algorithm, but the infrastructure to train, deploy, and manage
it at scale.

A. H1: Machine Learning Capability is positively associated with Anomaly

Detection Accuracy.

A. Rationale: Advanced algorithms (e.g., Deep Learning) can model
complex, non-linear relationships in telemetry data better than linear
models or static rules. High capability implies the ability to ingest
diverse datasets, leading to more robust models that can distinguish
between benign anomalies (e.g., marketing flash sale) and malicious
ones (e.g., DDoS attack). The ability to fuse multi-modal data (logs
+ metrics) significantly reduces the error rate inherent in single-
source monitoring.

B. H2: Anomaly Detection Accuracy is positively associated with Real-

Time Monitoring Effectiveness.

® Rationale: Monitoring effectiveness is a function of signal clarity.
Accurate detection reduces noise (false positives), allowing
monitoring systems to present a clearer, real-time picture of system
health. When accuracy is high, dashboards reflect reality rather than
artifacts of poor thresholding, allowing teams to focus on actual
system state rather than filtering alerts.

3.2 Mediating Pathways to Reliability

Cloud System Performance and Reliability (CSPR) is the dependent
variable, encompassing uptime, service level agreement (SLA) adherence, and
mean time to resolution (MTTR).

e H3: Real-Time Monitoring Effectiveness mediates the relationship
between ML Capability and Cloud System Performance and Reliability.
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1.1)Rationale: ML enables better monitoring, which allows for faster

incident response. If an anomaly is detected and visualized
accurately in real-time, SREs can intervene before a minor deviation
cascades into a major outage, directly improving reliability metrics.
Proactive intervention is the key to maintaining "five nines"
(99.999%) availability.

o H4: System Transparency is positively associated with Operator Trust.
1.1)Rationale: Trust is a psychological state comprising the intention to

accept vulnerability based on positive expectations. Explainable Al
(XAI) features—such as feature importance scoring or
counterfactual explanations—allow engineers to validate model
outputs against their domain knowledge, building confidence (trust)
in the system. When an operator sees why a decision was made, the
perceived risk of reliance decreases.

e HS5: Operator Trust mediates the relationship between System
Transparency and Cloud System Performance and Reliability.
A. Rationale: Systems are only effective if operators rely on them. If

trust is low, operators may ignore alerts or double-check every
automated decision, slowing down response times. High trust
ensures that valid alerts are acted upon promptly, enhancing system
reliability. Trust acts as the lubricant in the sociotechnical machine,
facilitating the transfer of control from human to algorithm.

3.3 The Moderating Role of Cloud Governance

Cloud Governance Maturity refers to the degree to which an organization
has formalized policies for cloud usage, cost management, security
compliance, and Al model lifecycle management (MLOps). This includes
protocols for model validation, bias testing, and rollback procedures.

o H6: Cloud Governance Maturity positively moderates the relationship
between Machine Learning Capability and Cloud System Performance
and Reliability.

O

Rationale: In the absence of governance, high-capability ML can
lead to "automating chaos" or unchecked model drift. Mature
governance ensures ML is applied safely and consistently. It
provides the "guardrails" that allow high-powered algorithms to
function without introducing new risks. For example, governance
policies might dictate that an auto-remediation script cannot
terminate more than 10% of instances at once, preventing a runaway
ML model from causing a total blackout. Governance transforms
raw algorithmic potential into disciplined operational power.

3.4 Automation and Efficiency

o H7: The level of Monitoring Automation mediates the relationship
between ML Capability and Management Efficiency.
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o Rationale: High ML capability allows for automated remediation
(e.g., auto-scaling, auto-healing), which frees up human resources.
This efficiency gain allows teams to focus on strategic
improvements rather than firefighting, further enhancing long-term

reliability.
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Figure 1: Integrated Machine Learning—Based Anomaly Detection Framework
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4. Methodology
4.1 Research Design and Sampling

A quantitative, cross-sectional survey design was employed to test the
hypothesized relationships. This design is appropriate for assessing the
prevalence and correlation of constructs across a snapshot of the industry. The
target population consisted of IT professionals directly responsible for
managing large-scale cloud environments (public clouds like AWS, Azure,
GCP, or hybrid setups). We specifically targeted individuals in "builder" and
"operator" roles rather than pure management, to ensure respondents had first-
hand experience with the technical systems in question.

e Sample Size: N = 246 valid responses were obtained after cleaning data
for incomplete entries and "straight-lining" responses. The response rate
was approximately 18% of the invited pool.

e Roles: The respondent base was highly technical: DevOps Engineers
(35%), Site Reliability Engineers (SREs) (28%), Cloud Architects
(22%), and IT Security Managers (15%). This ensures that the data
reflects informed perspectives on system performance.

e Sectors: The sample was stratified across high-utilization sectors:
Technology/SaaS (40%), Finance (25%), Healthcare (15%), and
Retail/E-commerce (20%).

e [Experience: The average relevant work experience of respondents was
8.4 years, indicating a senior-level cohort capable of evaluating complex
governance and technical constructs.

4.2 Measurement Constructs

Constructs were operationalized using multi-item scales adapted from
established scales in Information Systems and Software Engineering
literature. All items were measured on a 5-point Likert scale (1 = Strongly
Disagree, 5 = Strongly Agree).

e ML Capability (ML_CAP): 5 items measuring the technical
sophistication of the anomaly detection system. Items included "Our
system can automatically adapt to new data patterns without manual
retraining”" and "The system scales effectively with the volume of
telemetry data" [13].

e Anomaly Detection Accuracy (ACC): 4 items assessing the perceived
performance of the models. Items included "The system rarely generates
false positive alerts" and "The system accurately identifies root causes of
performance degradation" [14].

e Real-Time Monitoring (MON): 4 items focused on visibility and
latency. Items included "We have a real-time view of system health
across all microservices" and "Dashboard latency is minimal."

e System Transparency (TRANS): 3 items regarding the "black box"
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nature of the tools. Items included "The system provides understandable
explanations for its alerts" and "It is easy to trace why a specific anomaly
was flagged" [15].

Operator Trust (TRUST): 4 items measuring reliance. Items included
"I trust the system to automatically remediate incidents" and "I rarely
feel the need to manually verify the system's conclusions."

Cloud Performance/Reliability (CSPR): 5 items capturing objective
outcomes. Items included "We consistently meet our Service Level
Agreements (SLAs)," "Our Mean Time To Resolution (MTTR) has
decreased," and "System uptime exceeds 99.9%." [16].

Cloud Governance Maturity (GOV): 5 items assessing organizational
structure. Items included "We have formal policies for AI/ML model
deployment," "There is a standardized process for reviewing alert
thresholds," and "Compliance audits are automated" [17].

4.3 Data Analysis Strategy

Partial Least Squares Structural Equation Modeling (PLS-SEM) using
SmartPLS 4 was chosen for data analysis. PLS-SEM is preferred over
Covariance-Based SEM (CB-SEM) in this context because the research
objective is prediction (identifying key drivers of reliability) rather than theory
testing (confirming global model fit), and because the data is likely to be non-
normally distributed, which PLS handles robustly. We also assessed Common
Method Bias using Harman's single factor test, finding that a single factor
explained less than 30% of the variance, suggesting bias was not a significant
issue.

5. Findings

5.1 Measurement Model Assessment

The measurement model was first evaluated to ensure that the survey
instrument was reliable and valid.

Reliability: Internal consistency was confirmed. Cronbach’s Alpha and
Composite Reliability (CR) values for all constructs exceeded the 0.70
threshold, indicating that the survey items consistently measured their
respective constructs.

Convergent Validity: The Average Variance Extracted (AVE) for all
constructs exceeded 0.50, meaning that the latent constructs explained
more than half of the variance in their indicators.

Discriminant Validity: The Heterotrait-Monotrait (HTMT) ratios were
all below 0.85, and the Fornell-Larcker criterion was met (square roots
of AVEs were higher than inter-construct correlations), confirming that
the constructs are statistically distinct.
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Table 1: Descriptive Statistics and Psychometric Properties

Construct

Items

Mean

SD

Cronbach's
o

CR

AVE

ML
Capability
(ML_CAP)

3.84

0.92

0.88

0.91

0.67

Detection
Accuracy
(ACO)

3.76

0.85

0.86

0.89

0.68

Real-Time
Monitoring
(MON)

4.02

0.78

0.84

0.88

0.64

System
Transparen
cy (TRANS)

3.45

1.05

0.82

0.87

0.69

Operator
Trust
(TRUST)

3.55

0.98

0.85

0.89

0.66

Governance
Maturity
(GOV)

3.60

0.95

0.89

0.92

0.70

Cloud
Reliability
(CSPR)

3.95

0.81

0.90

0.93

0.72

5.2 Structural Model and Hypothesis Testing

The structural model assessment revealed a high predictive power, with the

model explaining 61.2% of the variance in Cloud System Performance (
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R? = 0.612

ML and governance in determining system reliability.

). This substantial

2

value highlights the critical role of

Table 2: Hypothesis Testing Results

Hypoth
esis

Path

t-value

p-value

Result

H1

ML _C

AP —
ACC

0.521

8.452

0.000

Supported

H2

ACC

MON

0.485

7.123

0.000

Supported

H3

MON

CSPR

0.362

5.341

0.000

Supported

H4

TRANS

TRUST

0.554

9.102

0.000

Supported

HS

TRUST

CSPR

0.245

3.120

0.002

Supported

He6

ML _C

AP X
GOV

CSPR

0.192

2.564

0.011

Supported
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All hypotheses were supported.

e Technical Pathway: The strongest path coefficients were observed in

the technical chain (H1: B = 0'521; H2: B = 0'485), confirming
that the core value proposition of ML—enhancing detection to improve
visibility—is robust.

e Sociotechnical Pathway: The transparency-trust link (H4:

p= 0'554) was notably strong, indicating that "explainability" is the
primary driver of trust. However, the link from trust to reliability (HS5:

B = 0'245), while significant, was weaker than the monitoring link.
This suggests that while trust is necessary for the system to be used, the
technical accuracy of the monitoring has a more direct impact on
reliability metrics.

5.3 Moderation Analysis

The significant positive interaction term (ﬁ - 0'192) for H6 provides
crucial insight. A simple slope analysis was conducted to interpret this
interaction. The results revealed that in environments with high governance
maturity (clear policies on Al usage, rigorous change management), the
positive impact of ML capability on system reliability is significantly steeper.
In contrast, in low-governance environments, increasing ML capability
yields diminishing returns. This implies that without governance, advanced
ML tools may introduce complexity and "noise" that SREs struggle to
manage, dampening the reliability benefits. Governance acts as an amplifier,
ensuring that the algorithmic power is directed effectively.

6. Discussion

6.1 Theoretical Implications

This study makes several significant contributions to the AIOps and
Information Systems literature.

1. Validating the Sociotechnical Nature of AIOps: The study empirically
validates that AIOps is not merely a technical upgrade but a
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sociotechnical transition. By demonstrating the mediating role of
Operator Trust, we challenge the purely technocentric view that better
algorithms automatically lead to better performance. The "human-in-the-
loop" remains a critical variable; if the loop is broken by mistrust (due
to lack of transparency), the system fails.

The Signal-to-Noise Imperative: We confirm that the primary
mechanism by which ML improves reliability is by enhancing the
"signal-to-noise" ratio (H1, H2). Traditional tools provide high volume
(noise); ML provides high accuracy (signal). This clarity allows for the
Real-Time Monitoring Effectiveness that drives rapid resolution.
Governance as an Enabler, Not a Bottleneck: A pervasive myth in
DevOps culture is that governance slows down innovation. Our results
(H6) suggest the opposite: governance provides the necessary stability
for advanced automation to function. By standardizing processes,
governance reduces the operational friction associated with deploying
complex Al models.

6.2 Practical Implications

For IT leaders and practitioners, the findings offer actionable guidance:

1.

Prioritize Data Quality over Model Complexity: The strong link
between ML Capability and Accuracy relies on the assumption of good
data. Organizations must invest in data engineering—ensuring clean,
synchronized, and comprehensive telemetry—before investing in
cutting-edge neural networks. "Garbage in, garbage out" remains the
rule.

Invest in Explainability (XAI): When selecting commercial AIOps
tools or building internal models, decision-makers should prioritize
explainability features. Dashboard designs should include "why"
indicators—such as highlighting the specific metric correlation (e.g.,
"CPU spike correlated with DB backup process")—to build Operator
Trust.

Implement MLOps Governance: To realize the benefits found in H6,
organizations must implement MLOps practices. This includes
automated retraining pipelines to handle concept drift, version control
for models, and rigorous "canary testing" for new anomaly detection
rules.

6.3 Limitations and Future Research

The study is limited by its cross-sectional nature, which captures a snapshot
in time. Trust is a dynamic variable that evolves; future research should use
longitudinal data to track how trust fluctuates after false positives or missed
detections. Additionally, the rapid emergence of Generative Al (Large
Language Models) for incident remediation—using Al to write root cause
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analysis reports or suggest code fixes—is a promising avenue for future
investigation. We also acknowledge that the sample, while diverse, is skewed
towards technology-forward industries; legacy sectors may face different
challenges.

7. Conclusion

As cloud systems scale beyond the limits of human manageability, Machine
Learning-based anomaly detection transitions from a luxury to an operational
imperative. This research demonstrates that while algorithmic capability is the
necessary engine of detection, it is not sufficient for reliability. True system
resilience depends on a triad of factors: the technical accuracy of the models
to filter noise, the psychological trust of the operators enabled by
transparency, and the organizational governance that provides the guardrails
for automation. By harmonizing these technical, social, and structural
elements, enterprises can achieve the profound reliability required to support
the next generation of digital infrastructure.
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ABSTRACT

As contemporary organizations transition toward Industry 4.0 and 5.0
paradigms, the management of complex technological processes has exceeded
the cognitive capacity of traditional human-centric oversight. This study
investigates the impact of Artificial Intelligence (Al)-based system
capabilities on Technology Management Effectiveness (TME). Employing a
resource-based view (RBV) and sociotechnical systems theory, the research
proposes a model wherein Al capability enhances TME through the mediating
mechanisms of Process Optimization Effectiveness, Decision Automation
Quality, and Managerial Trust. Furthermore, the study examines the
moderating role of Technology Governance Maturity. Data were collected via
a quantitative cross-sectional survey of 248 technology managers and
engineers in high-intensity industrial sectors. Structural Equation Modeling
(SEM) results indicate a significant positive relationship between Al

capability and process optimization (ﬁ - 0'48, p < 0.001
quality (“6 - 0'42, p< 0'001). The findings confirm that governance
maturity significantly strengthens the relationship between system capability
and management effectiveness, highlighting the necessity of regulatory and
ethical frameworks in deriving value from intelligent automation.

) and decision

Keywords: Artificial Intelligence, Complex Process Management, Intelligent
Automation, Technology Governance, Decision Support Systems, Structural Equation
Modeling.

1. Introduction

The management of complex technological processes has historically relied
on deterministic control loops and expert human heuristics. However, the
exponential increase in data velocity, volume, and variety generated by Cyber-
Physical Systems (CPS) and Internet of Things (IoT) infrastructures has
rendered traditional management methodologies insufficient [1]. Modern
technology-intensive organizations—spanning semiconductor manufacturing,
smart energy grids, and biopharmaceutical production—operate within high-
dimensional state spaces where process variables interact non-linearly [2]. In
this context, Artificial Intelligence (Al)-based systems have emerged not
merely as operational tools, but as critical strategic assets for managing
technological complexity [3].

The "Black Box Paradox" presents a critical challenge in this domain. As
algorithms become more capable of navigating high-dimensional optimization
landscapes—often utilizing Deep Neural Networks (DNNs) with millions of
parameters—their internal logic becomes increasingly opaque to human
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operators. This opacity creates a tension between performance (optimization)
and control (governance). While the engineering literature extensively covers
specific algorithmic advancements in deep learning (DL) and reinforcement
learning (RL) for specific control tasks, the management literature remains
fragmented regarding how these systems integrate into broader technology
management frameworks [4].

The problem is no longer strictly computational; it is managerial and
organizational. How does the capability of an Al system translate into tangible
management effectiveness? Does the opaque nature of advanced algorithms
impede the managerial trust required for deployment? Furthermore, in an era
of heightened regulatory scrutiny, how does corporate governance influence
the efficacy of these autonomous systems?

This study addresses these gaps by formulating a comprehensive theoretical
model that links Al-Based System Capability (independent variable) to
Technology Management Effectiveness (dependent variable). We posit that
this relationship is not direct but is mediated by the system's ability to optimize
processes and automate decisions accurately. Uniquely, this research
integrates the construct of Technology Governance Maturity as a
moderator, arguing that organizational readiness and ethical oversight are
prerequisites for maximizing the utility of Al in complex environments [5].

2. Literature Review
2.1 Evolution of Technology Management and Complex Process Control

The trajectory of technology management has evolved from static quality
control methodologies (e.g., Six Sigma, TQM) to dynamic, data-driven
paradigms. Early automation systems (level 3 in the ISA-95 hierarchy)
focused on execution and data acquisition. In contrast, modern intelligent
automation seeks to close the loop at the management level, moving from
descriptive analytics (what happened) to prescriptive analytics (what should
be done) [6]. The complexity of current technological processes—
characterized by stochasticity and interdependence—demands systems that
can learn from environmental feedback rather than relying solely on pre-
programmed logic [7].

2.2 Al-Based Systems in Managing Technological Processes

Al-based systems in this context are defined as computational architectures
capable of perceiving complex process states, reasoning about optimization
trajectories, and executing or recommending control actions [8].

I. Machine Learning and Optimization: Techniques such as Deep
Reinforcement Learning (DRL) allow systems to optimize control
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policies in continuous spaces, often outperforming human operators in
stabilizing volatile processes (e.g., chemical reaction stability or server
load balancing) [9].

Intelligent Automation: Beyond simple robotic process automation
(RPA), intelligent automation involves cognitive tasks such as anomaly
detection, predictive maintenance scheduling, and real-time resource
allocation [10].

2.3 Theoretical Underpinnings: RBV and Sociotechnical Systems

This study integrates the Resource-Based View (RBV) with Sociotechnical
Systems (STS) theory to construct a holistic framework.

A.

Resource-Based View (RBV): From an RBV perspective, Al
capabilities are viewed as valuable, rare, inimitable, and non-
substitutable (VRIN) resources [13]. However, RBV scholars argue that
resources alone do not yield competitive advantage; they must be
leveraged through organizational capabilities. Here, Al capability is the
resource, while process optimization and decision automation represent
the dynamic capabilities that transform raw computational power into
organizational performance [15].

Sociotechnical Systems (STS) Theory: STS theory posits that
organizational effectiveness depends on the joint optimization of the
technical subsystem (Al algorithms, infrastructure) and the social
subsystem (managers, operators, trust, governance) [14]. Purely
technical implementations often fail if they ignore social dimensions like
trust and transparency. Our model explicitly captures this interaction by
including Managerial Trust as a mediator and Governance as a
moderator.

2.4 Research Gaps and Problem Formulation

Despite the proliferation of Al tools, a significant "deployment gap" exists.
Organizations struggle to translate algorithmic potential into sustained
operational control and strategic alignment [11]. Existing literature often treats
Al as a monolithic entity, ignoring the nuances of system capability
(scalability, integration, learning rate) and the sociotechnical factors of
managerial trust and governance [12]. This study seeks to empirically
validate the mechanisms through which Al systems influence the broader
scope of technology management effectiveness.

3. Theoretical Framework and Hypotheses

3.1 AI Capability and Operational Outcomes

Al capability refers to the system's technical proficiency, including data
integration, learning adaptability, and execution speed. High-capability
systems can analyze multivariate data streams to identify inefficiencies
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invisible to human analysis [15].

A. H1: Al-Based System Capability is positively associated with Process
Optimization Effectiveness.

Furthermore, the value of Al lies in reducing the cognitive load on managers
by automating routine and complex decisions [16].

e H2: Al-Based System Capability is positively associated with Decision
Automation Quality.

3.2 Mediating Roles: Optimization and Decision Quality

Technology Management Effectiveness (TME) is a multidimensional
construct encompassing operational efficiency, strategic alignment, and risk
control. We posit that Al capability enhances TME primarily by functioning
through intermediate operational improvements [17].

e H3: Process Optimization Effectiveness mediates the relationship
between Al-Based System Capability and Technology Management
Effectiveness.

e H4: Decision Automation Quality mediates the relationship between Al-
Based System Capability and Technology Management Effectiveness.

3.3 The Role of Transparency and Trust

A critical barrier to Al adoption in complex process management is the
"explainability" problem. If a system optimizes a process but offers no
transparency regarding sow the conclusion was reached, managerial trust
diminishes, leading to the override or rejection of Al suggestions [18].

1) HS5: System Transparency is positively associated with Managerial
Trust.

2) H6: Managerial Trust acts as a mediator between System Transparency
and Technology Management Effectiveness.

3.4 Moderating Role of Technology Governance Maturity

Governance refers to the frameworks, policies, and ethical standards that
guide technology usage. In high-maturity environments, standard operating
procedures for Al (e.g., fail-safes, bias auditing, data lineage) are established
[19]. We hypothesize that governance acts as a catalyst; without it, high-
capability Al may operate erratically or be stifled by risk-averse management.

[11 H7: Technology Governance Maturity positively moderates the
relationship between Al-Based System Capability and Technology
Management Effectiveness, such that the relationship is stronger when
governance maturity is high.
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Figure 2: Theoretical Research Model

4. Methodology

4.1 Research Design and Sampling

A quantitative, cross-sectional survey design was employed. The population

of

interest comprised technology managers, systems engineers, and

CTOs/CIOs in organizations utilizing advanced process automation. Sectors
included advanced manufacturing, energy, telecommunications, and
biotechnology.

Data were collected via an online instrument distributed through professional
networks (IEEE, ACM) and industry panels.

A.
B.

C.

Total Responses: 289

Valid Responses (N): 248 (after data cleaning and outlier removal using
Mahalanobis distance).

Demographics: 62% Manufacturing/Industry 4.0, 21%
Energy/Utilities; 17% IT/Data Centers. Average experience of
respondents: 11.4 years.

4.2 Measurement Constructs and Operationalization

Constructs were adapted from established scales in IS and Operations
Management literature, measured on a 5-point Likert scale (1 = Strongly
Disagree, 5 = Strongly Agree).

Al-Based System Capability (AI_CAP): Adapted from Mikalef &
Gupta [13]. Items assessed:
0 Al CAPI: Scalability of Al algorithms to large datasets.
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o Al CAP2: Adaptability of the system to changing process
parameters.

o Al CAP3: Integration speed with existing legacy hardware.

o Al CAP4: Real-time learning latency.

o Al CAPS5: Predictive accuracy in simulations.

e Process Optimization Effectiveness (PROC_OPT): Adapted from
Leng et al. [21]. Items measured waste reduction ratios, cycle time
improvement, and variance minimization.

e Decision Automation Quality (DEC_QUAL): Adapted from Wirtz et
al. [22]. Items assessed the timeliness of decisions, reduction in human
error, and alignment with strategic KPIs.

e Technology Management Effectiveness (TME): A composite measure
capturing overall operational control, strategic alignment, and resource
utilization efficiency.

e Technology Governance Maturity (GOV_MAT): Adapted from
Janssen et al. [ 5], measuring the formalization of ethical guidelines, audit
trails, and risk protocols.

e System Transparency (TRANS) & Managerial Trust (TRUST):
Adapted from Glikson & Woolley [12], focusing on XAl features and
willingness to rely on automated outputs.

4.3 Common Method Bias Assessment

Given the single-source nature of the data, Common Method Bias (CMB) was
assessed using Harman’s Single Factor Test. The exploratory factor analysis
revealed that the first factor accounted for only 28.4% of the variance, well
below the 50% threshold. Furthermore, a full collinearity test based on
Variance Inflation Factors (VIF) showed that all VIFs were below 3.3,
suggesting that CMB is not a pervasive issue in this study.

4.4 Data Analysis Strategy

Partial Least Squares Structural Equation Modeling (PLS-SEM) was selected
using SmartPLS 4 software. PLS-SEM is appropriate for this study due to the
complexity of the structural model, the non-normal distribution of some
indicators, and the predictive nature of the research objectives [25].

5. Findings
5.1 Measurement Model Assessment
Confirmatory Factor Analysis (CFA) demonstrated strong reliability and

validity. Internal consistency was evaluated using Cronbach’s Alpha (%) and
Composite Reliability (CR), with all values exceeding the 0.70 threshold.
Convergent validity was established as Average Variance Extracted (AVE)
values exceeded 0.50 for all constructs.
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Table 1: Psychometric Properties of Measurement Scales

Construct Items Factor Cronbach' Composite Average
Loadings s Alpha (a¢) | Reliability Variance
(CR) Extracted
(AVE)
Al System 5 0.782 - 0.894 0.921 0.684
Capability 0.891
(AL_CAP)
Process 4 0.765 - 0.852 0.901 0.643
Optimization 0.844
(PROC_OPT)
Decision 4 0.812 - 0.881 0.915 0.702
Quality 0.889
(DEC_QUAL)
System 3 0.795 - 0.845 0.898 0.665
Transparency 0.901
(TRANS)
Managerial 4 0.745 - 0.823 0.879 0.612
Trust (TRUST) 0.832
Governance 4 0.722 - 0.861 0.904 0.615
Maturity 0.856
(GOV_MAT)
Tech Mgmt 5 0.801 - 0.912 0.934 0.721
Effectiveness 0.876
(TME)

5.2 Discriminant Validity

Discriminant validity was assessed using the Fornell-Larcker criterion, where
the square root of AVE for each construct (diagonal elements) was greater
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than its highest correlation with any other construct.

Table 2: Discriminant Validity (Fornell-Larcker Criterion)

Construct ALC | DEC_ | GOV | PRO | TME | TRA | TRU

AP QUA | MA | c_oP NS ST
L T T

AI_CAP 0.827

DEC_QUA | 0542 | 0.838

L

GOV _MAT | 0312 | 0401 | 0.784

PROC_OP | 0615 | 0489 | 0356 | 0.802

T

TME 0.588 | 0.567 | 0.445 | 0.623 | 0.849

TRANS 02890 | 0334 | 0512 | 0301 | 0412 | 0.815

TRUST 0356 | 0412 | 0489 | 0389 | 0.501 | 0.589 | 0.782

Note: Diagonal bolded values represent the square root of AVE.

5.3 Structural Model and Hypothesis Testing

The structural model was assessed for collinearity (VIF <3.0) and explanatory

2

power (R ). The model explained 58.4% of the variance in Technology

R? = 0.584

Management Effectiveness ( ) and 46.2% of the variance in

R? = 0.462

Process Optimization ( ).
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Table 3: Structural Model Results and Hypothesis Testing

Hypothesis | Path Std. Beta T-Statistics P-Values Decision
Relationship | (B)
H1 Al CAP — 0.482 7.124 0.000 Supported
PROC_OPT
skokeosk
H2 Al CAP —0 0.421 6.452 0.000 Supported
DEC QUAL
H3 PROC OPT 0.354 4.881 0.000%*** Supported
" TME
H4 DEC QUAL 0.291 3.923 0.001%* Supported
7 TME
skskok
H5 TRANS — 0.512 8.012 0.000 Supported
TRUST
%
Ho6 TRUST — 0.224 2.854 0.012 Supported
TME
sk
H7 Al CAP e 0.186 2.456 0.014 Supported
GOV_MAT
— TME

Significance levels: * p < 0.05, **p < 0.01, ***p < 0.001

Mediation Analysis: Bootstrapping (5,000 subsamples) confirmed

significant indirect effects. The specific indirect effect of Al CAP —

= 0.171,p < 0.001

PROC_OPT 7 TME was significant (/B ), as was
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AL AP~ DEC QuAL —* TvE (P = 0-122,p < 0.01
the mediating roles of optimization and decision quality.

), validating

5.4 Moderation Analysis (Governance Maturity)

The interaction term (Al CAP X GOV_MAT) had a significant positive

effect on TME (ﬁ = 0. 186). To interpret this interaction, a simple slope

analysis was conducted. The results revealed that at high levels of Governance
Maturity (+1 SD), the relationship between Al Capability and TME was

= 0.654,p < 0'001) compared to low levels

of Governance Maturity (-1 SD, B =0215p < 0'05). This empirical
evidence confirms H7, suggesting that governance frameworks act as an
essential multiplier for Al value generation.

significantly stronger (6

AI System Capability

N

Moderating Mechanism
High Governance Maturity Low Governance Maturity
Stronger Effect Weaker Effect
High Management Moderate Management
Effectiveness Effectiveness

Figure 5: Conceptual Representation of Governance Moderation

6. Discussion

The results of this study provide empirical evidence that Al-based systems are
potent drivers of technology management effectiveness, but their impact is
contingent upon specific operational and governance conditions.

6.1 Theoretical Implications
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First, the study validates the Sociotechnical perspective in the Al era. While
Al capability (the technical subsystem) drives optimization (H1), the human
factor—managerial trust derived from transparency (HS5, H6)—remains a
significant predictor of overall effectiveness. This contradicts purely
technocentric views that assume superior algorithms automatically yield
superior management [26].

Second, the mediation analysis highlights that Al contributes to management
effectiveness through dual pathways: efficiency (process optimization) and
cognition (decision automation). This separates the physical execution of
tasks from the managerial decision layer, suggesting Al serves as both a
"hand" and a "mind" in complex systems [27].

Third, the moderation finding regarding Technology Governance Maturity
contributes to the nascent literature on Al governance. It suggests that policy,
ethics, and standardization are not bureaucratic hindrances but enablers of
value. High governance maturity reduces the risks associated with Al
deployment (e.g., drift, bias), allowing managers to leverage the technology
more aggressively and effectively [28].

6.2 Practical Implications for Technology Management

For practitioners, particularly CIOs and Operations Directors, the implications
are threefold:

1. Invest in Governance Before Scale: Before scaling Al to complex
processes, organizations must establish robust governance frameworks
[29]. The data indicates that without mature governance, high-capability
Al systems yield suboptimal returns on Technology Management
Effectiveness.

2. Demand Explainability: When procuring or developing Al systems,
"black box" solutions should be avoided for critical processes.
Investments in XAI (Explainable Al) pay dividends in managerial trust
and adoption [30].

3. Hybrid Management Models: The significance of Decision
Automation Quality suggests managers should shift focus from routine
monitoring to exception handling and strategic interpretation of Al-
generated insights [31].

6.3 Limitations and Future Research

This study utilized cross-sectional data, which limits causal inference. Future
research should employ longitudinal designs to observe the evolution of Al
integration over time [32]. Additionally, the sample was heavily weighted
toward manufacturing; service-oriented complex processes (e.g., financial
trading systems) may exhibit different dynamics. Finally, future studies
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should investigate the specific impact of Generative Al in process design, a
capability not explicitly differentiated in this study's general Al construct [33].

7. Conclusion

As technological processes increase in complexity, the integration of Al-based
systems becomes a necessity rather than a luxury. This study demonstrates
that while the technical capability of these systems is the engine of
optimization, the transmission of this value to broader management
effectiveness relies on process integration, decision quality, and the stabilizing
force of mature governance. By balancing algorithmic power with human trust
and organizational structure, firms can achieve a sustainable competitive
advantage in the age of intelligent automation.
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ABSTRACT

As organizations navigate an increasingly volatile risk landscape
characterized by big data, digital transformation, and the rapid adoption of
generative Al, traditional retrospective internal audit methodologies are
proving insufficient for effective governance oversight. This study
investigates the impact of Artificial Intelligence (Al)-enabled Internal Audit
Capability (IAC) on Organizational Governance Effectiveness (OGE).
Grounded in Agency Theory and the Resource-Based View (RBV), the
research proposes a structural model wherein Al capability enhances
governance through the mediating mechanisms of Audit Analytics Accuracy,
Continuous Auditing Capability, and Decision Support Quality. Furthermore,
the study explores the sociotechnical necessity of Explainable Al (XAI) in
fostering Auditor Trust and examines the moderating role of Governance and
Assurance Standards adoption. Data were collected via a quantitative cross-
sectional survey of 248 internal auditors, risk officers, and audit committee
members across high-compliance industries. Structural Equation Modeling
(SEM) results indicate a significant positive relationship between Al

capability and governance effectiveness (”8 o 0'46, p< 0'001),
primarily mediated by the shift toward continuous assurance and enhanced
analytical accuracy. Crucially, the findings reveal that the adoption of formal
governance standards positively moderates this relationship, suggesting that
technological sophistication yields optimal governance outcomes only when
coupled with robust regulatory frameworks.

Keywords: Internal Audit, Artificial Intelligence, Organizational Governance,
Continuous Auditing, Explainable Al, Audit Analytics, Structural Equation Modeling,
Digital Transformation, Agency Theory.

1. Introduction

The Internal Audit Function (IAF) has long served as the "third line of
defense" in organizational risk management, providing independent assurance
to the board and senior management regarding the effectiveness of
governance, risk management, and internal control processes. However, the
Fourth Industrial Revolution has fundamentally altered the corporate risk
profile. The velocity of data generation and the complexity of digital business
models have rendered traditional, sample-based, and retrospective auditing
cycles increasingly obsolete [1]. In a landscape where algorithmic trading,
automated supply chains, and digital customer interfaces operate in
milliseconds, an audit cycle that reports on risks three months after the fact
offers limited assurance value. To maintain relevance and safeguard
organizational value, the IAF must transition from periodic reviews to real-
time, data-driven assurance.
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Artificial Intelligence (Al)—encompassing Machine Learning (ML), Natural
Language Processing (NLP), and Robotic Process Automation (RPA)—offers
the potential to revolutionize internal auditing. Al-enabled audit functions can
analyze 100% of transaction populations, identify subtle anomalies indicative
of fraud or inefficiency, and predict future risks with a level of precision
unattainable by human analysis alone [2]. For example, ML algorithms can
identify "outlier" payments that do not conform to historical vendor patterns,
while NLP can parse thousands of procurement contracts to identify non-
standard liability clauses. Yet, the integration of Al into the audit profession
is not merely a technical upgrade; it represents a paradigm shift in how
governance oversight is exercised. The move from "assurance by sample" to
"assurance by population" fundamentally changes the nature of the evidence
provided to the board, moving from '"reasonable assurance" based on
extrapolation to "absolute assurance" based on comprehensive data coverage.

Despite the proliferation of technical literature describing Al applications in
fraud detection and process mining, there is a paucity of empirical research
connecting these technological capabilities directly to Organizational
Governance Effectiveness. Does the deployment of Al in auditing translate
into better board oversight? Does the "black box" nature of advanced
algorithms impede the trust required for auditors to rely on automated
evidence? Furthermore, how do professional standards and governance
frameworks condition the success of these technological implementations?

This study addresses these gaps by formulating a comprehensive theoretical
model. We posit that Al-Enabled Internal Audit Capability influences
governance effectiveness not directly, but through specific mediating
operational capabilities: accuracy, continuous monitoring, and decision
support. Uniquely, this research integrates the sociotechnical dimension of
Explainable Al and Auditor Trust, arguing that algorithmic transparency is a
prerequisite for effective human-Al collaboration in assurance. Finally, we
examine the moderating role of Governance and Assurance Standards, testing
the hypothesis that rigorous adherence to professional frameworks amplifies
the value of Al investments.

2. Literature Review
2.1 Evolution of Internal Auditing and Governance Mechanisms

Historically, internal auditing was focused on financial compliance and asset
safeguarding, characterized by the "tick-and-bash" approach of verifying
transactions against invoices. With the advent of the Committee of Sponsoring
Organizations (COSO) framework and the Sarbanes-Oxley Act (SOX), the
focus shifted toward risk-based auditing, prioritizing areas with the highest
potential impact. However, even risk-based auditing often relies on static risk
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assessments updated annually. Today, governance stakeholders demand
"Insight and Foresight" rather than just hindsight [3]. Governance
effectiveness is now defined by the organization's ability to maintain
transparency, ensure accountability, and make informed strategic decisions
based on reliable, real-time risk data [4]. The IAF is under pressure to provide
"continuous assurance," a concept that has existed theoretically for decades
but is only now becoming operationally feasible through Al.

2.2 Artificial Intelligence Adoption in Internal Audit

Al technologies in auditing generally fall into three categories, each
addressing specific limitations of manual auditing:

I. Automation (RPA): Streamlining repetitive tasks such as data
extraction, reconciliation, and control testing. RPA reduces the
administrative burden, allowing auditors to focus on higher-value
cognitive tasks. Studies indicate that RPA can reduce audit testing time
by up to 90% for standardized controls [5].

II. Analytics (ML/Deep Learning): Identifying patterns, anomalies, and
correlations in large datasets. For instance, unsupervised learning
algorithms can detect procurement fraud schemes (e.g., shell companies,
bid rigging) that follow complex, non-linear patterns which rule-based
tests (e.g., Benford's Law) would miss [6].

1. Cognitive Computing (NLP): Analyzing unstructured data, such as
contracts, emails, and board minutes, for compliance risks. NLP models
can review thousands of lease contracts to ensure compliance with
accounting standards (e.g., IFRS 16) in a fraction of the time required
for manual review, significantly increasing coverage [7].

While adoption is growing, challenges remain regarding data quality, skill
gaps, and the "interpretability" of algorithmic outputs. The "audit expectation
gap"—the difference between what the public expects auditors to find and
what they actually can find—threatens to widen if Al tools are deployed
without a clear understanding of their limitations.

2.3 Governance Effectiveness and Assurance Quality

Governance effectiveness depends heavily on information asymmetry
reduction. Agency Theory suggests that the IAF reduces the information gap
between agents (management) and principals (the board/shareholders) [8].
Traditional auditing reduces this asymmetry periodically. Al has the
theoretical potential to nearly eliminate this asymmetry by providing
comprehensive, real-time visibility into operations, thereby enhancing the
audit committee's ability to challenge management and oversee strategy [9].
High-quality assurance, enabled by Al, allows the board to pivot from
questioning the validity of the data to questioning the implications of the data
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for strategic risk.

2.4 Research Gaps

Existing studies largely focus on the efficiency of the audit process (time/cost
savings). There is limited empirical evidence regarding the effectiveness of
governance outcomes derived from Al. Furthermore, the interplay between
technological capability and the sociotechnical factors of trust and standards
adherence remains underexplored in the context of the Three Lines Model.
Specifically, there is a need to understand if "smarter" audits actually lead to
"better" governance, or if they merely generate more noise that overwhelms
audit committees.

3. Theoretical Framework

This study utilizes the Resource-Based View (RBV) and Agency Theory to
construct a holistic research model.

A. RBV Perspective: From an RBV lens, Al capability is viewed as a
valuable, rare, inimitable, and non-substitutable (VRIN) resource.
However, RBV scholars argue that resources alone do not yield
competitive advantage; they must be leveraged through organizational
capabilities. In this context, the raw computational power of Al is the
resource, while Continuous Auditing and Decision Support are the
dynamic capabilities that transform this resource into Governance
Effectiveness [10]. The ability to analyze unstructured data (e.g.,
analyzing sentiment in employee emails to gauge culture) is a
particularly potent VRIN resource that competitors without Al cannot
replicate.

B. Agency Theory Perspective: Agency Theory provides the context for
the IAF's role. By automating monitoring and increasing the precision of
detecting agency costs (e.g., fraud, shirking), Al strengthens the
monitoring mechanism, thereby aligning agent behavior with principal
interests [11]. The real-time nature of Al-driven assurance increases the
perceived probability of detection, acting as a powerful deterrent against
malfeasance.

3.1 AI-Enabled Internal Audit Capability (Independent Variable)

Defined as the extent to which the IAF possesses and utilizes advanced
technologies to automate workflows, perform sophisticated analytics, and
integrate disparate system data. This includes both the technical infrastructure
(e.g., data lakes, cloud compute) and the requisite data science skills within
the audit team.

3.2 Mediating Constructs
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A. Audit Analytics Accuracy: The precision and reliability of audit
evidence generated by Al models compared to traditional sampling. Al
allows for population testing, which theoretically reduces sampling risk
to near zero [12]. It also reduces detection risk by identifying non-linear
patterns that human auditors might miss.

B. Continuous Auditing Capability: The ability to shift from periodic
reviews to continuous monitoring of controls and transactions. This
represents a temporal shift in assurance, moving from "point-in-time" to
"real-time" [13].

C. Explainable AI (XAI) and Auditor Trust: The degree to which Al
outputs are understandable to human auditors. Trust is the psychological
mechanism that allows the human auditor to endorse the machine's
findings. Without XAI, auditors may exhibit "algorithm aversion,"
rejecting valid Al insights due to a lack of understanding [14].

D. Decision Support Quality: The relevance, timeliness, and actionability
of the insights provided to the audit committee and management. It
measures the "so what?" factor of the audit report—transforming raw
data into strategic intelligence.

3.3 Organizational Governance Effectiveness (Dependent Variable)

A multidimensional construct capturing the quality of board oversight, the
transparency of operations, the effectiveness of risk management, and the
strategic value of assurance activities. It reflects the board's confidence in the
control environment and their ability to make risk-informed decisions.

3.4 Governance and Assurance Standards (Moderator)

The extent to which the organization adheres to formal frameworks (e.g.,
IPPF, COSO, ISO 31000). These standards provide the ethical and procedural
guardrails for Al. We posit that standards act as a quality filter, ensuring that
Al is used to enhance assurance rather than merely to cut costs, preventing the
"automation of bad processes."

4. Hypothesis Development
H1: Al-Enabled Internal Audit Capability is positively associated with

Organizational Governance Effectiveness.

(Rationale: Advanced capabilities provide superior risk visibility and
coverage, directly enhancing the board's oversight capacity and reducing
information asymmetry.)

H2: Al-Enabled Internal Audit Capability is positively associated with Audit
Analytics Accuracy.
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(Rationale: Al enables the analysis of full populations and the detection of
complex non-linear patterns, significantly reducing both sampling risk and
detection risk compared to manual methods.)

H3: Audit Analytics Accuracy is positively associated with Decision Support
Quality.

(Rationale: High-quality, accurate data is the antecedent to actionable insights.
Governance bodies cannot make sound strategic decisions based on inaccurate
or partial audit evidence.)

H4: Explainable Al (Transparency) mediates the relationship between Al-
Enabled Audit Capability and Auditor Trust.

(Rationale: Complex algorithms ("black boxes") inherently reduce trust.
Explainability features restore this trust, enabling auditors to rely on and
defend the system's findings to stakeholders.)

HS5: Continuous Auditing Capability mediates the relationship between Al-
Enabled Audit Capability and Organizational Governance Effectiveness.

(Rationale: The primary value of Al lies in enabling continuous auditing. It is
this shift from reactive to proactive monitoring that fundamentally transforms
governance effectiveness.)

He6: Adoption of Governance and Assurance Standards positively moderates
the relationship between Al-Enabled Internal Audit Capability and
Organizational Governance Effectiveness.

(Rationale: Standards ensure that Al is applied consistently, ethically, and in
alignment with business objectives. They prevent "automating the mess" and
ensure that algorithmic outputs are subjected to professional skepticism.)

H7: Decision Support Quality mediates the relationship between Audit
Analytics Accuracy and Organizational Governance Effectiveness.

(Rationale: Accuracy is a technical metric; Decision Support is a governance

metric. Accuracy must be translated into decision-useful information (the
mediation) to impact overall governance effectiveness.)
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Figure 2: Theoretical Research Model

5. Methodology
5.1 Research Design and Sample

A quantitative, cross-sectional survey design was employed. The target
population included Chief Audit Executives (CAEs), internal audit managers,
risk officers, and audit committee members in mid-to-large enterprises
currently adopting digital transformation initiatives. We utilized a purposive
sampling technique to target organizations with established internal audit
functions and some degree of digital adoption.

o Distribution: Online survey via professional networks (IIA, ISACA,
AICPA).

e Sample Size: 248 valid responses were obtained after cleaning for
outliers (Mahalanobis distance) and incomplete data from an initial pool
of 400 distributed surveys (response rate ~62%).

e Demographics: The sample was diverse: 45% Financial Services, 20%
Technology/Telecom, 15% Manufacturing, and 20% Healthcare/Other.
The average professional experience of respondents was 12 years,
ensuring informed perspectives. 60% of respondents held professional
certifications (CIA, CISA, CPA).

o Non-Response Bias: We compared early and late respondents on key
demographic variables (firm size, industry) and found no statistically

P > 0.05

significant differences
minimal.

), suggesting non-response bias is

5.2 Operationalization of Constructs

Constructs were measured using 5-point Likert scales (1=Strongly Disagree,
5=Strongly Agree), adapted from established literature to fit the Al context.
Pre-testing was conducted with a panel of 5 academic experts and 5 senior
practitioners to ensure face validity.

e Al Capability: 5 items (e.g., "Our audit function utilizes ML for

219



anomaly detection," "We have integrated RPA into routine testing").

e Analytics Accuracy: 4 items (e.g., "Al tools have reduced false
positives in our testing," "Our detection of anomalies is more precise
with AI").

e Continuous Auditing: 4 items (e.g., "We perform real-time monitoring
of key risk indicators," "Audit reports are generated dynamically").

e Trust/XAl: 4 items (e.g., "The logic behind Al-generated alerts is clear,"
"I am confident in the Al's risk assessment").

e Governance Effectiveness: 5 items (e.g., "The audit function provides
the board with strategic foresight," "Management acts promptly on audit
insights").

e Standards Adoption: 4 items regarding adherence to IPPF, COSO, and
internal Al governance policies.

5.3 Data Analysis Strategy

Partial Least Squares Structural Equation Modeling (PLS-SEM) using
SmartPLS 4 was chosen due to the exploratory nature of the theoretical model,
the presence of non-normal data distributions, and the focus on prediction.

1) Bias Check: Common Method Bias (CMB) was assessed using
Harman’s Single Factor Test (first factor < 29% variance) and full
collinearity assessment (VIFs < 3.3), indicating no significant bias
issues.

2) Bootstrapping: 5,000 subsamples were used to generate t-statistics and
significance levels.

6. Findings
6.1 Measurement Model Assessment
Confirmatory Factor Analysis (CFA) verified reliability and validity.

[1] Reliability: Cronbach’s Alpha and Composite Reliability (CR) > 0.70
for all constructs, indicating internal consistency.

[2] Convergent Validity: Average Variance Extracted (AVE) > 0.50,
confirming that the latent constructs explain more than half of the
variance in their indicators.

[3] Discriminant Validity: Heterotrait-Monotrait (HTMT) ratios < 0.85,
and the Fornell-Larcker criterion was met.
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Table 1: Descriptive Statistics, Reliability, and Validity Measures

Construct Items Mean SD Cronbach's a CR AVE
Al 5 342 1.0 0.86 0.88 0.65
Capability 1

(TAO)

Analytics 4 3.65 0.9 0.84 0.87 0.68
Accuracy 5

(AAA)

Continuous 4 3.15 1.0 0.82 0.87 0.62
Auditing 5

(CAO)

Explainable 4 3.20 1.1 0.81 0.85 0.60
Al/Trust 0

(TRUST)

Decision 4 3.70 0.9 0.85 0.89 0.67
Support 2

(DSQ)

Governance 5 3.85 0.8 0.88 0.91 0.71
Effectivenes 9

s (OGE)

Standards 4 3.90 0.8 0.83 0.88 0.64
Adoption 5

(STD)

6.2 Structural Model and Hypothesis Testing
The model explained 54.2% of the variance in Organizational Governance

R? = (.542

Effectiveness ( ), indicating substantial predictive power.
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F.

H1 (Direct Effect): Supported (6 - 0'46,t - 6.21’;9 < 0.001

). Al capability is a strong predictor of governance effectiveness.

= 0.55 p < 0.001,
B =048

H2 (AI -> Accuracy): Supported (6

H3 (Accuracy -> Decision Quality): Supported (
p < 0.001)

H4 (XAI -> Trust): Supported (6 - 0'61, p< 0'001).
Transparency is identified as the critical antecedent for auditor trust.
HS5 (Mediation of Continuous Auditing): Supported. Indirect effect

significant (p < 0'05). This confirms that the process change to
continuous auditing is a key mechanism for value delivery.

H7 (Mediation of Decision Quality): Supported. Accuracy leads to
better decisions, which improves governance.

6.3 Moderation Analysis

H6 (Governance Standards): Supported. The interaction term (Al Capability
x Standards Adoption) had a significant positive effect on Governance

Effectiveness (B

= 0.18 p < 0.05)
Slope Analysis: The positive relationship between Al capability and
governance effectiveness is significantly steeper for organizations with
high adherence to professional standards compared to those with low
adherence. This suggests a "Governance Multiplier" effect—standards
amplify the benefits of technology. Without standards, the slope is
flatter, indicating that technology investment yields diminishing returns
in governance quality.

Table 2: Hypothesis Testing Results

Hypothesis | Path B t-Value p-Value Decision

Relationship | Coefficient

H1

Capability
(IAC) —
Governance

Effectiveness
(OGE)
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H2

Al
Capability
(IAC) —
Analytics

Accuracy
(AAA)

0.55

7.45

<0.001

Supported

H3

Analytics
Accuracy
(AAA) —
Decision
Support

(DSQ)

0.48

5.89

<0.001

Supported

H4

Explainable

Al (XAI) —
Auditor
Trust
(TRUST)

0.61

8.12

<0.001

Supported

HS

Continuous
Auditing
(CACO) —
Governance

Effectiveness
(OGE)

0.35

4.32

<0.01

Supported

Heé

IAC X
Standards
(STD) —
Governance

Effectiveness
(OGE)

0.18

2.15

<0.05

Supported

H7

Decision
Support

0.42

5.67

<0.001

Supported
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(DSQ)
Governance
Effectiveness
(OGE)

7. Discussion
7.1 Theoretical Implications

This study contributes to the IS and Auditing literature by extending the
Resource-Based View into the digital age. It demonstrates that Al is not a
standalone resource; its value in governance is contingent upon process
transformation (Continuous Auditing) and social acceptance (Trust). The
findings regarding Explainable Al (XAI) underscore that "black box" auditing
is incompatible with the assurance profession's requirement for evidence-
based conclusions. Furthermore, the study validates Agency Theory in a
digital context, showing that Al reduces information asymmetry only when
the monitoring mechanism (the audit) is trusted and continuous. It suggests
that technology acts as a "monitoring enhancer," reducing the agency costs
associated with information latency.

7.2 Practical Implications

1. For CAEs and Audit Leaders: Investing in Al technology is
insufficient without investing in data literacy and change management
to build auditor trust. The focus must be on "Augmented Intelligence"—
humans and machines working together—rather than pure automation.

2. For Audit Committees: Governance bodies should demand that Al
implementations be grounded in established professional standards
(IPPF/COSO) to maximize effectiveness. The moderator analysis
suggests that "rogue" Al implementations without governance
frameworks yield suboptimal results.

3. For Risk Managers: The shift to continuous auditing requires a
realignment of the Three Lines Model. The boundaries between the
second line (Risk Management) and the third line (Internal Audit) may
blur as both leverage the same real-time data streams, requiring clearer
collaboration protocols.

7.3 Limitations and Future Research

The study relies on self-reported perception data, which may be subject to
social desirability bias. Future research should employ longitudinal designs to
measure the pre- and post-implementation impact of Al on objective
governance metrics (e.g., financial restatement rates, time-to-detect fraud).
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Additionally, investigating the specific ethical implications of Al bias in
internal audit—such as potential bias in fraud detection models against certain
employee demographics—represents a critical avenue for future inquiry.

8. Conclusion

As the corporate world becomes increasingly digitized, the Internal Audit
Function must evolve or risk irrelevance. This study provides empirical
evidence that Al-enabled internal audit functions significantly enhance
organizational governance effectiveness. However, this enhancement is not
automatic. It is mediated by the accuracy of analytics, the shift to continuous
monitoring, and the trust auditors place in the system. Crucially, the
"Governance Multiplier" effect of professional standards demonstrates that
technology serves governance best when it is disciplined by rigorous
professional frameworks. By embracing Al within a robust ethical and
professional structure, internal audit can elevate itself from a retrospective
control function to a strategic partner in organizational governance.
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ABSTRACT

As contemporary organizations confront an escalating threat landscape
characterized by ransomware, state-sponsored actors, and a burgeoning
regulatory environment (e.g., GDPR, CCPA, DORA), the traditional siloed
approach to Information Security Governance (ISG) has proven inadequate.
Frequently, this results in a "decoupling" phenomenon—where high-level
policies exist as ceremonial documents that signal compliance but fail to
materialize into effective operational safeguards. This study proposes and
empirically validates a Control-Based Implementation Model (CBIM),
positing that the effective operationalization of specific security controls
serves as the critical dynamic capability integrating organizational policy
objectives, risk management processes, and compliance requirements.
Grounded in General Systems Theory (GST) and the Resource-Based View
(RBV), the research utilizes Partial Least Squares Structural Equation
Modeling (PLS-SEM) to analyze data from 242 information security
managers, risk officers, and auditors across high-compliance industries. The
findings demonstrate that Control-Based Implementation Capability
significantly enhances Information Security Governance Effectiveness (

6 o 0'48, p< 0'001). Furthermore, the study confirms that this
relationship is fully mediated by Policy—Control Alignment and Compliance
Assurance Capability. Crucially, the Adoption of Information Security
Standards (e.g., ISO 27001, NIST CSF) acts as a positive moderator,
amplifying the efficacy of control implementation. These results suggest that
moving from document-centric to control-centric governance models is
essential for bridging the gap between strategic intent and operational reality,
offering a pathway to resolve the tension between compliance obligations and
actual risk reduction.

Keywords: Information Security Governance, Risk Management, Compliance,
Security Controls, Dynamic Capabilities, Structural Equation Modeling, ISO 27001,
NIST CSF, Cybersecurity Resilience.

1. Introduction

In the contemporary digital enterprise, Information Security Governance
(ISG) has evolved from a technical necessity to a board-level strategic
imperative. The digitized organization is no longer defined by physical
perimeters but by a complex web of data flows, cloud dependencies, and third-
party integrations. However, despite significant investments in security
technologies and the adoption of robust frameworks such as ISO/IEC 27001,
COBIT 2019, and the NIST Cybersecurity Framework (CSF), organizations
continue to suffer from catastrophic breaches and devastating compliance
failures [1]. A recurring theme in post-incident analyses—from the Equifax
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2.1

breach to the SolarWinds supply chain attack—is the gap between "design
effectiveness" (what the organization says it does in its policies) and
"operational effectiveness" (what actually happens on the network). This
phenomenon, often termed "policy-practice decoupling," undermines the very
foundation of ISG, rendering governance structures ceremonial rather than
substantive [2].

The core challenge lies in the integration of three distinct but interdependent
domains: Policy (organizational intent and risk appetite), Risk (uncertainty
management), and Compliance (external obligation). Traditional approaches
often manage these in silos: legal teams draft voluminous policies to satisfy
regulators, risk officers maintain static risk registers in spreadsheets, and IT
operations teams deploy firewalls and endpoint agents based on immediate
operational needs. The missing link is often a coherent, unified approach to
Security Controls—the atomic units of implementation that should
theoretically satisfy all three demands simultaneously [3]. Without a control-
centric focus, policies remain abstract ("We shall protect data"), risks remain
theoretical ("Data breach is possible"), and compliance becomes a "tick-box"
exercise detached from operational reality.

While the academic and practitioner literature extensively covers framework
design, high-level strategy, and qualitative risk assessment methodologies,
there is a paucity of empirical research focusing on the implementation
capability of controls as the primary driver of governance effectiveness.
Governance is often studied as a static structure (committees, reporting lines)
rather than a dynamic process of control enforcement. Key questions remain
unanswered: How does the rigor of control formalization translate into
tangible risk reduction? Does the alignment of technical controls with business
policy objectives actually improve compliance outcomes, or are they parallel
tracks? And does the adoption of international standards act as a bureaucratic
tax that slows down agility, or a genuine enabler of governance quality?

This study addresses these gaps by proposing a Control-Based
Implementation Model (CBIM). We argue that controls are not merely
technical artifacts but organizational dynamic capabilities that bridge the gap
between abstract strategy and concrete operations. By treating Control-Based
Implementation Capability as the independent variable, we examine its
cascading effects on alignment, risk, and compliance, ultimately driving
Information Security Governance Effectiveness.

2. Literature Review

Evolution of Information Security Governance: From Protection to
Resilience
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Early information security literature (circa 1990s-2000s) focused primarily on
technical protections—firewalls, encryption, and access lists. The paradigm
was "prevention." Over the last decade, the discourse has shifted decisively
toward governance, emphasizing strategic alignment, value delivery, and
resilience [4]. ISG is now defined as the system by which an organization's
information security activities are directed and controlled to achieve business
objectives. However, recent studies highlight a persistent "implementation
gap." Organizations often achieve high scores on governance maturity
assessments (based on the existence of committees and policies) while failing
to maintain basic cyber hygiene (patch management, access control). This
suggests a breakdown in the transmission mechanism between governance
intent and operational execution [5].

2.2 The Control-Based Approach and Dynamic Capabilities

Security controls—defined as safeguards or countermeasures to avoid, detect,
counteract, or minimize security risks—are the fundamental building blocks
of security frameworks. The "control-based" perspective argues that
governance is only as effective as the sum of its functioning controls [6]. This
contrasts with the "compliance-based" perspective, which prioritizes
documentation and audit trails, often at the expense of security efficacy.

Viewing this through the Resource-Based View (RBYV), standard controls
(e.g., buying a firewall) are commoditized resources that offer parity, not
advantage. However, the capability to implement, integrate, and orchestrate
these controls represents a Dynamic Capability—the ability to integrate,
build, and reconfigure internal and external competencies to address rapidly
changing environments. This capability involves the distinct organizational
routines of translating a high-level policy into a specific configuration setting,
monitoring that setting for drift, and remediating deviations. This capability is
difficult to replicate and is a source of sustained security performance [22].

2.3 Policy—Risk—Compliance (PRC) Alignment: The Holy Grail

The integration of Policy, Risk, and Compliance (PRC) is a central goal of
modern GRC (Governance, Risk, and Compliance) systems.

I.  Policy: Sets the risk appetite and organizational mandate (The "Why"
and "What").

II. Risk: Identifies threats to objectives and quantifies potential impact (The
"What if").

1. Compliance: Validates adherence to external and internal mandates
(The "Proof™).

Scholars note that misalignment here causes massive inefficiencies; for
example, implementing expensive controls that satisfy a regulation (like
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GDPR) but fail to address the organization's actual operational risk profile
(e.g., ransomware targeting availability rather than confidentiality) [7]. A
control-based model seeks to resolve this by ensuring every control maps to a
specific risk and a specific policy requirement, creating a "golden thread"
from strategy to execution. This alignment reduces "control sprawl" and
ensures resources are targeted effectively.

2.4 Research Gaps

While normative literature prescribes what controls to implement (e.g., CIS
Controls, NIST SP 800-53), there is limited empirical research on how the
organizational capability to implement controls affects the broader
governance ecosystem. Specifically:

A. Does "control formalization" (writing it down) actually predict "risk
effectiveness"?

B. Does the adoption of heavy standards (ISO 27001) stifle agility, or does
it provide the necessary scaffolding for effective implementation?

C. The mediating roles of policy alignment and control transparency in the
relationship between implementation capability and governance
effectiveness remain under-theorized in the 2020s context.

3. Theoretical Framework

This study utilizes General Systems Theory (GST) and the Resource-Based
View (RBYV).

A. GST: Suggests that ISG is a system of interacting components (Policy,
Risk, Compliance) where 'Controls' act as the transformation mechanism
converting inputs (threats/requirements) into outputs
(security/assurance). If the transformation mechanism is weak, the
system fails regardless of the quality of inputs.

B. RBYV: Posits that Tmplementation Capability' is a unique organizational
resource. Unlike the controls themselves (which can be bought), the
capability to manage controls effectively is path-dependent and socially
complex, leading to superior performance (Governance Effectiveness)

[8].
3.1 Control-Based Implementation Capability (Independent Variable)

We define this capability not just as the presence of technology, but as the
organizational maturity regarding:

e Control Formalization: Clearly defined specifications, ownership, and
configuration standards.

e Control Integration: Seamless embedding into business processes
(Security by Design) rather than "bolt-on" security.

e Monitoring Rigor: Continuous, automated evaluation of control
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performance (Continuous Controls Monitoring - CCM).
3.2 Mediating Mechanisms

¢ Policy—Control Alignment: The degree to which operational controls
accurately reflect high-level policy intent. High alignment implies that
"what is written is what is done."

¢ Risk Management Effectiveness: The capability to identify and
mitigate operational risks based on control output. Effective controls
provide the data necessary for dynamic risk assessment.

¢ Compliance Assurance Capability: The ability to reliably demonstrate
adherence to mandates to third parties (regulators, auditors) without
significant manual effort.

e Control Transparency: The visibility and accountability of control
ownership and performance metrics. Transparency prevents the "black
box" problem where management assumes controls are working when
they are not.

3.3 Information Security Governance Effectiveness (Dependent Variable)
A multidimensional construct capturing:

1) Strategic Alignment: Security supporting business goals.

2) Value Delivery: Optimizing security investments.

3) Risk Management: Reducing incidents to acceptable levels.

4) Performance Measurement: Measuring and reporting on security
status.

3.4 Adoption of Information Security Standards (Moderator)

The extent to which an organization adopts recognized frameworks (e.g., ISO
27001). Institutional Theory suggests this provides legitimacy and a blueprint
that may amplify the effectiveness of internal control capabilities by providing
a common lexicon and structure.

&

N

\
[L’ ‘5. e Crwramyraew bepl o V' o . 1 Y \

L |

Figure 1: Control-Based Information Security Implementation Model
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Figure 2: Theoretical Framework Linking Controls, Risk, and Compliance

4. Hypothesis Development

H1: Control-Based Implementation Capability is positively associated with
Information Security Governance Effectiveness.

(Rationale: Per RBV, organizations with superior capability to operationalize
controls reduce the decoupling between intent and reality. When controls are
robust, governance becomes a reality rather than a document, leading to better

outcomes.)

H2: Control-Based Implementation Capability is positively associated with
Policy—Control Alignment.

235



(Rationale: High implementation capability implies a rigorous process of
mapping controls to requirements. Organizations with this capability do not
deploy random tools; they engineer controls to specifically satisfy policy
mandates, ensuring alignment.)

H3: Policy—Control Alignment is positively associated with Risk Management
Effectiveness.

(Rationale: Policies are expressions of risk appetite. When controls are aligned
with policy, resources are allocated to the most critical areas as defined by the
board, thereby maximizing risk mitigation efficiency.)

H4: Risk Management Effectiveness is positively associated with Compliance
Assurance Capability.

(Rationale: Modern compliance regimes (e.g., GDPR, SOX) are inherently
risk-based. You cannot be compliant without managing risk. Effective risk
management provides the evidence base—the logs, the assessments, the
remediation records—necessary for valid compliance assurance.)

HS: Control Transparency mediates the relationship between Control-Based
Implementation Capability and Governance Effectiveness.

(Rationale: Implementing controls is insufficient; they must be visible. If a
control fails silently, governance fails. Transparency (dashboards, metrics)
reduces information asymmetry between IT and the Board, translating
technical capability into governance confidence.)

He6: Compliance Assurance Capability mediates the relationship between
Risk Management Effectiveness and Governance Effectiveness.

(Rationale: Risk management reduces threats, but governance requires the
verification of that reduction. Assurance acts as the validation mechanism that
proves to stakeholders that governance is working. Without assurance,
effectiveness is merely an assumption.)

H7: Adoption of Information Security Standards positively moderates the
relationship  between Control-Based Implementation Capability and
Governance Effectiveness.

(Rationale: Standards provide a common lexicon and best-practice structure.
We posit that high implementation capability yields even better results when
structured by a recognized standard (ISO/NIST), due to reduced friction,
better vendor support, and enhanced external legitimacy.)
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5. Methodology
5.1 Research Design and Sample

A quantitative, cross-sectional survey was conducted to test the theoretical
model. The research design was chosen to capture a snapshot of current
practices across a diverse set of organizations to allow for generalizability.

[1] Target Population: Information Security Managers, Chief Information
Security Officers (CISOs), Risk Officers, and IT Auditors in medium-
to-large enterprises (1,000+ employees) across high-compliance
industries.

[2] Data Collection: An online survey instrument was distributed via
professional networks (ISACA, ISC2 chapters).

[3] Sample Size: A total of 310 responses were received. After rigorous data
cleaning (removing incomplete responses, speeders, and straight-liners),
242 valid responses remained for analysis.

[4] Demographics:

A. Industry: Financial Services (35%), Healthcare (20%), Tech (25%),
Government/Other (20%).

B. Role: CISO/Director (30%), Manager (45%), Auditor/Analyst
(25%).

C. Experience: Mean professional experience = 10.5 years.

5.2 Measures and Operationalization

Constructs were measured using 5-point Likert scales (1=Strongly Disagree,
5=Strongly Agree), adapted from established IS security literature (e.g.,
Straub, Bulgurcu). Pre-testing was conducted with 5 academic experts and 5
practitioners to ensure content validity.

e [V (Control Capability): 5 items adapting the capability maturity model
logic.
o Example: "Security controls are formally defined, documented, and
assigned an owner."
o  Example: "Controls are continuously monitored for performance
and effectiveness."
e Mediators:
o Alignment: 4 items (e.g., "Our security controls directly address
specific policy requirements").
o Risk Effectiveness: 4 items (e.g., "Residual risk is consistently
maintained within acceptable levels").
o Compliance: 4 items (e.g., "We can reliably and quickly
demonstrate compliance to external auditors").
o Transparency: 3 items (e.g., "The status of security controls is
visible to management via real-time dashboards").
e DV (Governance Effectiveness): 5 items measuring outcomes.
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o Example: "Security governance activities effectively support
business objectives."
o  Example: "Security incidents are rare and, when they occur, are
managed effectively."
e Moderator (Standards): Binary/Scale composite measuring adoption
of ISO 27001, NIST CSF, COBIT, etc.

5.3 Data Analysis Strategy

Partial Least Squares Structural Equation Modeling (PLS-SEM) using
SmartPLS 4 was chosen. PLS-SEM is preferred for predictive-exploratory
research, handles non-normal data distributions well, and is robust for
complex models with mediators and moderators.

e Model Evaluation: We assessed measurement model quality via
Cronbach’s Alpha, Composite Reliability (CR), and Average Variance
Extracted (AVE).

e Discriminant Validity: Assessed using the Heterotrait-Monotrait ratio
(HTMT), ensuring all values were below the conservative threshold of
0.85.

e Common Method Bias (CMB): Assessed using full collinearity VIFs,
all of which were below 3.3, indicating no substantial bias.

6. Findings
6.1 Measurement Model

The measurement model exhibited strong psychometric properties, indicating
that the survey instrument was reliable and valid.

e Reliability: Cronbach’s Alpha > 0.70 for all constructs.
e Validity: Average Variance Extracted (AVE) > 0.50; HTMT ratios <
0.85, confirming convergent and discriminant validity.

Table 1: Descriptive Statistics, Reliability, and Validity

Construct Items Mean SD Cronbach's a CR AVE

Control 5 3.82 0.91 0.88 0.91 0.64

Capability
(CBIC)

Policy- 4 3.65 0.95 0.86 0.89 0.68

Control
Alignment
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(PCA)

Risk Mgmt 4 3.72 0.90 0.84 0.88 0.65
Effectivenes
s (RME)

Compliance 4 3.95 0.85 0.87 0.90 0.69
Assurance
(CAC)

Control 3 3.50 1.02 0.82 0.86 0.63
Transparen
cy (CT)

Governance 5 3.90 0.88 0.89 0.92 0.71
Effectivenes
s ISGE)

6.2 Structural Model and Hypothesis Testing
The model demonstrated high predictive power, explaining 58.2% of the

R? = (.582

variance in Governance Effectiveness ( ) and 68.2% of the

R?* = 0.682

variance in Policy-Control Alignment ( ). The predictive

2
relevance (Q ) for the endogenous constructs was well above zero, indicating
the model's predictive validity.

Table 2: Regression and SEM Hypothesis Testing Results
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Hypothesis Path Beta t-Statistic | p- 2 Result
Relationsh ()] Value (Effect
ip Size)
H1 CBIC — 0.48 5.62 <0.001 0.32 Supported
ISGE (Large)
H2 CBIC — 0.52 6.45 <0.001 0.38 Supported
PCA (Large)
H3 PCA — 0.45 5.12 <0.001 0.25 Supported
m)
H4 RME — 0.38 4.78 <0.001 0.19 Supported
m)
H5 CT = 0.22 2.89 <0.01 0.08 Supported
ISGE (Small)
Hé6 CAC — 0.31 3.56 <0.001 0.15 Supported
ISGE (Mediu
m)
H7 CBIC X 0.16 2.14 <0.05 0.04 Supported
11
Standards (Small)
— ISGE
6.3 Moderation Analysis

H7 (Standards Adoption): Supported. The interaction term (Control

Capability X Standards Adoption) positively influenced Governance

Effectiveness (

B =0.16 p < 0.05

).
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adopting formal standards (High Standards) showed a steeper positive
relationship between implementation capability and governance
outcomes than those relying on ad-hoc frameworks (Low Standards).
This indicates that standards act as a "force multiplier" for internal
capabilities—they provide the structure that makes the capability more
effective.

7. Discussion

7.1 Theoretical Implications

This study makes a significant contribution to the literature by validating the
"Control-Centric" view of IS governance.

1.

Validation of RBV in Security: By demonstrating that Implementation
Capability is a predictor of success, we confirm that security controls are
not static resources but dynamic capabilities. It is not what firewall you
own, but ~ow you manage it that creates value.

Bridging the Decoupling: By establishing the causal chain from

Capability — Alignment 7 Risk Compliance — Governance, we
provide a unified theoretical model for GRC integration that explains
how the policy-practice gap is closed.

Institutional Theory Nuance: The moderation analysis refines
Institutional Theory in the context of ISG. Standards are not just for
legitimacy (isomorphism); they structurally enhance the efficacy of
operational controls by providing best-practice blueprints.

7.2 Practical Implications

1.

Focus on Engineering over Drafting: Managers should focus less on
writing voluminous policies and more on the engineering of controls that
enforce them. A policy without a control is merely a wish. Investment
should shift from paper-based GRC to technical control instrumentation.
The '"Standards Paradox" Resolved: Organizations often view
standards (ISO, NIST) as bureaucratic overhead. Our data suggests they
are enablers. Adopting ISO 27001 provides the scaffold that makes
control implementation more effective. It reduces the cognitive load of
designing controls from scratch.

Transparency is Governance: The mediation of control transparency
suggests that dashboards and clear ownership (accountability) are just as
important as the technical efficacy of the controls themselves. If the
CISO cannot see the control status, they cannot govern the risk.

The Automation Paradox: While not explicitly measured as a distinct
variable, the high scores on implementation capability were correlated
with descriptions of automated monitoring. Future governance must
move from "manual sampling" to "automated continuous monitoring" to
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maintain the alignment we observed.
7.3 Limitations and Future Research

The study used cross-sectional data, limiting causal inference. Future research
should use longitudinal designs to track governance effectiveness pre- and
post-control optimization. Additionally, the impact of Al on automated
control implementation—moving from manual testing to algorithmic
assurance—warrants investigation. Does Al-driven control management
reduce the need for human governance, or increase the need for oversight?

8. Conclusion

Effective Information Security Governance cannot exist in the abstract; it must
be grounded in the concrete reality of operational controls. This study
develops and wvalidates a Control-Based Implementation Model,
demonstrating that when organizations focus on the capability to implement,
monitor, and align security controls, they effectively bridge the disparate
worlds of policy, risk, and compliance. The result is a governance structure
that is not only compliant on paper but resilient in practice, capable of adapting
to the dynamic threat landscape of the 21st century. By resolving the tension
between high-level strategy and low-level operations, the control-centric
approach offers a path forward for the mature digital enterprise.
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ABSTRACT

The widespread adoption of the Internet of Things and smart grids has led to
a significant increase in cyber threats, making it essential to develop
effective security solutions that simultaneously protect data privacy.
Traditional attack detection methods rely on centralized data collection,
which exposes systems to privacy and scalability risks.

In this paper, we propose a federated learning-based security framework
aimed at improving authentication and cyberattack detection in IoT
environments without requiring the sharing of raw data. The proposed
framework is based on training a deep learning model locally on IoT
devices, with model weights being incorporated using the FedAvg algorithm
to update the global model.

The proposed model was evaluated through multiple experimental scenarios,
including homogeneous IID and non-homogeneous Non-IID data
distributions, as well as introducing noise and imbalances to simulate real-
world conditions. The results showed that federated learning achieves
performance close to centralized learning in terms of accuracy, while
maintaining privacy and good stability in non-ideal environments. The
proposed model also outperformed traditional models in terms of accuracy
and retrieval metrics, confirming its effectiveness as a practical and reliable
security solution for the Internet of Things and smart networks.

Keywords — Federated learning, Internet of Things, smart grids, authentication,
cybersecurity, intrusion detection.

I. INTRODUCTION

The Internet of Things (IoT) and smart grids have witnessed rapid
development in recent years, becoming widely used in energy, smart cities,
healthcare, and industry. These systems rely on a large number of
interconnected devices, such as sensors, smart meters, and controllers, which
continuously exchange data.

Despite the significant benefits of these systems, they have become a
prime target for cyberattacks, including Denial-of-Service (DoS/DDoS)
attacks, identity theft, and malware attacks. This is due to the distributed
nature of the IoT and the limited resources of its devices.

Centralized machine learning solutions face significant challenges when
implemented in these environments, particularly regarding data privacy and
large volumes. Therefore, federated learning emerges as a promising
solution that enables collaborative model training without transferring raw
data outside of devices. This paper aims to study and evaluate the use of
federated learning for authentication and cybersecurity protection in the IoT,
focusing on empirical evaluation using real-world data.
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II. RELATED WORK

The widespread adoption of smart grids and the Internet of Things (IoT)
has led to a significant increase in security challenges, given these systems'
reliance on exchanging massive amounts of sensitive data across open
networks. A study by Ali et al. [1] highlighted the importance of
cybersecurity in smart grids and their various applications, noting that
cyberattacks can directly impact the stability and efficiency of power
systems. Several studies have also explored fault and attack detection
techniques in power grids using anomaly detection methods [3], [15], [17],
demonstrating their effectiveness. However, these methods rely on
centralized learning models that require data aggregation, raising concerns
about privacy and scalability.

In this context, machine learning, fuzzy logic, and intelligent algorithms
have been employed to support decision-making and enhance the reliability
of electrical systems. In [4] and [7] presented machine learning and fuzzy
logic-based models for prioritizing management decisions which is
important for these fields, while other works [2], [8], [13], [20], [22] focused
on using meta-exploratory algorithms and sensitivity analysis to estimate
wind power potential and improve the reliability of distribution networks.
Deep learning techniques have also been used to predict the output of solar
power systems, taking cloud cover into account [19]. Despite the accuracy of
these models, their reliance on centralized data makes them less suitable for
distributed IoT environments.

Federated Learning (FL) has emerged as an effective solution for
addressing privacy issues by training models locally without sharing raw
data. Ali et al. [14] demonstrated the potential of FL to enhance privacy in
smart grids and IoT systems, highlighting its superiority over centralized
learning in terms of data protection. However, the literature also points to
challenges with FL related to non-integrative data (Non-IID) and its impact
on convergence speed and model accuracy.

To enhance the security and reliability of FL systems, several studies have
proposed integrating them with blockchain technology. Recent surveys [9],
[16], [18] have provided a comprehensive analysis of the mechanisms for
integrating FL and blockchain in industrial IoT and 5G networks,
highlighting the role of blockchain in preventing tampering and providing
decentralized authentication and verification mechanisms. Other works [6],
[10], [21] have proposed lightweight federated learning systems and
improved edge authentication schemes; however, increased computational
complexity and latency remain practical challenges.

Finally, advanced security studies such as [12] have addressed the
vulnerability of machine learning models to evasion attacks during the
testing phase, highlighting the need for more flexible and reliable attack
detection models, especially in critical environments such as smart grids and
the Internet of Things.
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Based on the above, a research gap exists in the limited number of studies
that offer a practical federated learning framework for detecting cyberattacks
in heterogeneous loT environments, with realistic comparisons to centralized
models and without added complexity. This paper seeks to bridge this gap by
presenting a practical FL. model and analyzing its security and operational
performance.

I11. MATERIALS AND METHOD

This research presents a federated learning-based security framework
designed to enhance authentication and cyberattack detection in IoT and
smart grid environments, while maintaining the privacy of distributed data
across endpoints.

The proposed framework relies on training a deep learning model locally
on each IoT device or node using its own data, without the need to transfer
raw data to a central server. Instead, only the local model weights are sent to
the central server, where they are combined using the FedAvg algorithm to
update the global model. The updated model is then redistributed to all nodes
to participate in a new training round.

This approach enables:

Reducing the risk of sensitive data leaks, improving the scalability of
large-scale networks, and increasing the system's resistance to cyberattacks
targeting central collection points.

The model used is designed to be computationally lightweight, making it
suitable for operation on IoT devices with limited resources, while
maintaining a high ability to distinguish between normal traffic and various
attacks such as DDoS attacks and Botnet attacks.
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A. System Model

The proposed system consists of a large number of [oT devices (federated
learning clients), such as sensors and terminal gateways. Each device stores
its data locally and trains a local machine learning model to detect attacks
and authenticate normal behavior.

Only model parameters or updates are sent to a central server (the
federated assembler), which assembles them using the FedAvg algorithm
and sends the updated global model back to the devices.

B. Threat Model

We assume an attacker capable of carrying out network attacks such as:

Distributed Denial-of-Service (DoS and DDoS) attacks, Botnet attacks and
IoT device impersonation.

The attacker is not assumed to have the ability to compromise the
assembly server or control the federated assembly process.

IV.EXPERIMENTAL SETUP

To evaluate the efficiency of the proposed framework, a series of
experiments were conducted using a simulation environment representing
realistic [oT scenarios. A representative network traffic dataset was used,
containing attributes that describe normal and malicious traffic behaviour.

A. Proposed Framework Based on FedAvg

The proposed framework is based on a supervised learning model designed
to classify network traffic as either normal or aggressive. The model is
trained locally on each device using its own data.

The FedAvg process involves the following stages:

1. Global model initialization

2. Local model training on IoT devices

3. Sending model parameters to the central server
4. Model integration using FedAvg

5. Deployment of the updated global model

A lightweight model (such as a multi-layer neural network (MLP)) was
chosen to accommodate the limited resources of IoT devices.

B. Experimental Setup and Dataset

i Used Dataset

The IoT-Botnet Dataset, a real and commonly used dataset in loT security
research, was used. This set contains real network traffic from IoT devices
infected with botnet malware, as well as normal network traffic.

The data includes several types of attacks, such as: DoS, DDoS, Scan and
Botnet Traffic

Each sample includes several network characteristics, such as packet rate,
packet size, and number of connections.
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ii.  Data Segmentation in a Federated Learning Environment
The dataset was segmented among several clients (virtual IoT devices) in a
heterogeneous (non-I11D) manner to simulate real-world scenarios, with each
device having a different data distribution. Allocated: 70% of data for local
training, 15% for validation and 15% for testing.

C. Data Processing

The following preprocessing operations were implemented:

Standardization to ensure training stability; Noise injection to simulate
interference and non-ideal conditions in real networks; and Class imbalance
so that attacks represent a smaller percentage of the data, reflecting the
practical reality of intrusion detection systems.

D. Federated Learning Setup

The training data was divided among several clients using two scenarios:

IID: homogeneous data distribution, and Non-IID: heterogeneous
distribution simulating the large variation in the behavior of IoT devices.

Several rounds of federated learning were conducted, whereby in each
round:

The model was trained locally on data from each client, the model weights
were sent to the server, and the weights were combined to update the global
model.

E. Experiment Setup

The Experiments work depending on following settings: Number of
clients: 20 IoT devices, Number of Federated Learning Rounds: 50,
Fermentation Algorithm: FedAvg and Evaluation Metrics: Accuracy, Recall,
False Alarm Rate (FPR)

F. Experiment Scenarios

To demonstrate the effectiveness of the proposed model, its results were
compared with:

A centralized learning model, A traditional model based on logistic
regression as a baseline.

Scenario 1: Attack Detection Using Federated Learning

In this scenario, a Federated attack detection model is trained and
compared to a traditional centralized learning model.

Scenario 2: Impact of Number of Clients

Model performance is analyzed as the number of participating IoT devices
increases during training.

Scenario 3: Privacy and Connectivity Costs

The volume of data exchanged between devices and the central server is
evaluated compared to centralized learning.
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V. RESULTS

The experimental results show that the proposed federated learning-based
framework achieves high performance in detecting cyberattacks in IoT
environments, even with heterogeneous data distributions and noise.

A. IID vs. Non-IID Comparison

The results indicate that the model trained on IID data converges more
quickly, while the model trained on non-IID data requires more rounds to
achieve stable performance as shown in Fig. 2. However, both scenarios
ultimately achieve convergent accuracy, demonstrating the robustness of the
proposed model and its ability to handle less-than-ideal real-world
environments.
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Fig. 2 Comparison between IID with Non-IID Federated Learning

B. Federated Learning vs. Centralized Learning

The comparison between federated and centralized learning shows that the
federated model achieves performance very close to that of the centralized
model as shown in fig. 3, with the added advantage of maintaining data
privacy. This result confirms that federated learning is a practical and
effective alternative to centralized solutions in security-sensitive systems.
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C. Security Measures

In Fig. 4 the Precision, Recall, and F1-score results showed high values,
indicating the model's ability to:

Reduce false alarms, and detect actual attacks with high accuracy.

The Confusion Matrix also demonstrates a good balance between classes,
with a limited number of errors, which is expected and realistic in practical

systems.
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Fig. 4 Security Metrics for [oT Attack Detection
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D. Comparison with Traditional Models

When comparing the proposed model with a logistic regression model, the
federated learning model clearly outperformed in terms of accuracy and
stability, highlighting the importance of using distributed deep learning
models in modern cybersecurity scenarios as shown in Fig. 5.
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Fig. 5 Federated Learning Performance

VI. DISCUSSION

Although the experimental results showed near-perfect performance in
terms of accuracy, recall, and F1-score metrics, this reflects a combination of
experimental factors and the unique characteristics of the dataset used. It
should be emphasized that these near-perfect results do not necessarily mean
the model will be error-free in all real-world scenarios, but rather provide
strong evidence of the proposed model's effectiveness under the conditions
under consideration. This high performance can be explained by the
following points:

1. The nature of the dataset used (IoT-Botnet Dataset): This dataset
represents carefully labelled network data derived from real-world IoT
environments, where the extracted features—such as packet rate, size, and
number of connections—are highly separable between normal and
aggressive traffic. This clear separation in the feature space makes it easy for
the model to differentiate between categories, even with a simple model
architecture.

2. The suitability of the model for the task: A lightweight multilayer neural
network (MLP) model was used, which has proven effective in handling
tabular data such as network traffic data. The model design (number of
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layers, activation functions, etc.) was initially optimized to suit the nature of
the data, contributing to a fast convergence rate and consistent performance.

3. Controlled Experimental Conditions: The experiments were conducted
in a simulated environment that allowed control over factors such as the
number of clients and data distribution. While less-than-ideal conditions
(such as non-IID data and noise injection) were simulated, the
communication environment was ideal (no packet loss or latency), and the
central server and clients were assumed to be uncompromised. In real-world
deployments, these factors could negatively impact performance.

4. FedAvg Algorithm Efficiency in the Studied Scenario: The algorithm
demonstrated efficiency in collecting knowledge from distributed devices
without loss, especially when there was sufficient homogeneity in the data
structure despite the different distributions. The optimal results reflect the
success of the proposed framework in achieving its primary goal: achieving
centralized performance while maintaining privacy.

5. Evaluation on a Single Dataset: The results demonstrate the model's
capabilities on this dataset. We emphasize that performance may vary when
applied to data from other infrastructures or under new, sophisticated attacks
(zero-day attacks). This opens up new avenues for future research.

In conclusion, the presented results provide proof of concept and
demonstrate that federated learning can be a practical and secure alternative
to centralized learning in detecting IoT attacks, especially when data is
separable and well-represented. This forms a strong foundation for future
development toward more flexible models capable of handling real-world
complexities.

VIL CONCLUSION AND FUTURE WORK

This research presents a federated learning-based security framework to
address the challenges of authentication and cyberattack detection in IoT and
smart grid environments. By avoiding the transmission of raw data to a
central server, the proposed framework enhances privacy and reduces the
risk of leakage, while maintaining competitive performance compared to
centralized approaches.

Experimental results demonstrate that the proposed model exhibits high
adaptability to heterogeneous data distributions and suboptimal conditions,
reflecting its practical applicability in real-world IoT systems. Comparisons
with traditional learning models also show that federated learning offers
significant improvements in accuracy and stability, particularly in security-
sensitive scenarios.

Based on these findings, federated learning can be considered a promising
solution for securing modern IoT systems. Future work could be expanded
by evaluating the proposed framework on large-scale real-world datasets,
investigating the impact of connectivity costs, and integrating more
advanced technologies to mitigate advanced and adversarial attacks.
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ABSTRACT

This paper presents a comparative study between a classical droop control
and model predictive control applied to a fast charging station for electric
vehicles powered by a grid-connected PV-battery microgrid. A realistic solar
irradiance profile is used to assess the dynamic performance of both control
strategies under variable operating conditions. The droop control, widely
adopted in industrial systems, regulates the charging power according to the
voltage at the point of common coupling. Although simple and robust, it
exhibits significant limitations under rapid solar variations, such as reduced
charging power, under utilization of available PV energy, and degraded
voltage quality. Conversely, the proposed MPC performs real time
optimization by selecting the optimal switching vector that minimizes a
multi objective cost function. The latter integrates current tracking error,
PCC voltage deviation, battery stress and state-of-charge deviation with
adaptive weights that vary according to system conditions. Simulation
results demonstrate that the MPC achieves smoother charging power, better
energy quality indices and improved utilization of PV and battery resources
compared to the droop controller, thereby ensuring higher efficiency and
stability under fast solar fluctuations.

Keywords —Electric Vehicle Fast Charging, MPC, Droop Control, PV-Battery
Microgrid.

I. INTRODUCTION

The global electrification of transportation has accelerated the deployment

of electric vehicles (EVs), creating a growing demand for fast and reliable
charging infrastructures. Fast charging stations (FCS), typically rated above
50 kW, impose substantial stress on the electrical grid due to their high and
rapidly varying power requirements [1, 2]. To alleviate this impact and
improve sustainability, hybrid microgrids combining photovoltaic (PV)
generation and battery energy storage systems have emerged as an attractive
solution. By locally supplying a significant portion of the charging demand,
PV-battery systems reduce peak grid loading, enhance energy autonomy, and
contribute to the decarbonization of EV charging [3, 4].
However, the intermittent nature of solar energy introduces major
operational challenges. Sudden irradiance fluctuations caused by cloud
transitions may produce voltage deviations, power oscillations and
undesirable battery cycling during fast charging events [5]. Ensuring stable
and efficient operation therefore requires advanced control strategies capable
of maintaining the power balance, regulating the point of common coupling
(PCC) voltage, and optimally coordinating renewable and storage resources.
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Classical droop control remains widely implemented in industrial converters
due to its simplicity, decentralized implementation and inherent robustness
[6, 7]. In PV-battery microgrids, droop laws generally adjust the EV
charging power or converter output according to the measured PCC voltage.
While effective under slowly varying conditions, droop control suffers from
limitations when fast irradiance variations or high-power EV loads occur. It
may cause reduced charging power, under-utilization of available PV
energy, and insufficient mitigation of voltage disturbances.

In contrast, Model Predictive Control (MPC) has emerged as a promising
alternative thanks to its ability to predict future system behavior and
optimize the converter switching actions in real time. MPC can explicitly
incorporate system constraints, multi-objective cost functions, and dynamic
weighting schemes, making it particularly suitable for hybrid renewable
charging stations [8, 9]. By integrating parameters such as current tracking
error, PCC voltage deviation, battery state of charge and power ripple, MPC
enables coordinated and high-performance energy management even under
demanding operating scenarios.

This work presents a comprehensive comparison between droop control and
MPC applied to a grid-connected PV-battery fast EV charging station. A
detailed system model, including PV generation, DC/DC and DC/AC
converters, battery dynamics, and EV charging interface, is developed and
validated under realistic irradiance conditions. The objective is to evaluate
the ability of each control strategy to maintain voltage stability, ensure
smooth charging power, preserve battery health and enhance the utilization
of renewable energy.

The main contributions of this paper are summarized as follows:

e A complete modeling of a fast EV charging station powered by a
PV-battery hybrid microgrid.
e Implementation and analysis of classical droop control and Model
Predictive Control with adaptive cost weighting.
e Performance comparison under fluctuating solar irradiation and
high-demand EV charging scenarios.
e Assessment of energy quality indices, PV utilization efficiency, and
battery stress reduction.
The obtained results show that MPC significantly outperforms conventional
droop control, offering improved dynamic response, reduced PCC voltage
deviations and better coordination of renewable and storage resources. These
findings highlight the potential of MPC as an advanced control strategy for
next-generation, grid-friendly fast charging infrastructures.
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II. MODILIZATION

Figure 1 illustrates the general architecture of a fast EV charging station
supplied by a grid-connected PV-battery microgrid. It highlights the
power flow paths and the power electronic interfaces that ensure
coordinated energy management.

Public Grid

Fig. 1 Architecture of the Fast EV Charging Station
A. PV System

The output power of a photovoltaic generator depends on solar irradiance
(E), cell temperature (T), and the nominal power of the array (Ppvnom). A
commonly used relation is [10]:

P, =P,

P

E
(Eef)(l +k (T-T,)) (1)

nom

Where:

Pyiom: nominal power; E,..s reference irradiance (1000 W/m?); T :
reference temperature (25 °C); kr: temperature coefficient.

B. Battery Storage Modeling
The energy behavior of the battery can be represented by [11]:

B) =V ()4 (1) )

where: P,: power exchanged between the battery and the DC bus
(W) ;Via(?) : instantaneous battery voltage (V) lru(?) : battery current
(A).
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To represent the internal dynamics, the battery is often modeled as a voltage
source in series with an internal resistance:

Vi () = Epc (SOC) = Ry, 1, (2) 3)

where: E,.(SOC): open-circuit voltage depending on the state of charge
(SOC), Rin: equivalent internal resistance (£2).

The state-of-charge (SOC) dynamics is given by:

Ibat (k)At

SOC(k +1) = SOC(k) — —ta ==
C,,, (k).3600

“)

With, SOC: state of charge expressed as a fraction (0—1),; Cpu’ nominal
battery capacity (Ah) ;4¢: time step (s).

C. Modeling of the Grid

In this study, the electrical grid is represented as an infinite bus, meaning
that it can exchange energy bidirectionally without capacity limitations. In
other words, the MPC controller is able to freely import or export the
necessary power to maintain system balance. Thus, the overall energy
balance can be expressed through an equation linking generation, storage,
and power exchanges with the grid [12].

By (k) = P, (k) + P, (k) + F; (k) 5)

F; (= Ve (t)'iG ) (6)

Where, Pers(k) : combined charging power demand of the station at the kth
instance ; Pg(?) : grid power;

Vpcce(t) : voltage at the point of common coupling (PCC); ig(?) : grid current.

D. Control Systems

Two control approaches are considered in this study: a classical droop
controller, widely used in industrial applications for its simplicity and
robustness and an adaptive MPC controller based on real-time predictive
optimization. Both strategies are modeled below to enable a detailed
comparative analysis [ 13-15].

e (lassical Droop Control
Droop control is a decentralized primary control technique originally used in
AC microgrids and later extended to DC microgrids and EV charging
stations. Each source (PV converter, battery converter) emulates a virtual
resistance, so that its output reference is modulated according to the local
bus voltage or current [16, 17]. This technique avoids communication
between converters and allows autonomous power sharing. In the simplest
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form, the reference voltage of each source decreases as its output current
increases:

V;c = VO - kdroopldc (7)

Where, V" : reference DC-bus voltage for the converter ; V5 : nominal bus
voltage ; karo0p : droop resistance.
Equivalently, one can define a current-mode droop law :

L =Vk—Vd ©)

droop

which provides a current reference given the measured bus voltage. When
the bus voltage drops, the droop law increases the current reference of the
source; if the voltage rises, the current reference decreases. Because the
control uses only local measurements, it is inherently robust and simple.
The droop coefficient koo determines the slope of the power voltage
characteristic. In practice, it is chosen to ensure that the maximum
bus-voltage deviation remains within an acceptable range under the
maximum source current. Let 4V, denote the permissible DC-bus voltage
variation and A7, the maximum current of the source; then a simple design
yields.

AV
droop — Al

©)]
e  MPC Control
MPC is an advanced control technique that exploits a mathematical model of
the system to predict its future behaviour and to optimise control actions
over a finite horizon. For microgrid applications, MPC has proven effective
at handling nonlinearities and constraints and at improving the dynamic
response of voltage, frequency and power [18, 19]. A key principle is that at
each sampling instant, the controller:
x(k+1)= Ax(k) + Bu(k) (10)
y(k+1)=Cx(k)+ Du(k) (11)
With : 4 : internal dynamics of the system ; B : effect of the input / control
action ; C : selection of the measured output ; D : direct feedthrough effect of
the input on the output.

The cost function can be written as :

J = f(x(k),u(k),....x(k+ N),u(k+ N) (12)
Where : f: objectives ; N : horizon length.
Minimising J yields the optimal switching signals.
III. SIMULATION RESULTS
Figure 2 compares the performance of two control strategies classical droop
and finite control-set MPC for a fast EV charging station powered by a PV
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array and a battery. The scenario involves multiple vehicles charging and a
deliberate drop in solar irradiance. Six sub-plots illustrate key dynamic
variables:

R/
0’0

Y/
0'0

R/
0'0

PCC voltage : Under droop control, the DC-bus voltage undergoes
large oscillations and overshoots due to the sign-based switching;
this reflects the inherent trade-off in droop control between voltage
regulation and current sharing. MPC markedly reduces the
amplitude of these oscillations: it anticipates future states and
chooses the switching vector that minimises a multi-objective cost,
thereby stabilising the bus voltage.

Grid current : Droop produces highly oscillatory current, leading to
greater distortion, whereas MPC tracks the reference current with
smooth, near-constant values. This highlights MPC’s ability to
regulate current more precisely by solving an optimisation problem
at each sampling step.

THD proxy : The THD proxy (integrated absolute error of current
tracking) shows a rapid increase during the transient and then
flattens. Although the integrated values of droop and MPC appear
similar here, droop actually injects higher instantaneous harmonic
content due to the switching oscillations, while MPC reduces total
harmonic distortion.

State of charge (SOC): Both strategies yield the same SOC
trajectory because the battery power is regulated by an outer SOC
control law. The battery discharges initially to meet the EV demand
and drops further when solar generation decreases, then recharges as
PV output recovers. This independent control loop keeps the SOC
within prescribed limits, as seen in the descent and subsequent rise.
Battery current: As with SOC, the battery current curves are
identical: the battery delivers current during low irradiance and
absorbs current when surplus PV is available. This indicates that
battery stress is determined mainly by the SOC regulator rather than
the converter control.

Power flows : PV and EV power traces coincide because they are
dictated by irradiance and vehicle arrivals. The key difference is in
grid power: droop yields large negative power (sending excess
energy back to the grid) during the irradiance drop, reflecting poor
coordination between sources; MPC smooths out the grid power
exchange, mitigating voltage sag and reducing stress on the grid.
This demonstrates MPC’s superior energy-sharing capability,
consistent with the literature noting that MPC enhances dynamic
performance and coordination compared to droop
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Fig. 2 Dynamic comparison of droop and MPC in a PV—battery fast EV charging
station

Figure 3 illustrates the second scenario, where two EVs are connected and
the PV output drops on a weaker grid. As before, the classical droop control
causes the DC-bus voltage to oscillate widely and the grid current to ripple,
particularly when the vehicle load changes. These oscillations reflect the
inherent trade-off in droop control between voltage regulation and current
sharing. By contrast, the MPC controller maintains a much smoother PCC
voltage and enforces a constant grid current over each charging interval; it
anticipates the effect of load changes and optimizes the switching sequence
accordingly. The state-of-charge and battery current profiles are similar
under both strategies because the battery power is regulated by an outer SOC
loop. The power-flow subplot shows that droop control transfers a larger
fraction of the demand to the grid, whereas MPC better balances PV and
battery contributions, reducing the grid power excursions.
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Fig. 3 Dynamic comparison of droop and MPC in a PV-battery fast EV charging

station
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Figure 4 shows the fourth scenario, where two electric vehicles arrive
successively and the battery experiences high loading. The classical droop
controller induces large oscillations in the DC-bus voltage and high-
frequency ripple in the grid current. This behaviour stems from the droop
law’s simple virtual resistance control, which cannot maintain voltage
stability when power demand changes abruptly. The MPC controller uses a
predictive model and optimizes switching states at each sample, leading to
smaller voltage excursions and smoother grid current.

The THD proxy rises during transients but remains lower under MPC,
reflecting reduced harmonic content. The battery state of charge and current
profiles are similar for both strategies because battery power is regulated by
an outer SOC loop; step changes correspond to EV arrivals and recharging
periods. The power-flow subplot highlights that droop control causes larger
swings in grid power, including feeding substantial energy back to the grid
when PV generation exceeds load, whereas MPC balances PV and battery
contributions more effectively, minimizing stress on the grid.
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Fig. 4 Dynamic comparison of droop and MPC in a PV—battery fast EV charging
station

Figure 5 shows a scenario with several electric vehicles connecting in
sequence and a temporary drop in PV irradiance. Under classical droop
control, the DC-bus voltage fluctuates widely and the grid current oscillates
whenever the EV load changes, evidencing the intrinsic limitation of droop
in maintaining voltage stability. The finite-control-set MPC dramatically
smooths the voltage and keeps the grid current flat over each charging
interval by predicting future states and optimising the switching action in
real time. The battery SOC and current trends remain the same for both
strategies because the battery power is dictated by an external SOC
regulator; step changes correspond to vehicle arrivals. In the power-flow
subplot, the droop strategy forces more abrupt shifts in grid power, whereas
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MPC balances PV and battery contributions more effectively, reducing stress
on the grid.
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Fig. 5 Dynamic comparison of droop and MPC in a PV—battery fast EV charging

station

IV.CONCLUSION

This work compared classical droop control and Model Predictive Control
for a PV-battery based fast EV charging station. The results show that while
droop control is simple and robust, it struggles to maintain stable DC-bus
voltage and to efficiently coordinate PV and battery power under rapid
irradiance variations. In contrast, MPC provides smoother charging profiles,
better voltage regulation and improved utilisation of renewable energy
thanks to its predictive and multi-objective optimisation capabilities.
Overall, MPC offers a more efficient and reliable solution for fast-charging
applications in renewable-based microgrids.
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ABSTRACT

The design, modeling, and performance assessment of a compact linear
phased array antenna for Ku-band downlink low Earth orbit (LEO) satellite
communication are presented in this study. The proposed array consists of 16
miniature rectangular microstrip patch elements printed on an FR-4 substrate,
each optimized through parametric tuning in CST Studio Suite to achieve a
broad impedance bandwidth. The elements are uniformly spaced by 13 mm
(0.5A at 11.5 GHz) to prevent grating lobes while enabling wide beam
steering. A progressive phase shift of -22.5 © per element is applied via phase
shifters, allowing electronic beam scanning from -25 ° to +25 ° without
mechanical movement. simulated results show an operational bandwidth of
10 —12.9 GHz, with the array achieving an average gain of 10 dBi. The cost-
effective and the compact form make the proposed design a strong candidate
for integration into LEO satellite user terminals such as Starlink or OneWeb.

Keywords—phased array antenna, patch, linear, beam steering, electronic scanning,
phase shifter

I. INTRODUCTION

Satellite communication has become an important component of global
connectivity, enabling high-speed data transmission, remote sensing, and
broadband services across the world (1). The performance of satellite
communication systems has been greatly improved by the introduction of Low
Earth Orbit (LEO) and Medium Earth Orbit (MEO) satellites, which provide
important advantages over conventional Geostationary Orbit (GSO) systems
(2). These benefits include reduced latency, higher throughput, and more
flexible coverage, making NGSO (Non-Geostationary Orbit) constellations an
attractive option for next-generation communication networks, including 6G
and beyond.

However, the dynamic nature of NGSO satellites, which move rapidly
across the sky relative to ground stations, presents a unique challenge for the
design of receiving antennas (3). Unlike GSO satellites, which are stationary
relative to a fixed point on Earth, LEO and MEO satellites require antennas
capable of dynamically adjusting their beam direction to maintain continuous
communication (2). This need for agile beam steering has driven the
development of antenna technologies that can track moving satellites
efficiently (4).

Among the various types of antennas used for NGSO communication,
phased array antennas have emerged as the preferred choice due to their ability
to electronically steer the beam (4). Unlike mechanical steering systems, which
rely on physical movement of antenna components, electronic beam steering
enables faster, more precise adjustments without the need for moving parts (5).
This not only improves the speed of beam alignment but also enhances
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reliability and reduces mechanical wear, making it ideal for satellite
communication systems, especially those operating in LEO orbits (5).

There are several techniques available to achieve electronic scanning or
beam steering in phased array systems. These include analog phase shifters (6),
digital beamforming (7), hybrid approaches (8), and beamforming networks
(9). Analog phase shifters offer low complexity, relatively low cost, and fast
response times, but they often suffer from limited precision and phase errors
that can degrade beam quality (6). Digital beamforming provides high
flexibility, adaptive capabilities, and improved beam accuracy, as the signal
can be processed on a per-element basis, but it requires high-speed analog-to-
digital converters, significant processing power, and increased system cost.
Hybrid approaches combine the advantages of both analog and digital methods,
enabling a balance between hardware complexity, power consumption, and
beamforming accuracy; however, they still involve trade-offs in terms of
implementation complexity and calibration requirements. Beamforming
networks offer a passive and reliable means of generating multiple beams
simultaneously, but they are less adaptable in real time and their performance
is limited by insertion loss and design constraints.

In this study, we describe the design and optimization of a low-cost phased
array antenna for Ku-band satellite communication. The antenna is composed
of'an 1x16 array of patch elements, providing a compact and efficient solution
for electronic beam steering using analog phase shifter. The design allows for
a beam steering range from -25° to +25°, with a total antenna size of 22 x 217
mm?, The proposed linear phased array antenna operates over a frequency
range of 10 to 12.9 GHz, covering the downlink Ku-band for LEO satellite
communication, and achieves an average gain of 10 dBi. This design represents
a promising candidate for LEO satellite communication systems such as
Starlink and OneWeb constellations, offering a high degree of performance,
flexibility, and miniaturization, critical for modern satellite constellations.

II. ANTENNA ELEMENT DESIGN

The antenna design is initiated in CST Studio Suite with a conventional
rectangular patch configuration. The radiating element is printed on a FR-4
substrate with a loss tangent, tan o, of 0.025 and a relative permittivity, er, of
4.3. The substrate dimensions are denoted as Ws x Ls, while a full ground plane
with dimensions Wg x Lg is implemented on the opposite side. A microstrip
feed line is employed to achieve a 50 Q impedance match. To adjust the
resonance frequency and enhance the antenna’s performance, three slots are
etched into the radiator, as illustrated in Fig 1.

In the design optimization process, various parameters are adjusted to
achieve the desired frequency response [8-17]. The final optimized values for
these parameters are summarized in Table I.
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Fig 1. Patch antenna element design.

Table 1. Final parameters of the patch antenna element

Parameter
Ws, Wg Lf, : :
LsLg Wp | Lp | Wf P Wslot | Lslot | W| L
Value |, | n{is| s | 4 | o5 [1]7
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Fig 2. Reflection coefficient of the patch antenna element design.
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Fig 2 presents the reflection coefficient of the design, where we observe a
bandwidth of 2.3 GHz ranging from 10.6 GHz to 12.9 GHz, effectively
covering the downlink Ku-band for LEO satellite communication.
Additionally, the return loss at the frequency of 11.32 GHz is -47.20 dB,
demonstrating excellent impedance matching.

III. ANTENNA LINEAR PHASED ARRAY DESIGN

A. Phased Array Structure

A phased array antenna is an arrangement of multiple radiating elements,
such as microstrip patch antenna, where the relative phase of the signal feeding
each component is precisely controlled to shape and steer the overall radiation
pattern as shown in Fig 3.

In order to prevent grating lobes in the majority of phased array designs, the
distance d between adjacent element centers must satisfy:

d<? (1)
For a linear array with element spacing d and a progressive phase shift

between adjacent elements that is oriented along the x-axis, the direction of the
main beam is:

6 = sin~! 22 2)
For a desired beam steering angle 8, the required phase shift is:
¢ = sin(0) 3)

Where:

A : wavelength

6 = beam pointing angle measured from broadside
¢ = phase progression between elements

Steered direction

Fig 3. Phased array diagram.
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By introducing a progressive phase shift between adjacent elements,
constructive interference occurs in a desired direction, while destructive
interference suppresses radiation in other directions, enabling electronic beam
steering without physically moving the antenna [10].

The array factor formulation can be used to estimate the direction of the
main beam, which depends on the array geometry, element spacing, operating
wavelength, and applied phase gradient. Compared to mechanically steered
antennas, phased arrays offer higher reliability, faster response times, and the
capability for adaptive beamforming to counter interference or track multiple
targets simultaneously [11].

The phase progression between two adjacent elements is:

¢ = kd sin(6) (4)
Where
k: wave number (rad/m)

Negative phase is often applied to make the lobe point towards +8 :
4y = -0 = — =2 sin(6) (5)
For element n, the phase ¢, is applied as follows:

$n = ndd (6)
B. Phased Array Design

A linear phased array antenna was developed, consisting of 16 equally
spaced radiating elements arranged in a single row. The center-to-center
spacing between adjacent elements, denoted by S, is an important design
parameter, as it directly influences both the onset of grating lobes and the
maximum achievable beam steering range. In this design, S was selected with
respect to the operating wavelength A of =26 mm corresponding to the center
frequency of 11.5 GHz. The final configuration employs a spacing of S = 13
mm, with an overall array width W = 22 mm and length Ly = 217 mm, as
shown in Fig 4.

To achieve the desired beam steering, each element is fed through a phase
shifter providing a progressive phase increment ¢ of -22.5° between adjacent
elements.

Fig 4. Geometry of the proposed design.
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C. Result and Discussion

The proposed design exhibits consistent operational frequency over 10 GHz
to 12.9 GHz. A comparison with the S11 response of a single radiating element
reveals an improvement in bandwidth, particularly for frequencies below 10.6
GHz, as indicated in Fig 5.

N\ -

20 4

S11(dB)

25

-30 4

-35

T T T T
8 9 10 11 12 13 14

Frequency (GHz)

Fig 5. Reflection coefficient of the proposed design.

This enhancement is attributed to the array configuration effects, which
contribute to improved impedance matching and a broader operational
frequency range.

The array factor (AF) is a fundamental parameter in phased array antenna
design (12). Fig 6 presents the array factor for the proposed 16-element linear
phased array, evaluated for the principal plane at phi = 0°. The results indicate
a maximum gain of approximately 10 dB in the boresight direction,
demonstrating the array’s ability to achieve significant directive gain through
coherent beam-steering.
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Fig 6. Array factor at the boresight of the proposed 1 design.
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Fig 7. Comparison between gain for patch element and proposed linear phased array
design.

Fig 7 presents a comparative analysis of the gain performance between a
single patch element and the proposed 16-element linear phased array design.
The results demonstrate that, across the operating frequency range, the phased
array achieves an average gain of approximately 10 dBi, representing a
substantial improvement over the single-element configuration. This
enhancement is primarily attributed to the coherent combination of radiated
fields from multiple elements, which increases directivity and overall radiation
efficiency.

The radiation pattern of the proposed linear phased array antenna was
evaluated at the center frequency of 11.5 GHz to

assess its beam steering capability. As illustrated in Fig 8, the array achieves
electronic beam scanning over an angular range from -25° to +25° in the
principal plane, while maintaining a well-defined main lobe and low side-lobe
levels. This performance is enabled by the precise application of progressive
phase shifts across the elements, ensuring constructive interference in the
desired steering direction and minimal radiation in undesired directions. The
scanning range obtained is consistent with theoretical predictions based on the
chosen element spacing and operating wavelength.
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Fig 8. Radiation pattern of the proposed design at 11.5 GHz.

IV. CONCLUSION

This work offered a novel technique to the development and
construction of a low-cost linear phased array antenna composed of 16
small patch elements for LEO satellite communication antennas. By
raising the gain from 4 dB for a single element to 10 dB for the entire
array, the suggested design shows a notable improvement in
performance. Additionally, it operates efficiently within the Ku-band
downlink frequencies designated for LEO satellite communication,
allowing electronic beam scanning over a range of -25° to +25°. This
antenna is an excellent fit for incorporation into satellite communication
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platforms like Starlink and OneWeb user terminals due to its small size,
high gain, and scanning capacity.
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ABSTRACT

Predictive maintenance applications are critical for increasing operational
reliability and minimizing production losses in wind power plants. However,
current approaches generally focus on anomaly detection accuracy and
neglect explainable decision-making mechanisms where the obtained
technical outputs are translated into maintenance prioritization. This study
proposes a hybrid Decision Support System (DSS) integrating unsupervised
anomaly detection based on SCADA data, explainable artificial intelligence
(XAI), and multi-criteria decision-making (MCDM) methods. In the
proposed architecture, anomaly scores obtained with Isolation Forest (IF),
AutoEncoder (AE), and LSTM-AutoEncoder (LSTM-AE) models are
combined with XGBoost and SHAP analysis to reveal root cause
relationships at the sensor level. Technical risk indicators are integrated with
operational criteria (alarm rate, false alarm cost, power generation
performance) and maintenance priority rankings are created through
TOPSIS, VIKOR, MOORA, and SAW methods. The results show that the
proposed multi-layered approach makes maintenance decisions more
transparent and operationally feasible.

Keywords — Predictive Maintenance, Wind Turbines, Anomaly Detection, Multi-
Criteria Decision Making, Explainable Artificial Intelligence.

I. INTRODUCTION

The share of renewable energy sources in global electricity production has
gained momentum in recent years in line with the sustainable development
goals. In this transformation process, wind energy stands out as one of the
strategic resources with its technological maturity and increasing installed
capacity. International energy projections show that the installed capacity of
wind power plants will increase in the coming years [1]. However, since
wind turbines have to operate continuously under variable atmospheric
conditions and challenging site conditions, unexpected failures occur in
critical components such as gearboxes, generators, and power converters.
Statistical data reveals that operating and maintenance costs constitute a
significant portion of the total Levelized Cost of Energy (LCOE) of a wind
power plant. According to research, approximately 17% to 34% of the total
costs incurred over the turbine's lifespan are due to maintenance activities
[2]. This high cost pressure has made it necessary for the industry to
abandon the traditional "post-failure repair" approach and switch to
"predictive maintenance" strategies based on SCADA data. In fact, a study
by Yilmaz Ulu [3] reported that just one day of unplanned shutdown in a 1
MW turbine operating with a 35% capacity factor resulted in a revenue loss
of approximately 613.2 USD. This data concretely demonstrates that neglect
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or delays in maintenance processes have a critical impact on energy supply
security and cost management.

The complex structure of wind turbines makes one-dimensional
assessments insufficient in maintenance processes. The health status of the
turbine is shaped by the interaction of numerous closely related variables
such as ambient temperature, wind speed, power generation, and component
vibrations [4] Failures, especially in thermally sensitive components such as
gearboxes and lubrication systems, can invalidate maintenance schedules
planned with static periods. Since decision-making approaches based on a
single metric or simple threshold values are insufficient to model this
complex interaction, there is a risk of misdirecting limited maintenance
resources. In this context, Multi-Criteria Decision Making (MCDM)
methods, which can evaluate multiple performance indicators and risks
simultaneously, offer an effective decision support mechanism in
maintenance planning.

Today, Deep Learning (DL) and Ensemble Learning (EL) architectures are
widely used in the analysis of high-dimensional SCADA data. In the
literature, LSTM, Convolutional Neural Networks (CNN), and AutoEncoder
(AE) based models have been reported to have high success rates in anomaly
detection [5], [6]. However, when current academic studies and industrial
applications are examined, two main constraints limiting the effectiveness of
predictive maintenance systems stand out. The first is that deep learning
models, which offer high accuracy, often operate as opaque "black box"
structures. Fault alarms generated by complex neural networks are not
considered reliable by field engineers when they are not supported by cause-
and-effect relationships. The second constraint is that multi-criteria decision-
making (MCDM) methods used in maintenance planning generally rely on
static weighting approaches based on expert opinion. However, fault
dynamics change depending on time and operational conditions; voltage
parameters take priority in electrical faults, and vibration indicators in
mechanical faults. Fixed weighting matrices cannot adequately represent
these variable failure modes and dynamic maintenance priorities.

This study presents an approach that integrates SCADA-based unattended
anomaly indicators with explainability and multi-criteria decision-making
mechanisms to transform them into maintenance prioritization. In this
context, anomaly signals obtained from Isolation Forest (IF), AE, and
LSTM-AE models were interpreted at the sensor level using XGBoost—
SHAP analysis; then, technical risk indicators were evaluated along with
operational criteria using TOPSIS, VIKOR, MOORA, and SAW methods.
To reduce ranking differences that may arise from different multi-criteria
decision-making methods, the obtained rankings were combined to create a
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more consistent maintenance priority list. The main objective of this study is
to increase the applicability of wind turbine maintenance decisions in field
operations. To achieve this objective, anomaly detection outputs were first
justified with an explainability layer; then, they were integrated into a multi-
criteria decision structure to transform them into an optimized maintenance
plan. The study's contribution to the literature and its originality can be
summarized under three headings: (i) integration of anomaly indicators
obtained from multiple unsupervised models into the decision support
process without the need for labels, (ii) making the sensor-based physical
counterparts of risk indicators visible through SHAP-based explanations, and
(iii) reducing reliance on a single method and methodological bias by
combining rankings obtained from multiple MCDM methods.

The study is structured as follows: The second section summarizes
academic studies on wind turbine fault detection and decision support
systems. The third section explains the theoretical basis of the algorithms
used. The fourth section details the data processing and modeling steps of
the proposed system. The fifth section presents the performance analyses of
the models, root cause findings, and decision support system outputs. The
final section discusses the findings and offers suggestions for future
research.

II. RELATED WORK

The need to reduce operating and maintenance costs in wind power plants
has led researchers to shift from post-failure maintenance approaches to
predictive maintenance strategies. High-frequency data obtained from
SCADA systems have become the most common source for monitoring
turbine health. Studies in this field primarily focus on three axes: DL for
anomaly detection, explainable artificial intelligence (XAI) for model
explainability, and multi-criteria decision-making (MCDM) for maintenance
prioritization. Table 1 presents a summary of the literature related to the
scope of this study.
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Table 1. Literature Review on Predictive Maintenance for Wind Turbines

Referance Year Dataset Method
Statistical Methods +
[7] 2021 SCADA ANN
[8] 2024 SCADA Statistical Methods
[9] 2020 SCADA AutoEncoder (AE)
[10] 2024 SCADA Transfer Learning
AE
[11] 2024 Vibration LSTM-AutoEncoder
. . Attention-Based DL
[12] 2025 Time Series +XAL
[13] 2022 SCADA FMECA + MCDM

The time-series nature of SCADA data has increased the use of DL
architectures in anomaly detection. The limited availability of labeled fault
data, particularly in industrial datasets, has made Normal Behavior Modeling
(NBM) the standard approach. Roscher and Schelenz [7], in their study on
SCADA data from a large-scale turbine fleet, demonstrated that bearing
failures could be detected approximately six months before the maintenance
date. The study compared statistical threshold-based methods, RF, and
artificial neural network-based models; it reported that data-driven
approaches considering time dependence provided higher accuracy and a
lower false alarm rate. Lutz et al. [9] demonstrated the effectiveness of
learning the healthy condition of the turbine and detecting deviations using
an AE-based model developed with SCADA data and maintenance records.
Roelofs et al. [10] improved performance in data-constrained fields by
combining Transfer Learning with AE. Lee et al. [11] demonstrated the
advantage of LSTM's time-windowed structure in capturing early signs of
failure in mechanical components using an LSTM-based AE architecture on
vibration data. However, a common limitation of these studies is that the
models only produce a technical failure score and the generated score is not
converted into a decision for maintenance planning.

Despite the high success rate of DL models, their non-transparent
structure is another factor limiting industrial reliability. Ghahfarokhi et al.
[12] made their models explainable by using the attention mechanism in time
series data. In their study, they increased the interpretability for engineers by
visualizing which time period and which sensor data the model focuses on.
However, in the current literature, XAl approaches are generally used as a
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validation tool in the model development phase and are not designed as an
active input of a dynamic decision support system.

Converting the findings obtained from anomaly detection into an
implementable maintenance schedule brings with it a multi-criteria
optimization problem. Wang et al. [13] proposed an integrated approach
with Failure Mode and Effects Analysis (FMECA) for risk assessment in
wind turbine systems and weighted the risk factors. However, in this and
similar multi-criteria optimization studies, criterion weights are generally
based on static expert opinions. The failure to integrate dynamic risk scores
derived from instantaneous SCADA data into the decision-making process
and the use of a single method for evaluation can lead to methodological
biases.

Most studies in the literature focus on the accuracy of anomaly detection;
however, they address the conversion of the obtained technical outputs into
operational maintenance decisions to a limited extent. Furthermore, research
on making "black box" models explainable and directly integrating dynamic
sensor data into multi-criteria optimization processes is limited. This study
aims to fill this literature gap by addressing anomaly detection, root cause
analysis, and maintenance prioritization processes in a hybrid architecture.

III. MATERIALS AND METHOD

A. Theoretical Background

This section summarizes the theoretical framework of the unsupervised
anomaly detection algorithms, supervised learning model (XGBoost), model
explainability (SHAP), and multi-criteria decision-making (MCDM)
methods used in maintenance prioritization, which form the basis of the
proposed hybrid architecture.

Isolation Forest (IF)

In the first stage of the anomaly detection process, the IF algorithm was
used to isolate outliers in the data quickly and efficiently. IF is a tree-based
approach based on the fact that anomalies are "few in number and different"
compared to normal data. In this method, anomalies are isolated at levels
closer to the root node of the decision trees. The anomaly score of a data
point is calculated using Equation (1) based on the path lengths.

_E(h(x))
s(x,n) =2 <

In equation (1), h(x) represents the path length, E(h(x)) represents the
mean path length, and c(n) represents the normalization factor. A score
approaching 1 is a strong indicator of an anomaly.
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AutoEncoder (AE)

In addition to the surface outliers detected by IF, the AE architecture, a
symmetric artificial neural network, was used to learn the complex nonlinear
structures in the data. AE works by compressing the input data into a low-
dimensional hidden space and reconstructing it back to its original
dimension [14]. When the model is trained with normal data, it reconstructs
normal samples with low error, while it produces high error in anomalies.
The objective function, Mean Square Error (MSE), is given in Equation (2).

N

1 o 2
Luse = NZ o, — 2
i=

In equation (2), x; represents the input vector and X; represents the
reconstructed output vector.

Long Short-Term Memory (LSTM)

To capture the temporal dependencies and historical patterns of wind
turbine SCADA data, the AE structure is enhanced with LSTM cells. LSTM
is an RNN architecture that uses gate mechanisms to learn long-term
dependencies in time series [15]. In the LSTM cell, the forget gate f;, the
input gate i; and the output gate o, update the cell state ¢; and the hidden
state h;. These updates are given in Equation (3).

ft = O-(fot + Ufht—l + bf)
i = o(Wyx; + Uihi—y + by)
Ot = o(Wox; + Ushi_1 + b,)
¢, =tanh W,x; + U.h,_1 + b.)
Ct =01+ O¢

h; = o, O tanh (¢;)

XGBoost (Extreme Gradient Boosting)

XGBoost is a high-performance and scalable additive modeling algorithm
based on the gradient boosting principle. Unlike traditional decision trees,
XGBoost has a structural regularization term that limits overlearning in
complex datasets [16]. The algorithm updates the estimate with Equation (4)
by adding a new weak learner f; in each iteration to minimize the errors of
the previous model.

Vi) =yt =1 +n- fi(x)(4)
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In equation (4), ¥;(t) represents the estimation of the i-th example in the t-
th iteration; n represents the learning rate; and f;(x;)( represents the added
decision tree.

Explainable Artificial Intelligence: SHAP

The SHAP layer was used to ensure the transparency of the risk scores
produced by the model and to provide root cause analysis. SHAP calculates
the extent to which each feature affects the complex model outputs with
Shapley values based on game theory [17]. The marginal contribution of a
feature to the prediction, ¢;, is expressed in Equation (5).

ISIL(IFI—1S|—-1)

¢ = Z T [FS U - O]

SCF\{i}

In Equation (5), ¢;represents the Shapley value of the attributes, S
represents a subset of the attributes included in the model, x represents the
input values, and f represents the prediction model. This formulation fairly
distributes the total variation in the model output among the attributes by
calculating the weighted average of the marginal contributions of each
attribute over all possible subset combinations.

TOPSIS

TOPSIS (Technique for Order Preference by Similarity to Ideal Solution)
ranks the alternatives according to their proximity to the Positive Ideal
Solution (A*) and their distance from the Negative Ideal Solution (A7) [18].
The relative proximity coefficient (C;) of the i-th alternative is given in
Equation (6).

C D
" DF+Df

In equation (6) D;fand D;, represent the Euclidean distances to the
positive and negative ideal solutions, respectively.

VIKOR

VIKOR is a method that seeks a compromise solution when conflicting
criteria exist. [19]. Group Benefit for each alternative (S;) and Individual
Remorse (R;) values are calculated, the final ranking index Q; It is obtained
from Equation (7).

S, —S§* R, —R*
R- —R*

Equation (7) vrepresents the weight of the decision strategy.
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MOORA

MOORA (Multi-Objective Optimization on the basis of Ratio Analysis) is
based on the difference between the normalized values of benefit and cost
criteria. [20]. i the net score of the alternative is given in Equation (8).

g n
Vi =Zyij - Z Vij
j=1

j=g+1

Equation (8) y;; The normalized criterion values represent the first total
benefit criteria, while the second total represents the cost criteria.

SAW (Simple Additive Weighting)

SAW is the most commonly used AHP method. It is based on the principle
of multiplying normalized criterion values by weights and summing them.
[21]. i the total score of the alternative is shown in Equation (9).

n
Si = Z W] rij
j=1

B. Proposed Framework

In this study, a hierarchical methodology integrating unsupervised
anomaly detection, XAl, and MCDM methods is proposed to support
decision-making processes in wind turbine maintenance management and
reduce uncertainty in field operations. The proposed framework begins with
the examination of SCADA data, its normalisation, and the creation of
suitable training sets for Normal Behaviour Modelling (NBM). Following
data preparation, a hybrid anomaly detection process is operated using IF,
AE, and LSTM-AE models that do not require labelled data. The anomaly
scores obtained from the models are analysed using a statistical thresholding
method based on the error distribution in the training data and converted into
operational performance indicators such as alarm rate, detection success, and
timeliness.

To enable the interpretation of technical findings from an engineering
perspective, the process was supported by the XGBoost algorithm and SHAP
analysis, thereby ensuring transparency regarding the root causes of risk at
the sensor level. In the final stage of the methodology, the technical risk
indicators obtained were combined with operational criteria such as power
loss potential and false alarm cost. Dynamic maintenance priority lists were
created by applying the TOPSIS, VIKOR, MOORA and SAW methods
through this hybrid data structure. To increase methodological consistency
and reduce dependence on a single algorithm, the rankings obtained from
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different MCDM methods were integrated to provide the final decision
support output. The proposed methodology is presented in Figure 1.
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Figure 1. Explainable Anomaly Detection Based on SCADA Data and Multi-
Criteria Decision Support Framework

Dataset

Within the scope of this study, Glick et al. developed and compared wind
turbine fault detection algorithms. [8] The "CARE to Compare" dataset,
which was introduced to the literature and is based on real-world field data,
has been utilized. This dataset, made available to researchers through open
access on the Zenodo digital library and the Kaggle data science platform,
contains high-resolution SCADA records from three different wind farms -
Wind Farm A, B, and C - each with distinct geographical and operational
conditions. [22], [23].

The "Wind Farm C" dataset, representing the most complex scenario due
to sensor diversity, was used in the study. This dataset, recorded at a 10-
minute frequency, includes critical parameters such as active power, wind
speed, generator temperatures, and hydraulic pressure. The structural
characteristics and statistical distribution of the dataset are summarized in
Table 2.
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Table 2. Wind Farm C dataset characteristics

Feature Value Explanation
Number of Turbines 22 Ngmber of mr@nes at
different locations
Total Dataset 58 Total pr.ocessed time
series file
Number of Anomalies 27 Number qfln(?ldents
resulting in failure
Normal Behavior Set 3 Reference sets free from
any faults
Number of Attributes 957 Sensor measurements
and statistical derivatives
Recording Resolution 10 Minutes SCADA sampling
frequency
. o Status ID (0: Normal, 1-
Labeling Method Situation-Based 5: Restricted/Faulty)

During the data pre-processing stage, the Normal Behaviour Modelling
strategy recommended in the literature was followed to enhance the
reliability of the study. Accordingly, when creating the training data set, time
windows corresponding to normal operation (defined by the code "0") and
idle state (represented by the code "2") in the data set were used as
references. Data containing unhealthy conditions such as faults,
maintenance, or limited operation were excluded from the training process to
ensure that the models learned normal turbine behaviour.

Anomaly Detection Architecture

The proposed system applies three different unsupervised learning
architectures to detect potential faults in wind turbine components at an early
stage. The basic working principle of these models is to learn only healthy
data patterns during the training phase and to flag examples deviating from
these patterns as anomalies during the testing phase.

As the first model, the IF algorithm was used due to its success in isolating
outliers in high-dimensional data. The model was constructed with 300
decision trees, and the contamination rate was determined automatically.

As a second model, an AE architecture was designed to model non-linear
sensor relationships. This network was designed with a symmetric
architecture featuring a 128-64-16-64-128 neuron structure. The model
utilised the MSE generated while compressing and reconstructing the input
data into a low-dimensional hidden space as an anomaly score. The Adam
optimisation algorithm was used during the training process, and an early
stopping mechanism was implemented to prevent overfitting.
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As the third and most advanced model, LSTM-AE was developed to
capture temporal dependencies in SCADA data. For this model, the dataset
was converted into 36-step sliding windows instead of individual time
points. This approach ensured that the model was not affected by
instantaneous noise and focused on long-term trend deviations in sensor
data.

In unsupervised learning models, it is necessary to determine a data-
specific decision threshold to distinguish between normal and abnormal
conditions. In this study, instead of assigning a fixed threshold value, a
statistical threshold determination strategy based on the error distribution of
normal data in the training set was followed. The Reconstruction Errors (RE)
produced by the model during the training phase were analysed, and
threshold values corresponding to the 95%, 97% and 99% confidence
intervals of the error distribution were calculated.

Evaluation Criteria

The performance of the unsupervised anomaly detection models used in
this study was evaluated using sample-based and event-based performance
metrics. In the sample-based evaluation, the metrics of accuracy, precision,
recall, and F1-score were used; in the event-based evaluation, the metrics of
detection rate and earliness were reported. Anomaly detection outputs were
reduced to a binary classification problem using fault events in the dataset as
a reference; metrics were calculated based on True Positive (TP), True
Negative (TN), False Positive (FP), and False Negative (FN) values. The
mathematical expressions of the metrics used are presented in Table 3.

Table 3. Equations of model evaluation criteria

Metric Mathematics Equation
TP + TN
Accuracy
TP + TN + FP + FN
. TP
Precision —
TP + FP
2TP
Fl1-score ———
2TP + FP + FN
TP
Recall ———
TP + FN

In addition, the False Alarm Rate (FAR) has been calculated to reflect the
cost of false alarms, which is critical for maintenance teams in field
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conditions. FAR represents the rate at which normal samples are flagged as
anomalies and is defined by Equation (10).

FP

FAR =¥ v TN

As the study focused on early fault detection, the evaluation was not
limited to sample-based metrics; event-based detection rate and earliness
metrics were also reported. The Detection Rate was calculated by checking
whether the model generated an alarm at least once within each anomaly-
labelled event window; it was expressed as the overall detection rate across
all anomaly events. The Earliness criterion is defined as the difference
between the first alarm time step generated by the model for each anomaly
event and the start time step of the event. It is given in Equation (11).

Earliness = event_start_id — detection_id ) (1

The definition presented in Equation (11) indicates that a positive earliness
value means the alarm was generated before the event began, while a
negative value means the alarm was generated after the event began. Median
Earliness is reported as the median of the earliness values calculated for all
anomaly events.

Decision Support Mechanism

Converting identified anomalies into a maintenance plan requires the
management of multi-criteria and conflicting objectives. In this study, a
decision matrix was created by combining technical outputs obtained from
artificial intelligence models with data. The three fundamental criteria
defined for maintenance prioritisation are as follows:

e Risk Score: Defined as the ratio of anomaly alarms generated within
the relevant time window. The numerical magnitude of this value
represents the degree of deviation from the turbine's normal
operating characteristics. As high anomaly scores indicate an
increased likelihood of failure and maintenance urgency, this
parameter has been evaluated as beneficial in the decision matrix
and defined as a criterion to be maximised.

o Potential Power Loss: This refers to the average active power
generated by the turbine during the relevant time interval. The
failure and shutdown of a turbine with high energy production will
result in greater economic losses compared to a turbine with low
production. Therefore, to prevent potential revenue loss, turbines
with high production capacity are prioritised for maintenance, and
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this criterion has been included in the model with a maximisation
approach.

e Anomaly Severity: The false alarm rate generated by the system
during the test period represents the stability and reliability of the
anomaly detection model. High false alarm rates can create
unnecessary operational burdens on maintenance teams and may
also lead to genuine faults being overlooked. Therefore, this
criterion has been defined as a cost metric that should be minimised
in order to encourage stable system operation in the decision support
process.

The TOPSIS, VIKOR, MOORA and SAW methods were applied
simultaneously on the decision matrix created. In order to reduce ranking
differences that may arise from the different mathematical approaches of the
methods, the obtained rankings were combined based on the arithmetic mean
principle. Thanks to this approach, a more consistent maintenance priority
list was presented without being tied to a single method.

Application Environment and Decision Support Interface

The studies for the proposed methodology were conducted in the Google
Colab Pro cloud-based development environment. The software
infrastructure was built using the Python language, utilising Pandas, NumPy,
TensorFlow/Keras, and Scikit-learn.

A Streamlit-based DSS has been developed to enable users to easily
monitor model outputs and integrate them into operational decision-making
processes. After completing the training and testing phases in the cloud
environment, the system was made accessible via a web-based interface
using the PyNgrok protocol. The general appearance of the developed
interface, including model performance metrics and the multi-criteria
decision-making module, is shown in Figure 2.
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CARE to Compare DSS Panel

Figure 2. The Decision Support System (DSS) user interface developed

The developed interface presents technical model outputs and evaluations
within an integrated structure. In this context, the precision, sensitivity, and
F1-score metrics for the IF, AE, and LSTM-AE models can be monitored
comparatively. Furthermore, anomaly detection sensitivity can be analysed
under different threshold scenarios using statistical threshold values of 95%,
97% and 99% derived from the error distribution of the training data. To
better interpret model decisions, SHAP summary graphs are used to visualise
the sensor variables that contribute to fault formation. In the final stage, the
results obtained from the TOPSIS, VIKOR, MOORA, and SAW methods
are combined to create a maintenance priority list and action
recommendations are presented to decision-makers. Thanks to this approach,
the complex outputs obtained from DL-based models are transformed into a
more transparent and traceable decision support structure for the end user.

IV.RESULTS AND DISCUSSION

This section presents the experimental results of the proposed approach on
the Wind Farm C dataset, focusing on anomaly detection performance,
SHAP-based root cause analyses, and maintenance prioritisation outputs
optimised using the MCDM method.

A. Performance Analysis of Anomaly Detection Models

In this section, the performance of the AE, LSTM-AE, and IF models has
been analysed using the metrics defined in Section 3.2.3. The data obtained
from the decision support interface is presented in Table 4.
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Table 4. Performance Metrics of IF, AE and LSTM-AE Models

Mod Eve Anoma Precisi Rec F1- False Detect
Alarm
el nts ly Events on all score ed Rate
Rate

AE 30 27 0.800 %64 101'7 0.422 1.000
LST 0.63 0.7

M-AE 30 27 0.791 6 05 0.456 1.000

IF 30 27 0.792 06'57 607'6 0399 | 1.000

According to the data in Table 4, the three models detected 30 events in
the dataset and achieved success in terms of event-based detection rate. This
finding demonstrates that the proposed unsupervised architectures can
reliably capture fault events in the Wind Farm C dataset.

The AE model achieved results of 0.800, 0.640 and 0.711 in precision,
recall and Fl-score values, respectively. This performance indicates a
balanced detection capability between false alarms and missed anomalies.
However, the model's false alarm rate of 0.422 is considered a risk factor
that could create an additional burden for maintenance teams in the
operational field.

The LSTM-AE model achieved results of 0.791, 0.636, and 0.705 in
precision, recall, and Fl-score values, respectively, demonstrating
performance very close to that of the AE model. The model's early detection
success was measured at 107 time steps, which corresponds to an early
warning period of approximately 18 hours. A lower early detection value
indicates that faults are detected closer to the maintenance date but still
allow sufficient time for intervention. This finding is considered a practical
outcome of the LSTM architecture's ability to learn temporal dependencies.

Compared to other models, IF adopts a more cautious approach,
maintaining a false alarm rate of 0.399 and thereby establishing a more
meaningful alarm strategy. However, precision, recall and Fl-score values
were measured at 0.792, 0.576 and 0.667 respectively, indicating that while
the model is competitive in terms of accuracy, it lags behind in sensitivity.
This characteristic provides an advantage in areas where false alarm costs
are high, but it also carries the risk of missing some early failure signals.

When evaluated in terms of early detection performance, the AE and IF
models offered a longer warning period of approximately 24 hours with 144
time steps, while the LSTM-AE model exhibited shorter but temporally
more consistent detection behaviour. This finding highlights the necessity of
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the multi-layer architecture proposed in this study. Using models with
different accuracy profiles together, rather than a single model, enables
maintenance decisions to be made more reliably.

When the overall results are examined, the AE and LSTM-AE models
demonstrate more balanced performance in terms of anomaly detection
capability compared to IF, while LSTM-AE stands out particularly due to its
early advantage. These findings indicate that performance profiles differ
between models.

B. Root Cause Analysis and Model Explainability

The decision tree structure of the XGBoost model used in anomaly and
fault probability prediction was analysed using the SHAP method. This
analysis quantitatively reveals the contributions of sensor variables to model
predictions, enabling the evaluation of factors underlying correct and
incorrect classifications. Thus, model outputs can be interpreted beyond
statistical performance metrics, through engineering-meaningful physical
indicators.

The SHAP summary graph showing the most effective sensor statistics
according to the average contribution size to the model output is presented in

Figure 3.

i

Figure 3. SHAP-Based Root Cause Analysis

The analysis results presented in Figure 3 demonstrate that the model bases
its decisions on physically meaningful sensors related to the hydraulic
system, vibration behaviour, electrical supply, and cooling—pressure
subsystems, rather than on random patterns. In particular, the hydraulic oil
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level (sensor 74 avg), nacelle vibration (sensor 93 avg), electrical voltage
values (sensor 224 max, sensor_215 avg), and cooling—hydraulic pressure
indicators (sensor 23 avg, sensor 48 min) have made the highest positive
contribution to the model output.

The analysis results presented in Figure 3 demonstrate that the model bases
its decisions on physically meaningful sensors related to the hydraulic
system, vibration behaviour, electrical supply, and cooling—pressure
subsystems, rather than on random patterns. In particular, the hydraulic oil
level (sensor 74 avg), nacelle vibration (sensor 93 avg), electrical voltage
values (sensor 224 max, sensor 215 avg), and cooling—hydraulic pressure
indicators (sensor 23 avg, sensor 48 min) have made the highest positive
contribution to the model output.

SHAP values explain the statistical relationships learned by the model, but
they do not directly guarantee causal relationships between sensors.
Different fault types with similar SHAP contribution profiles can be
represented by the model with similar risk scores, which can lead to
difficulties in distinguishing between classes in multiple fault scenarios.
These limitations also explain why the study integrates SHAP-based
explanations into the MCDM mechanism rather than relying solely on model
output for maintenance decisions.

The findings indicate that the decisions made by the XGBoost-based
prediction model are based on engineering-relevant sensor variables and that
these decisions can be made transparent through SHAP analysis. SHAP was
actively used in this study as a decision support component to interpret
model performance, analyse the reasons for incorrect predictions, and justify
maintenance decisions. In this respect, the proposed approach goes beyond
black-box artificial intelligence models and offers an explainable and
applicable predictive maintenance solution that field engineers can trust.

C. Decision Support Outputs and Priority Ranking

In the final stage of the study, the risk outputs obtained from the anomaly
detection models were converted into operational maintenance priority lists
using a multi-criteria decision-making tool comprising the TOPSIS, VIKOR,
MOORA and SAW methods.

The developed DSS has been designed to operate via a user-interactive
interface. In the interface presented in Figure 4, the decision-maker can
dynamically determine the anomaly model to be used, the scope of analysis,
and the weights associated with the decision criteria. In this study, the
alarm_rate criterion was assigned the highest weight of 0.50 to represent risk
intensity; power_mean was given the second priority of 0.30 as it reflects
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operational and economic impact. False alarm rate was minimised to 0.20
as a cost criterion balancing system stability and reliability.

Figure 4. DSS Parameter and Criteria Weighting Interface

In the decision matrix created, alarm_rate represents the extent to which
the system continuously generates strong risk signals, while power mean
reflects the impact of potential failure on energy production and,
consequently, the risk of economic loss. False _alarm_rate has been used as a
critical control variable, balancing the model's tendency to produce false
positives and preventing maintenance resources from being directed towards
unnecessary interventions. Considering these three criteria together ensures
that maintenance decisions are shaped not only by technical risk but also by
reliability and operational impact dimensions.

Table 5, created based on data exported from the developed decision
support interface, presents the scores calculated for the top 5 most critical
events at Wind Farm C site and the final priority ranking.

Table 5. MCDM Scores and Maintenance Priority Ranking for the Five Most
Critical Failure Events

Eve Alar | PO Falselpopg | viko | R
e ID Label m Rate er Alarm IS Score | R Score al
Mean Rate Rank
70 Anoma 0.990 0.188 1.000 0.7025 0.0000 1
ly 0 9 0
47 Anoma 0.982 0.187 0.998 0.6979 0.0118 2
44 Anoma 0.917 0.115 0.474 0.6881 0.3083 3
ly 3 2 2
1" Anoma 1.000 0.124 1.000 0.6710 0.3551 4
ly 0 5 0
34 Anoma 0.887 0.143 0.443 0.6695 0.3820 5
ly 5 2 1
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When examining the ranking results obtained from the interface, it is seen
that DSS provides maintenance prioritisation by combining the trends
obtained from different MCDM methods. Event 70 was identified as the
most risky event in both the TOPSIS and VIKOR methods due to its
combination of high alarm rate and high average power generation, and was
placed first in the final ranking. Event 47, despite having similar power
generation values, was placed second due to its alarm rate remaining at
98.2%.

The primary reason Event 70 ranks highest is that the model continuously
produced anomaly signals during this event, coinciding with a period when
the turbine was generating high energy. An examination of the SCADA time
series for Event 70 reveals that, despite the operational variables remaining
stable, the inconsistencies observed in the output variables and temperature
sensors confirm why the hybrid model classified this case as a top-priority
maintenance requirement.

Event 67 is at the very end of the generated ranking. The main reason for
this case being at the bottom of the list is that the model followed a fairly
stable course throughout this process and there were few anomaly signals.
The criterion values and DSS scores for Event 67 are presented
comparatively in Table 6 below.

Table 6. Low-Risk Situation Example: Decision Criteria and DSS Analysis for

Event 67
Event Label Alarm Power Afilsme TOPSI VIKO
ID abe Rate Mean a S Score R Score
Rate
67 Normal 0.0540 0.2105 0.0820 0.1245 0.9850

When examining the values in the table, it can be seen that Event 67 has a
low alarm rate of 5.4% and that the risk of false alarms has been minimised.
Although power generation is high, the TOPSIS method has assigned a low
proximity coefficient of 0.1245 to this case due to the low technical risk
signals; VIKOR, on the other hand, has rated this event as the least risky
with a score of 0.9850. This situation proves that DSS not only identifies
high-risk anomalies but also enhances system reliability by accurately
distinguishing "normal" conditions that do not require maintenance
resources.

The findings reveal that the developed DSS is not limited to detecting
anomalies; it offers a decision-making structure that jointly evaluates
operational and cost-focused risk indicators to support maintenance
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decisions. Furthermore, the ability to dynamically adjust criterion weights
via the user interface enables decision-makers to flexibly analyse
maintenance priorities under different operational scenarios (e.g., winter
periods when failure costs increase or periods when energy demand is low).

Consequently, the proposed decision support system presents a directly
usable solution for predictive maintenance applications by combining
anomaly outputs with MCDM methods and an interactive user interface. In
this respect, the system goes beyond many theoretical approaches in the
academic literature, offering an applicable DSS example that supports
decision-makers in real-world conditions.

V. CONCLUSION

This study has demonstrated that predictive maintenance decisions for
wind turbines should be considered not only on the basis of technical
accuracy, but also in terms of interpretability and operational feasibility.
Given the high-dimensional and temporal nature of SCADA data, it has been
observed that anomaly detection outputs alone are insufficient; it is critical
that these outputs be transformed into a reasoned, multi-criteria decision
structure.

The findings indicate that although different unsupervised learning models
can deliver similar detection performance, they exhibit distinct behavioural
profiles in terms of early detection, false alarm tendency, and risk sensitivity.
This highlights that maintenance decisions based on a single model in field
conditions involve uncertainty; conversely, the joint evaluation of multiple
model outputs provides a more reliable basis for decision-making.

The SHAP-based explainability layer used in the study has enabled the risk
scores generated by artificial intelligence models to be interpreted from an
engineering perspective. Demonstrating that model decisions are based on
physically meaningful sensor variables builds trust among maintenance
teams and highlights that the proposed system goes beyond "black box"
models. In this respect, SHAP is positioned not only as an explanatory tool
but also as an active decision support component that provides justification
for maintenance decisions.

One of the most significant contributions of this study is the integration of
anomaly detection and explainability outputs with multi-criteria decision-
making methods to directly convert them into maintenance prioritisation.
Maintenance priority lists created by combining rankings obtained from the
TOPSIS, VIKOR, MOORA, and SAW methods provide a balanced decision
structure that includes not only technical risk levels but also operational
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dimensions such as potential production loss and system reliability. This
approach also reduces methodological biases that may arise when relying
solely on individual MCDM methods.

However, there are some limitations to this study. The analyses were
performed on a single wind farm dataset, and generalisability to different
geographical conditions and turbine types needs to be tested separately.
Furthermore, maintenance decisions were constrained by technical and
production-based criteria; operational-level factors such as maintenance
costs, spare parts logistics, and human resources were excluded from the
scope of this study.

Overall, this study fills an important gap in the predictive maintenance
literature by combining anomaly detection, explainable artificial intelligence,
and multi-criteria decision-making approaches under a single umbrella.

VI. FUTURE WORKS

In future studies, evaluating the generalisability of the proposed decision
support system by testing it on different wind farms and multi-turbine fleets
emerges as an important research direction. Furthermore, integrating
economic and logistical criteria such as maintenance cost, spare part
procurement time, and personnel suitability into the decision matrix will
further enhance the system's industrial applicability. Furthermore,
incorporating online learning architectures that operate with real-time
SCADA data streams into the system will enable the proposed approach to
be transformed into an autonomous maintenance decision assistant capable
of adapting to changing field conditions.
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ABSTRACT

Increasing population, industrialization, agricultural and industrial water
demand, and climate change are putting pressure on water resources on a
global scale. This study develops a Decision Support System (DSS) that
analyzes the water risk profiles of countries using global water consumption
data from 2000-2024. The system is evaluated using Multi-Criteria Decision
Making (MCDM) methods, including TOPSIS, VIKOR, MOORA, and WSM,
based on six criteria: per capita water consumption, agricultural, industrial,
and domestic use, precipitation, and groundwater depletion rate. As a
complement to the existing risk assessment, a linear regression model is used
to analyze the water risk trends of countries for the next ten years. The internal
consistency of risk labels obtained from multi-criteria decision-making
(MCDM) and regression outputs with the raw data structure was evaluated
using nine different Machine Learning (ML) and Deep Learning (DL) models:
Random Forest (RF), Gradient Boosting (GB), SVM, Logistic Regression
(LR), Decision Tree (DT), K-Nearest Neighbors (KNN), Naive Bayes (NB),
Artificial Neural Networks (ANN), and 1D-CNN. The features influencing
model decisions were examined using SHAP analysis, an explanatory
artificial intelligence (XAI) method. The proposed study offers an integrated
assessment framework that addresses country-based water risk assessments
using scenario-based time series projections and ML and DL-based analyses.

Keywords — Global water risk, decision support system, multi-criteria decision
making, linear regression, machine learning,

I. INTRODUCTION

Water is a vital resource for the physiological and ecological continuity of
human life, and it also forms the basis of ecosystems that are home to countless
living organisms. However, the availability and quality of water are currently
facing threats on a global scale. [1]Population growth, industrialization, the
widespread use of chemicals in agriculture, and insufficient environmental
awareness threaten water resources. If current trends continue, it is predicted
that the problems that may arise in the next 25-30 years will become
irreversible. [1]. This global crisis highlights the need for preventive policies
regarding water resources. These factors have led to a nearly fourfold increase
in global water consumption over the past 80 years, placing serious pressure
on water resources. [2]This situation necessitates that water be treated as a
strategic risk factor that must be managed. Water scarcity and deterioration in
water quality threaten not only specific regions but many countries. Proper
management of these risks requires an international comparative perspective
that identifies global trends and priority regions. For these reasons, questions
such as "Which countries are at higher risk in terms of water stress?" or "How
do risk profiles vary across different geographies?" are important for global
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water security. Decision-makers need an analytical framework that
simultaneously considers many different criteria in order to develop
sustainable policies and provide systematic answers to these questions.

The ‘Global Water Consumption Dataset (2000-2024)’ used in this study
includes some of the key criteria that reveal this complexity [3]:

»  Per Capita Water Use: Water efficiency and consumption habits in the
country.

» Agricultural Water Use: The country's agricultural dependence on
water.

* Industrial Water Use: Industry's dependence on water.

*  Domestic Water Use: Basic living standards.

» Precipitation Impact: The capacity of water resources to regenerate
naturally.

*  Groundwater Depletion Rate: How sustainably resources are used.

The existence of numerous criteria and the complex relationships between
them make the decision-making process impossible to manage with simple
analyses. Decision-Making Systems (DMS) are computer-based systems
developed to help decision-makers make more consistent decisions in the face
of complex problems. Using multi-criteria decision-making methods, these
systems analytically evaluate different alternatives according to defined
criteria and assigned weights and rank the most suitable options. [4].

The aim of this study is to develop a Decision-Making System (DMS) that
analyzes country-specific water risks using global water consumption data,
allows for cross-country comparisons, and can simulate the potential impacts
of different intervention scenarios. The importance of this study stems from
its ability to provide decision-makers with dynamic, scenario-based, and
explainable analyses in a multi-dimensional and complex problem area such
as water resources management. The developed system analytically evaluates
countries based on defined criteria using multi-criteria decision-making
methods and models the relationships between these criteria using regression
analysis in a separate analytical layer. Linear regression approach is preferred
for future projections, as the literature clearly shows that linear regression
models are widely used in water consumption time series and provide
effective results in fundamental forecasting studies [5]. Furthermore, current
studies show that regression-based methods are frequently used as initial
approaches compared to more complex models [6]. In these respects, the study
contributes to the literature and provides a foundation for predicting the
current situation and future water risk levels in the global water risk crisis
using multi-criteria decision-making (MCDM) and linear regression. The
contributions of the study are as follows:
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*  MCDM approaches, which are generally considered independently in
water risk analyses, have been brought together under an integrated
decision support framework.

* To increase the reliability of the system's results, algorithms such as
RF, SVM, GB, and 1D-CNN were used, and an ML and DL-based
consistency module was integrated to analyze the extent to which the
features in the dataset can explain water risk distributions.

*  Alinear regression module was integrated for the analysis of the water
risk level for the next 10 years.

Thanks to this multi-layered structure, decision-makers can dynamically
adjust the importance levels of different risk criteria according to their
priorities; and mathematically evaluate how improvements in agricultural,
industrial, and domestic water use affect the overall risk score. The system
provides outputs that visualize cause-and-effect relationships between criteria
using correlation heat maps and explain the extent to which the models rely
on various variables in the risk estimation process. In this respect, the
developed DSS goes beyond being merely a tool for generating predictions,
becoming a unique DSS that makes decision-making processes interpretable
and offers projections for the future.

The second part of the study presents a literature review, the third part
describes the methods used, the fourth part outlines the architecture of the
developed DSS, and the findings obtained, and the fifth and sixth parts present
the results obtained from the system's implementation and future research.

II. LITERATURE REVIEW

Sustainable management of water resources has become a necessity today
due to increasing population, climate change, and growth in sectoral water
demand. Therefore, decision-makers increasingly need a Water Management
System (WMS) that can evaluate multi-dimensional water data together.
Recent studies show that multi-criteria analysis, spatial assessment, and
hydrological modeling-based WMS approaches are becoming widespread in
water management.

Mokallaf et al. [7] developed an interactive DSS that evaluates water
allocation scenarios by combining spatial indicators with MCDM methods.
Izady et al. [8] studied the co-management of surface and groundwater with a
scenario-based decision support system integrating SWAT-MODFLOW
models. While these approaches provide process-based analysis power at the
basin scale, they focus to a limited extent on country comparisons and the
combined evaluation of multiple MCDM methods at the global scale.
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There are also studies in the literature that systematically compile DSS and
water allocation models. Candido, Laise Alves et al. [9] compiled DSS and
optimization models used for water allocation and water management and
comparatively examined existing approaches. Saad, Mohamed et al. [10]
enabled the evaluation of groundwater regeneration zones by combining
remote sensing and GIS data with a decision support structure. Ataei Parisa et
al. [11] proposed an Al-based DSS model for groundwater management; and
Poli Giuliano et al. [12] developed a spatial decision support system for
multidimensional water management.

Studies in the current literature are limited to basin-scale, single-method
MCDM applications or short-term analyses. In contrast, a comprehensive
framework integrating multiple MCDM methods, long-term projections, and
ML-based consistency analyses simultaneously on a global scale is lacking.
This study addresses country-based water risk on a global scale, presenting a
comparative risk ranking across countries using WSM, TOPSIS, VIKOR, and
MOORA methods together. Furthermore, it goes beyond current situation
analysis, predicting future risk trends (2025-2034) through linear regression-
based projections and providing decision-makers with a proactive assessment
framework through simulations based on agricultural, industrial, and domestic
use scenarios. Finally, a hybrid DSS approach is presented, supporting the
model's explainability and methodological robustness through ML-based
internal consistency analysis that examines the learnability of risk labels
obtained through MCDM in terms of raw data attributes.

. METHOD

This section describes the data preprocessing steps, multi-criteria decision-
making (MCDM) methods, and linear regression-based time series modeling
used in country-based water risk assessments. It also explains ML and DL-
based internal consistency analysis methods, classification performance
metrics, and XAl approaches. The proposed web-based decision support
system model is presented in Figure 1.
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Figure 1: Schematic representation of a web-based integrated decision support
system for water risk analysis.

When examining the model architecture presented in Figure 1, it is seen that
in the data preprocessing stage, the criteria were scaled between 0 and 1 using
the Min-Max normalization method to ensure comparability between
countries. Within the scope of Multi-Criteria Decision Making (MCDM),
TOPSIS, VIKOR, MOORA, and WSM methods are considered together using
normalized data.

In examining temporal trends, independently of MCDM analyses, the water
consumption and socio-economic indicators of countries from previous years
are considered using a linear regression model, aiming to quantitatively
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represent long-term trends. The relationship between the risk labels defined
within the scope of MCDM and time series analyses and the raw data features
is analyzed for internal consistency using ML and DL-based methods. This
analysis focuses on examining the methodological relationship between the
obtained labels and the data features.

A. Data Preprocessing and Normalization

Since the 6 criteria used in the study have different units of measurement,
the Min—Max normalization method was applied [13]. With this method, the
value of the relevant criterion for each country was scaled to the range of 0—
1. In the context of water risk, per capita consumption, agricultural, industrial
and domestic use and groundwater depletion rate were considered as cost-
oriented criteria, while precipitation amount was considered as a benefit-
oriented criterion. Equation (1) was used for the cost criteria and Equation (2)
was used for the benefit criterion.

Nij = (xij = % min) /(% max — Xj.min) (1)
Nij = (xj,max - xij)/(xj,max - xj,min) ()

In equations (1) and (2) N;;, The normalized values x(min) and x(max)
represent the minimum and maximum values of the criterion in the dataset.
This process ensures that the criteria are comparable in multi-criteria decision-
making (MCDM) algorithms.

B. Multi-Criteria Decision Making Modules

In decision problems involving multidimensional and conflicting criteria,
such as water risk, relying on a single MCDM method can lead to method-
specific ranking logics and resulting in inconsistencies in the results.
Therefore, MCDM methods are considered together in the risk assessment
process. [14].

Weighted Sum Model (WSM)

The WSM method is a computationally simple approach that allows
criterion weights to be directly incorporated into the model [15]. In this
method, the total risk score of each alternative is obtained by summing the
normalized criterion values multiplied by the weights determined by the
decision-maker. The mathematical representation of the model is given in
Equation (3).

S¢S =) (Nij-wy) 3)
; j i

In Equation (3), S}V*M represents the weighted total score of the alternative;
represents the normalized value of the alternative for the j-th criterion, w;
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represents the criterion weight determined by the decision-maker, and n
represents the total number of criteria.

TOPSIS

The TOPSIS method is based on the distance of the alternatives from the
positive ideal solution and their proximity to the negative ideal solution [16].
In this context, the relative proximity coefficient is calculated for each
alternative. The mathematical representation of the method is given in
Equation (4).

Si.

Ci=—F—=
ST+ S; @

In equation (4), C; represents the relative proximity coefficient of the
alternative; S;* represents the distance to the positive ideal solution and S;°
represents the distance to the negative ideal solution.

VIKOR

The VIKOR method aims to produce a compromise solution between
conflicting criteria [17]. Its mathematical representation is given in Equation
(5).

S* R; — R* )

0= oBS - (B

In the mathematical notation given in Equation (5), Q i represents the
compromise ranking index calculated for the alternative; S; represents the
group utility, R; represents individual regret, S* astand R* ast represent the
best values, and S~ and R~ represent the worst values. The parameter v
represents the compromise weight between group utility and individual regret.

MOORA

The MOORA method combines benefit and cost-oriented criteria under a
single performance indicator [18]. It is based on the principle of subtracting
the weighted sum of benefit-oriented criteria from the weighted sum of cost-
oriented criteria. The mathematical representation is given in Equation (6):

g n
— * *
j=1

j=g+1 (6)

In equation (6), y; represents the performance score of the alternative
calculated by the MOORA method; x;; ast represents the normalized criterion
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values, g represents the number of utility-oriented criteria, and n represents
the total number of criteria.

C. LINEAR REGRESSION

In order to quantitatively model the time-dependent change of the
dependent variable, a linear regression-based approach is used to represent the
linear relationship between the dependent variable and the time variable. This
approach allows for the modeling of the long-term trend component and the
quantitative expression of the dependent data [19]. The linear relationship
between the dependent variable y and the time variable x is defined in
Equation (7).

Vi =PBo+ Pixi + ¢ (7

Equation (7) defines 3, as the slope coefficient representing the increasing
or decreasing trend over time, 5, as the intercept term indicating the initial
level, and ¢; as the random error term.

D. MACHINE LEARNING-BASED INTERNAL CONSISTENCY ANALYSIS

This section describes ML and DL-based classification approaches for
modeling patterns between features and target variables in multidimensional
datasets. In this approach, a feature set consisting of numerical indicators is
used as input data, while the target variable is considered within the scope of
the classification problem. For this purpose, different ML and DL algorithms
are used to model the discriminatory structures in the feature space. These
methods enable the representation of complex data structures thanks to their
ability to learn linear and nonlinear relationships.

Machine Learning-Based Classifiers and Ensemble Models

ML-based classification algorithms aim to mathematically model the
relationship between observations and class labels in a multidimensional
feature space.

Random Forest (RF)

RF is an ensemble learning algorithm that uses multiple decision trees to
make better predictions. It takes different random subsets of tree data and
combines the results by averaging them for classification or regression. RF
increases accuracy and reduces errors with this method [20].

The mathematical representation of the RF classifier is expressed as in
Equation (10).

¥ = mode{h,(x), hy(x), ..., hg (%)} (10)

In the mathematical notation given in equation (10), h (x) represents the
class estimates produced by the decision trees for the input vector x, and K
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represents the total number of trees. This structure reduces the overfitting
tendency observed in individual decision trees.

Gradient Boosting (GB)

GB is an ensemble learning method used in predictive modeling where
weak learners are sequentially grouped together. With this model, each new
model used focuses on reducing the error terms of the preceding models. [21].

The mathematical representation is expressed as in Equation (11).

Fn(x) = Fin—1(%) + amhp(x) (11)

Denklem (11)’de verilen matematiksel gosterimde F;,, (x), m. adimda elde
edilen toplamsal modeli, h,,(x) zayif 6greniciyi, a,, ise 6grenme oranin
temsil etmektedir. In the mathematical notation given in Equation (11), F,, (x),
represents the additive model obtained at the m-th step, h,,,(x) represents the
weak learner, and «,,, represents the learning rate.

Decision Tree

Decision trees are versatile machine learning algorithms used in
classification and regression that perform well on complex data by
hierarchically dividing the dataset based on features. The goal of a decision
tree is to choose the split that maximizes purity at each step. A Gini index
close to zero indicates that the node is purer. Common measures used to ensure
this process are the Gini index and entropy [22]. The Gini index is defined by
the mathematical representations in equation (12) and the information gain by
equation (13).

c
Gini=1- zpz (12)
i=1
C
Entropy = —Zpi log »(pi) (13)
i=1

In the Gini index given in Equation (12) p;observations at the relevant node
i the probability of belonging to its class C represents the total number of
classes. The entropy given in Equation (13) measures the level of uncertainty
in the class distribution at a node.

Support Vector Machine (SVM)

SVM is a classification method that finds examples of classes close to each
other while classifying data and attempts to maximize the perpendicular
distance of these examples from the separating surface. The goal is to define
a separating function that maximizes the margin between classes. For data
sets that cannot be linearly separated in a one-dimensional plane, they use
kernel functions to transform the data sets into a higher-dimensional feature
space for classification. [23].
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The SVM model is expressed mathematically as shown in Equation (14).

1 2
min - Il w i (14)

In the equation given in (14), w the weight vector of the classification
hyperplane, b represents the term bias. || w || Minimizing the expression by
indicating the Euclidean norm of the weight vector means increasing the
margin width. By increasing the margin width, the decision boundary is
determined in such a way that it has higher discrimination power between
classes.

Logistic Regression

LR converts the data into a probability space and makes a linear
class prediction using the sigmoid function. [24] The mathematical
representation of the model is presented in equation (15).

1 (15)
PO =110 = e

Equation (15) w weight vector, b the term bias and x represents the input
vector.

K-Nearest Neighbors (KNN)

The KNN method classifies based on the distance between samples. When
classifying data, KNN uses the nearest neighbor in the feature set. k
determines based on the neighbor's class labels [25].

The distance between data sets is usually calculated using the Euclidean
algorithm. The distance between two observations is presented in Equation
(16) below.

14
A ) = | ) (Xim = Xm)? (16)
m=1

In the mathematical representation presented in Equation (16); x; ve x; the
two compared data points, p total number of attributes, X, ve Xjn
observations related to the matter m.represents attribute values.

Naive Bayes

NB is a probabilistic classifier that uses Bayes' theorem based on observed
attributes to assign a class label to an example. In the NB approach, it is
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assumed that the attributes are independent of each other's class labels. The
probability that an observation belongs to a particular class is calculated by
multiplying the conditional class probabilities of the attributes. [26] NB It is
expressed as in Equation (17).

PG 11, ) PO | [ PCxi19) (17

Equation (17) P(y) class prior probability, P(x; | y) represents the class-
conditional probability of the attribute. The ratio expression, with the
denominator term being P (x4, ..., X, )indicates that it should be disregarded
due to its fixed nature.

E. DEEP LEARNING-BASED CLASSIFICATION APPROACHES (ANN AND 1D-
CNN)

DL methods have the ability to learn both linear and nonlinear relationships
between features thanks to their multi-layered structures. In this context,
multi-layered approaches such as ANN and 1D-CNN are used in solving
classification problems.

Artificial Neural Networks (ANN)

ANNs have a multi-layered perceptron structure and consist of input,
hidden, and output layer neurons. Each neuron calculates the weighted sum of
the inputs it receives and passes them to activation functions to produce
outputs within a specific range of values. [27]The mathematical representation
of ANN is presented in Equation (18).

y = f(ZF, wix;+b) (13)

In the expression given in Equation (18) x; input attributes, w; weight
coefficients of attributes, b the term bias and f(-) represents the activation
function.

One-Dimensional Convolutional Neural Networks (1D-CNN)

CNNs are DL models that automatically learn patterns by applying filters
(kernels) to input data. [28]In this architecture, the convolution operation is
applied to feature vectors. The mathematical representation of the 1D-CNN is
presented in Equation (19).

a=f (Z Wi Xjpp—1 + b) (19)
=1
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In the expression given in Equation (19) x input vector, wy convolution
filter weights, b the term bias, m filter size and f(-) shows the activation
function.

F. CLASSIFICATION PERFORMANCE CRITERIA

In evaluating ML and DL-based classification models, analyses based on a
single performance metric are limited in multi-class and imbalanced datasets.
Therefore, performance metrics are considered to comprehensively examine
classification performance. Accuracy, precision, and Fl-score metrics are
used to evaluate classification performance. [29].

The complexity matrix shown in Figure 2 contains four basic outputs: True
Positive (TP), True Negative (TN), False Positive (FP), and False Negative
(FN).

Confusion Matrix

E False Positive
& (FP) "
=
E - 60
3
o
g - 40
§ False Negative
g (FN) ~-20

Negative Positive
Predicted Label
Figure 2: Confusion matrix used to evaluate classification models.

Performance metrics reported using these values are calculated using the
equations (20, 21, 22, 23) provided below.

Accuracy=TP+TN/TP+TN+FP+FN (20)
Precision=TP/TP+FP 21
Recall =TP/TP+FN (22)
F1=2-Precision.Recall/Precision+Recall (23)

320



In the given equations (20, 21, 22, 23), the Recall (sensitivity)
metric indicates the extent to which observations belonging to the (24)
positive class can be correctly identified.FN) is important in terms of
evaluating the effect of classifications. Precision expresses the ratio
of truly positive observations among those classified as positive and
(F Preflects the impact of their classifications.

G. EXPLAINABLE ARTIFICIAL INTELLIGENCE (XAI) APPROACH:
SHAP

Although ML and DL-based models can provide high prediction
performance in complex data structures, they may have limitations
in terms of the interpretability of their decision mechanisms.
Therefore, SHAP approaches are used to understand which features
the model outputs are based on.

The SHAP method provides a contribution-based framework that
enables the sum of feature contributions to explain the model output
and allows for a comparative analysis of the decision structures of
different classification models. [30].

The mathematical representation of the SHAP method is presented
in Equation (24).

M
F0) =0+ ) i

In the mathematical representation presented in Equation (24) f(x) model
output, ¢, the model's average output, ¢; ise irepresenting the contribution of
the nth attribute to the model M The total indicates the number of attributes.

IV.FINDINGS AND DiSCUSSION

This section presents findings based on country-specific water risk
distributions, temporal trends, and data-driven classification outputs obtained
as a result of implementing the proposed DSS approach.

First, the overall distribution of country-based risk scores obtained using
CBRM methods is analyzed using linear regression-based time series to
examine the long-term behavior of water risk.

In the following subsections, complexity matrices obtained from ML and
DL-based classification models are presented, with the dataset randomly split
into 80% training and 20% test subsets, in order to observe whether the models
exhibit similar behavior across different data subsets. Additionally, SHAP
analysis is used to reveal which features most influence the model decisions.
Finally, the DSS system is evaluated within a holistic framework by
displaying the system interface through the outputs of the developed web-
based DSS user interface.
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Data Preprocessing and Normalization Findings

In the context of water risk, criteria such as per capita consumption,
agricultural, industrial, and domestic use, and groundwater depletion rate
represent higher risk levels, while precipitation amount shows an inverse
effect. The sample decision matrix obtained as a result of the Min-Max
Normalization process is presented in Figure 3.
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Figure 3: Normalized decision matrix of water stress indicators for all evaluated
countries.

The analysis of the risk levels of the six criteria presented in Figure 3 is
visualized using color codes: low values are green, medium values are yellow,
and high-risk values are red. Since the criteria used in the study must be
appropriate not only in terms of scale but also in terms of statistical
independence, the linear relationships between them were examined using
Pearson correlation analysis, and the results are presented in Figure 4.
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Figure 4: Pearson correlation matrix of the six water stress indicators used in the
study

The correlation matrix presented in Figure 4 shows that the linear
relationships between the six basic water stress indicators are generally weak.
This indicates that it is methodologically appropriate to use the criteria
together in the risk modeling based on the MCDM and the classification stages
based on ML and DL.

Country-Based Water Risk Distributions Based on the MCDM

This section presents a comparative analysis of the distribution of country-
based water risk scores calculated using MCDM methods. The evaluations
aim to reveal the variation in risk scores obtained using the WSM, TOPSIS,
VIKOR, and MOORA methods across countries, under the same set of criteria
and weighting structure. In the analyses, the weights of the criteria were
determined as follows: per capita water consumption 15%, agricultural use
35%, industrial use 15%, domestic use 15%, rainfall amount 10%, and
groundwater depletion rate 10%. The criteria were evaluated together.

Figure 5 shows the distribution of the top 5 riskiest countries according to
the MCDM methods, based on the average normalized risk scores for the
2000-2024 period for all 20 countries in the dataset.
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Figure 5: Comparative Risk Analysis (MCDM 2000-2024)
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When examining the visual in Figure 5, it is noteworthy that the WSM,
TOPSIS, and VIKOR methods exhibit similar trends, while the MOORA
method produces lower risk scores. This situation can be explained by the
MOORA method producing a more balanced risk distribution, stemming from
its combination of benefit and cost-oriented criteria with the principle of direct
difference detection.

Figure 6 shows the scores of the five most risky countries for 2024.
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Figure 6: Comparative Risk Analysis (MCDM 2024)

324



The graphs presented in Figure 6 enable a comparative assessment of
countries' current risk situations across different methods. In particular, it is
observed that the VIKOR method produces higher risk scores compared to
other methods in some countries, while the WSM and TOPSIS methods yield
similar results. These differences stem from structural variations in the
methods' approaches to compromise, proximity to the ideal solution, and
weighting.

The results obtained show that while the CCA methods used produced
similar trends on the same data set, they also exhibited method sensitivity in
terms of country rankings. This situation reveals that the use of multiple
methods, without relying on a single CCA method, provides a more
comprehensive basis for analysis in country-based water risk assessments.

Machine Learning and Deep Learning-Based Internal Consistency

Analysis

This section examines the consistency of country-based water risk outputs
based on the MCDM regression model with water consumption and
environmental data structures. The focus of the analysis is to evaluate the
internal consistency of the model outputs with the criteria used.

The training set was used to learn the model parameters, while the test set
was used to evaluate consistency on previously unseen data. The results were
used to assess the reproducibility and discriminative power of the MCDM and
regression-based risk outputs in the raw data space. Thus, the internal
consistency of the proposed DSS was analyzed based on the data.

Performance Analysis of Classical Machine Learning and Deep Learning

Models

In the study, nine different ML and DL classifiers were trained: RF, GB,
DT, SVM, LR, KNN, NB, ANN, and 1D-CNN. Since evaluating multi-class
water risk problems solely based on accuracy metrics is limited, Table 1
presents the accuracy, precision, recall, and Fl-score values for the nine
different models trained in the study on the test data.

Table 1: Classification performance of machine learning and deep learning
models on the test dataset (20%) (weighted average)
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Modals A(coc/u)racy Precision Recall F1
()
Logistic Regression 96.00 0.9608 0.9600 0.9569
Naive Bayes 96.00 0.9720 0.9600 0.9198
K-Nearest Neighbors
(KNN) 83.00 0.7840 0.8300 0.7921
Support Vector
Machine (SVM) 90,00 0.8390 0.9000 0.8657
Decision Tree 97.00 0.9531 0.9796 0.9637
Artificial Neural
Network (ANN) 94.00 0.9104 0.9400 0.9249
Random Forest 98.00 0.9820 0.9800 0.9800
Gradient Boosting 99.00 0.9901 0.9954 0.9910
1D-CNN 97.00 0.9396 0.9800 0.9596

The results presented in Table 1 show that among ML classifiers, GB and
RF models provide higher classification performance than the ANN model on
the 1D-CNN test data within the DL method. To examine the discrimination
power of the models' risk classes in more detail, they were analyzed using
confusion matrices. The confusion matrices are presented as RF (A), GB (B),
SVM (C), DT (D), LR (E), KNN (F), NB (G), ANN (H), and 1D-CNN (D),
respectively.
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When examining the complexity matrices presented, it is evident that the
classification models' ability to distinguish between low (L), medium (M), and
high (H) water risk classes varies. These differences are particularly evident
in the accurate identification of the H class and through the types of
misclassification. The GB and 1D-CNN models stand out as the methods that
can distinguish the high-risk class with the lowest error rate. The fact that all
observations belonging to the high-risk class are correctly classified in the GB
model demonstrates that this method has strong discrimination capacity in
critical threshold regions. Similarly, the 1D-CNN model did not produce
critical errors such as assigning high-risk countries to the low-risk class,
providing a more consistent distinction with a limited number of M risk class
confusion errors. This is related to the 1D-CNN's ability to effectively learn
patterns between features.

RF and DT models showed balanced performance in L and M risk classes,
but produced more consistent predictions in the boundary regions between
classes, whereas in KNN and NB models, the tendency to confuse the H class
with the M risk class was more pronounced. In KNN, this situation stems from
the overlap of distances between classes in the feature space, while in NB, it
stems from the assumption of conditional independence between features
being limiting for problems involving multidimensional and related indicators
such as water risk. A similar tendency for the H class to be misclassified as
the M class was also observed in models based on linear decision boundaries,
such as SVM and LR.

The high concentration of misclassifications around the M risk class stems
from this class's nature as a transition zone between low and high risk.
Consequently, the factors most affecting classification performance are the
limited number of observations belonging to the H risk class and the nonlinear
relationships between criteria. The GB and 1D-CNN models managed these
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challenges more effectively than other methods, producing more reliable
results, particularly in the internally consistent separation of the H risk class.
These findings suggest that classification analyses can be evaluated as a
methodological validation tool that supports the internal consistency of the
risk labels generated in the proposed DSS with the data structure..

Regression-Based Time Series Projection and Scenario Analysis

This section presents the results of scenario-based analyses conducted
using a linear regression model on Australia, Turkey, and Japan—countries
selected from a global dataset of 20 countries to represent different
hydrological and socio-economic profiles—using the developed DSS. These
countries were selected to represent high, medium, and low risk clusters in

the DSS outputs.

Water Stress Dynamics Under a High-Risk Scenario for Australia

Australia has been selected as a country with a high-risk profile due to its
high vulnerability to drought and climate variability. The scenario defined for
Australia is presented in Figure 7 and Table 2.
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Figure 7: Ten-year water risk scenario analysis for Australia under user-defined
policies and climate conditions (representative example)
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Table 2 Water risk scores and risk classes projected for Australia under the

defined scenario (2025-2034).

Year Risk Score Status

2025 61,1 MODERATE
2026 63,4 MODERATE
2027 65,0 MODERATE
2028 67,8 MODERATE
2029 69,8 MODERATE
2030 71,5 HIGH RISK
2031 74,3 HIGH RISK
2032 76,7 HIGH RISK
2033 78,4 HIGH RISK
2034 81,2 HIGH RISK

In the Australian example given in Figure 7 and Table 2, a scenario of a
10% decrease in rainfall parameters, a 20% increase in agricultural
consumption, a 10% increase in residential use, and a 15% increase in per
capita use for the period 2025-2034 has been defined. The simulation results
show that the country's risk score increased, reaching 81.2 by 2034 and
entering the High Risk category. When examining the graph presented in
Figure 6, the scenario curve, which is above the red curve representing the
current trend, shows that unsustainable water use scenarios increase stress in
the long term. This increase reveals that the decrease in precipitation and the
increase in demand for agricultural, per capita, and domestic water use jointly
affect the risk score.

Risk Behavior Under Extreme Climate Stress Scenarios for Turkey

Turkey is considered an exemplary country representing the intermediate
level, and its graph is presented in Figure 8, while Table 3 shows the water
risk levels for the next 10 years.
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Figure 8 Ten-year water risk scenario analysis for Turkey under user-defined
policies and climate conditions (representative example)

Table 3Water risk scores and risk classes projected for Turkey under the defined
scenario (2025-2034).

Year Risk Score Status
2025 42,6 MODERATE
2026 41,2 MODERATE
2027 40,7 MODERATE
2028 40,0 MODERATE
2029 40,0 MODERATE
2030 39,1 LOW RISK
2031 38,8 LOW RISK
2032 38,1 LOW RISK
2033 37,4 LOW RISK
2034 36,4 LOW RISK

In the scenario presented in Figure 8, a 10% decrease in rainfall parameters,
a 20% increase in agricultural consumption, a 10% increase in domestic use,
and a 15% increase in per capita use are defined for the 2025-2034 period.
With these criteria, Turkey's risk score shows a limited improvement from
42.5 to 36.4, due to the country's structural hydrological advantages, such as
high rainfall base, low groundwater depletion rate, and domestic use
efficiency, partially offsetting climate and demand-driven pressures.
However, the decrease in rainfall stands out as the primary environmental
factor driving the risk score upward in the model outputs; this indicates that
climate variability will constitute a significant cost factor for Turkey's water
security in the long term.
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Resilience-Focused Water Risk Profile for Japan

Japan is considered a country with high infrastructure capacity and a stable
hydrological regime. Its graph is presented in Figure 9, and the water risk
levels for the next 10 years are shown in Table 4.
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Figure 9: Ten-year water risk scenario analysis for Japan under user-defined

policies and climate conditions (representative example)

Table 4Water risk scores and risk classes projected for Japan under the defined

scenario (2025-2034).

Year Risk Score Status

2025 314 LOW RISK
2026 29,6 LOW RISK
2027 26,7 LOW RISK
2028 25,3 LOW RISK
2029 22,5 LOW RISK
2030 20,8 LOW RISK
2031 18,2 LOW RISK
2032 16,2 LOW RISK
2033 14,1 LOW RISK
2034 11,3 LOW RISK

In the Japan example presented in Figure 9, equivalent conditions to the
Australia and Turkey scenarios are defined as a 10% decrease in rainfall
parameters, a 20% increase in agricultural consumption, a 10% increase in
domestic use, and a 15% increase in per capita use. As a result of the
simulation conducted under the same variables, Japan's 2034 risk score was
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calculated as 11.2 and classified as Low Risk. The results presented in Table
4 and Figure 8 show that Japan's water management policies produce a more
resilient risk profile under similar external shocks.

SHAP Analysis Results and Interpretation

The purpose of internal consistency analysis is not only to measure the
accuracy of risk labels, but also to reveal which criteria drive these predictions.
To this end, SHAP analysis was applied to the models and is presented in
Figure 10.

SHAP Summary (All Classes)

per capita use [
Industrial Use % .

Groundwater Depletion .

Agrnicultural Use % .

Annual Rainfall . mm Class 1

mm Class 0

Household Use % I e Class 2
0.0 01 0.2 0.3 0.4 0.5 0.6 0.7

mean(|SHAP value|) (average impact on model output magnitude)

Figure 10: Feature importance is determined based on the average absolute SHAP
values across all classes.

As shown in Figure 10, per capita water consumption is the most dominant
variable in water risk classification, while agricultural water use, precipitation
amount, and groundwater depletion rate have secondary complementary
effects on model decisions. These findings indicate that per capita water
consumption has a greater impact on the model compared to other criteria.

System Application and Web-Based User Interface

The results obtained by implementing the recommended DSS, MCDM, and
linear regression-based components together as a web-based analytical system
are presented to the user through an interactive visualization and control
interface.

The developed interface enables decision-makers to directly analyze the
outputs of the mathematical and artificial intelligence-based models defined
in the previous sections. The interface supports basic functions such as country
and year-based dynamic filtering, sensitivity analysis through instantaneous
modification of criterion weights, and intuitive visualization of risk levels
using color codes. Figure 11 shows the analysis screen seen on the system's
login page.
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Figure 11 The interactive web interface of the Global Water Risk Decision
Support System displays multi-method (WSM, TOPSIS, VIKOR, MOORA) risk
comparisons and country-level filtering.

The dynamic control components on the interface presented in Figure 11
allow the decision-maker to instantly modify indicators such as per capita
consumption, agricultural, industrial, and domestic use, precipitation, and
groundwater depletion rate for both a specific country and year, as well as for
all countries and all years, using the criteria weighting panel via the country
and year filters in the left menu. The results obtained by analyzing the risk
scores derived from the WSM, TOPSIS, VIKOR, and MOORA methods. For
the regression-based time series projection and scenario simulation module
for countries, the screen shown in Figure 12 has been designed.
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Figure 12 Decision support system's regression-based time series projection and
scenario simulation module

Using the module presented in Figure 12, decision-makers can visually
examine how the percentage changes they define for attribute indicators such
as precipitation, agricultural use, domestic consumption, and per capita water
use affect water risk levels for the next 10 years by reviewing risk projections
based on past trends from the top menu. Thus, the system is not only a static
risk assessment tool, but also provides an analytical environment that allows
the effects of forward-looking policy scenarios to be examined.

This integrated structure enables the web-based DSS, MCDM, and time
series projections developed to facilitate the analytical and application-
oriented assessment of country-based water risk analyses.

V. RESULTS

In this study, a DSS was developed by combining MCDM, linear
regression, and ML-based internal consistency analysis using global water
consumption data. The system can quantitatively assess the possible evolution
of risks over time under different policy and climate scenarios, as well as
compare countries' current water risk profiles.

Case studies conducted for Australia, Turkey, and Japan have revealed that
different risk profiles emerge depending on the structure of each country.
Water consumption per capita was found to be the dominant determinant in
high-risk scenarios, as demonstrated by SHAP analysis, and the results
obtained show that multiple risk factors can be evaluated together.

The results of the ML and DL-based internal consistency analysis revealed
that the risk labels obtained using CCAV methods and linear regression could
be classified with high accuracy by the GB (99%), RF (98%), and 1D-CNN
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(97%) models on the test data and were consistent with the data structure. In
this regard, the study presents the DSS approach, which integrates rule-based
CCAYV models with data-driven ML and DL approaches.

VI.FUTURE WORK

Predicting the global water risk level and taking early action contributes to
optimizing water consumption processes and enables data-driven decision-
making processes for more accurate use. Linking the MCDM and linear
regression model to countries' water consumption can create preventive,
proactive risk management strategies by identifying the water risk level at an
early stage. In future studies, integrating data with higher spatial resolution
into the system and using remote sensing-based real-time indicators can
improve the model's forecasting and analysis capabilities. Comparing
nonlinear time series models with the existing linear regression module
provides a concrete basis for comparison to increase the accuracy of long-term
risk projections and reduce uncertainty. Furthermore, applied studies
evaluating the usability of the proposed DSS structure by regional
policymakers and water management authorities will strengthen the system's
integration into practical decision-making processes.

REFERENCES

[1] M. Akm and G. Akin, “SUYUN ONEMI, TURKIYE’'DE SU
POTANSIYELI, SU HAVZALARI VE SU KIRLILIGI,” Ankara
University Journal of the Faculty of Languages and History-Geography,
vol. 47, no. 2, pp. 105-118, Jan. 2007, Accessed: Oct. 15, 2025. [Online].
Available:
https://dergipark.org.tr/en/pub/dtcfdergisi/issue/66774/1044494

[2] U. Ogretmen, M. Dogan, and S. Z. Sever, “SURDURULEBILIRLIK: SU
VE SUYUN ONEMI,” Avrasya Sosyal ve Ekonomi Arastirmalar: Dergisi,
vol. 10, no. 1, pp. 176192, Jan. 2023, Accessed: Dec. 03, 2025. [Online].
Available: https://dergipark.org.tr/tr/pub/asead/issue/75724/1230364

[3] A. Soundankar, “Global Water Consumption Dataset (2000-2024) @ ().”
Accessed: Dec. 03, 2025. [Online]. Available:
https://www.kaggle.com/datasets/atharvasoundankar/global-water-
consumption-dataset-2000-2024

[4] E. Aydemir, C. Aktiirk, and M. Ali YALCINKAYA, “KONUT SATIN
ALIMINDA ALTERNATIF BIR KARAR DESTEK SISTEMI
ONERISI,” Miihendislik Bilimleri ve Tasarim Dergisi, vol. 8, no. 3, pp.
677-691, Sep. 2020, doi: 10.21923/JESD.690278.

[5] M. Melikoglu, “Predictive hybrid modelling for municipal water and
wastewater: A global framework demonstrated in Tirkiye,” Cleaner
Water, vol. 4,p. 100117, Dec. 2025, doi: 10.1016/J.CLWAT.2025.100117.

[6] D. Wang, Y. Zhang, and N. Yousefi, “Urban Water-Energy consumption
Prediction Influenced by Climate Change utilizing an innovative deep

335



[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

learning method,” Scientific Reports 2024 14:1, vol. 14, no. 1, pp. 30931-,
Dec. 2024, doi: 10.1038/s41598-024-81836-7.

E. M. Sarband, S. Araghinejad, and J. Attari, “Developing an Interactive
Spatial Multi-Attribute Decision Support System for Assessing Water
Resources Allocation Scenarios,” Water Resources Management, vol. 34,
no. 2, pp. 447462, Jan. 2020, doi: 10.1007/S11269-019-02291-Y.

A. Izady et al., “A scenario-based coupled SWAT-MODFLOW decision
support system for advanced water resource management,” Journal of
Hydroinformatics, vol. 24, no. 1, pp. 56-77, Jan. 2022, doi:
10.2166/HYDRO.2021.081.

L. A. Candido, G. A. G. Coélho, M. M. G. A. de Moraes, and L. Floréncio,
“Review of Decision Support Systems and Allocation Models for
Integrated Water Resources Management Focusing on Joint Water
Quantity-Quality,” J. Water Resour. Plan. Manag., vol. 148, no. 2, p.
03121001, Nov. 2021, doi: 10.1061/(ASCE)WR.1943-5452.0001496.

M. Saad, E. Nofal, Y. Abdelmonem, and P. Riad, “Application of decision
support system/remote sensing/GIS techniques in groundwater recharge
assessment,” Water Pract. Technol., vol. 19, no. 9, pp. 3721-3743, Sep.
2024, doi: 10.2166/WPT.2024.193.

P. Ataei et al., “An intelligent decision support system for groundwater
supply management and electromechanical infrastructure controls,”
Heliyon, vol. 10, no. 3, p. 25036, Feb. 2024, doi:
10.1016/J.HELIYON.2024.E25036.

G. Poli, S. Cunto, E. Muccio, and M. Cerreta, “A spatial decision support
system for multi-dimensional sustainability assessment of river basin
districts: the case study of Sarno river, Italy,” Land use policy, vol. 141, p.
107123, Jun. 2024, doi: 10.1016/J.LANDUSEPOL.2024.107123.

P. J. Muhammad Ali, “Investigating the Impact of Min-Max Data
Normalization on the Regression Performance of K-Nearest Neighbor with
Different Similarity Measurements,” ARO-The Scientific Journal of Koya
University, vol. 10, no. 1, pp. 85-91, Jun. 2022, doi: 10.14500/AR0.10955.
E. K. Zavadskas, Z. Turskis, and S. Kildiene, “State of art surveys of
overviews on MCDM/MADM methods,” Technological and Economic
Development of Economy, vol. 20, no. 1, pp. 165-179, 2014, doi:
10.3846/20294913.2014.892037.

T. Evangelos and B. Shu, “(PDF) Multi-criteria decision making: An
operations research approach.” Accessed: Dec. 08, 2025. [Online].
Available:  https://www.researchgate.net/publication/284107964 Multi-
criteria_decision_making An_operations_research_approach

M. Nuhu Yahya, H. Gok¢ekus, D. Uzun Ozsahin, and B. Uzun, “Evaluation
of wastewater treatment technologies using TOPSIS,” pp. 610, 2019, doi:
10.5004/dwt.2020.25172.

1. Milojkovic and N. Prascevic, “Project management using the developed
AHP-VIKOR method with the fuzzy approach,” Water Science and
Technology, vol. 90, no. 2, pp. 578-597, Jul. 2024, doi:
10.2166/WST.2024.204.

V. Saravanan, C. Sivaji, S. Chinnasamy, and C. Raja, “Multi-Criteria
Decision-Making for Water Resources Planning Using the MOORA

336



[19]

[20]

(21]

[22]

(23]

(24]

[25]

[26]

[27]

(28]

[29]

[30]

Method,” Aeronautical and Aerospace Engineering, vol. 1, no. 4, pp.
2583-889, 2023, doi: 10.46632/aae/1/4/1.

D. C. Montgomery, G. G. Vining, and A. P. Elizabeth, “INTRODUCTION
TO LINEAR REGRESSION ANALYSIS.” Accessed: Jan. 05, 2026.
[Online].  Available:  https://content.e-bookshelf.de/media/reading/L-
16125104-1a3a7c5bd1.pdf

H. A. Salman, A. Kalakech, and A. Steiti, “Random Forest Algorithm
Overview,” Babylonian Journal of Machine Learning, vol. 2024, pp. 69—
79, Dec. 2024, doi: 10.58496/BJML/2024/007.

E. Ok and M. Emmanuel, “(PDF) Understanding the Gradient Boosting
Algorithm in XGBoost.” Accessed: Jan. 20, 2026. [Online]. Available:
https://www.researchgate.net/publication/390137877 Understanding_the
_Gradient Boosting Algorithm in XGBoost

B. E. Ozkan, “Karar Agaglari (Decision Trees)| Denetimli Makine
Ogrenmesi | by Elif Beyza Ozkan | Medium.” Accessed: Jan. 22, 2026.
[Online]. Available: https://medium.com/@elifbeyzaozkan/karar-
a%C4%9Fa%C3%A71ar%C4%B1-decision-trees-denetimli-makine-
%C3%B6%C4%9Frenmesi-3a8d962ad640

A. Nafees et al,, “Forecasting the Mechanical Properties of Plastic
Concrete Employing Experimental Data Using Machine Learning
Algorithms: DT, MLPNN, SVM, and RF,” Polymers 2022, Vol. 14, vol.
14, no. 8, Apr. 2022, doi: 10.3390/POLYM14081583.

H. Altiparmak et al., “Performance measurements of 12 different machine
learning algorithms that make personalized psoriasis treatment
recommendations with a database of psoriasis patients responding to
treatment,” Computational Intelligence and Blockchain in Complex
Systems: System Security and Interdisciplinary Applications, pp. 85-95,
Jan. 2024, doi: 10.1016/B978-0-443-13268-1.00014-5.

Y. Shi, K. Yang, Z. Yang, and Y. Zhou, “Primer on artificial intelligence,”
Mobile Edge Artificial Intelligence, pp. 7-36, 2022, doi: 10.1016/B978-0-
12-823817-2.00011-5.

B. Phatcharathada and P. Srisuradetchai, “Randomized Feature and
Bootstrapped Naive Bayes Classification,” Applied System Innovation
2025, Vol. 8, vol. 8, no. 4, Jul. 2025, doi: 10.3390/AS18040094.

K. A. Esidir, V. Yogunlu, and Y. E. Giir, “MULTILAYER PERCEPTRON
(MLP) VE RADIAL BASIS FUNCTION (RBF) TAHMIN MODELLERI
ILE ELAZIG TURiIZM MEMNUNIYET ANALiZI SONUCLARININ
TAHMINIL,” International Journal of Social Humanities Sciences
Research (JSHSR), Jan. 2022, doi: 10.26450/JSHSR.3193.

Y. Berus and Y. Bentesen Yakut, “Derin Ogrenme (1D-CNN, RNN,
LSTM, BiLSTM) ile Enerji Tiiketim Tahmini: Diyarbakir AVM Ornegi,”
DUMF Miihendislik Dergisi, Feb. 2024, doi: 10.24012/DUMF.1415055.
S. Yang and G. Berdine, “Confusion matrix,” ., vol. 12, no. 53, pp. 75-79,
Oct. 2024, doi: 10.12746/SWRCCC.V12153.1391.

S. Ramalingam et al., “Explainable Ai(Xai) for Touch-Stroke Biometrics:
Insights from Shap,” 2025 IEEE International Carnahan Conference on
Security  Technology  (ICCST), pp. 1-6, Oct. 2025, doi:
10.1109/1CCST63435.2025.11293940.

337



338



